TI\ON
P.
& “o

lf 15%
v 3
n -
3 O
Q Z
o

L
ﬁ’& 3

N\

BIDDING DOCUMENT

Name of Work:
Supply, Installation, Testing and Commissioning of Online Real-Time Condition

Monitoring System for existing Transformers of Assam Power Generation
Corporation Limited (APGCL).
NATIONAL COMPETITIVE BIDDING

(e-Procurement)

Tender No.: APGCL/CGM (Gen)/2026-27/ Online Condition Monitoring/20

Issued by:
The Chief General Manager (Generation),
Assam Power Generation Corporation Limited
3" Floor, Bijulee Bhawan, Paltan Bazar, Guwahati-781001




Page 2 of 94

Contents
SECTION-L ...ttt ettt ettt ese et et eneeseeaeeseneeseenenean 5
1. NOTICE INVITING TENDER (NIT) oo 5
SECTION-IL ...ttt et ea et ne et e s e e eaeese s eneeaeenenean 6
2. INSTRUCTION TO BIDDERS (ITB)...ciiicioieieeeeteeeeeeeeeeeeeveeeeee e 6
2.1 INErOAUCTION ..ottt 6
2.2 Language Of BidS........oo oo 6
2.3 Code Of INEEGIILY ..oeeeeeeeeceeeeeeeeeeeeee e ene 6
2.4 Conflict Of INtEIrEST......c.oeieeeeeeeeeeeeeee e 7
2.5 Bidders’ ENGIDIITY .......coovieieeeeeeeeeeee e 8
2.6 Bidders’ QUalifiCation ..........c.ooiiiiiieeeeeeeeeeeeeeeee e 9
BIDDING DOCUMENT ..ottt ettt enens 9
2.7 Content of this Bidding Document ............cccocveviiiiiiciieeceeeeee, 9
2.8 Clarifications of Bidding DocumMents...........ccccoeivveiicieiceeeeeeeeee, 9
29 Pre-Bid MEELING ......ooeeeeeeeeeeeeeeeeeeeeee e 10
2.10 Amendments to Bidding (Tender) Document...........ccccoeveiiievcneeennnn. 10
PREPARATION OF BIDS ...ttt 10
2.11  Documents Comprising the Technical Bid............cccooooioiiiiicee 10
212 PrICE Bid ..o 11
2.13  Preparation and Submission of Bid..........cccccooeioiiiiiiiieeeeeee 11
214 Bi PriCES ..ot 12
215 Bid CUIMTENCY ..ottt b e eaeeseneas 13
2.16  Documents Establishing Compliance.........c.cccoooiiiiiiiinicieececee 13
2.17 Documents Establishing Eligibility & Qualification of the Bidder......13
2.18  Period of Validity Of BidS .......cccoiiiiiiieceeceeeeeeee e 13
2.19  Bid ProCessing FEE.......oooiioiiieeeeeeeeeeee et 14
2.20  Bid SeCUNtY (EMD) ...ooioiiieieieeeeeeeeeee et 14
OPENING OF BIDS ...ttt 16
2.21 Extension of Due Date for Submission of Bids...........ccoceeveiiievereinn. 16
222  0OPENING Of BilS.....oo it 16
EVALUATION AND COMPARISON OF BIDS ..o 16
2.23  CoNfIdENLI@liTY ..oooeeeeeeeeeeeeeeeee e 16
2.24  Preliminary Examination of BidS ........cccocooovoiiioioicecceeeeeeeee, 16
2.25  Clarification Of BidS.........ccoooiiuiiiiiieceeeeeee e 17
2.26 Immaterial Non-conformities in BidS ..o, 17
2.27 Determination of RESPONSIVENESS ..........ccocviiiieiieiiieeeeeeeeeeee e 17
2.28 Non-conformities, Errors, and OmiSSIONS. .........cccoocvvvvviiicieeeeeceeeen 18
2.29 Evaluation and Comparison of Bids. ........c.cccooeoioiiiiiiiieeeeeeeee, 18
2.30 Right to Accept or Reject any or all Bids ..., 18
AWARD OF CONTRACT ...ttt 19
231  Award Of CONEraCh..... ..o 19
2.32  Notification of AWArd ..o 19
2.33  PerformancCe SECUNILY ... 19
2.34  Signing Of CONLraC.......c.oooiieeeeeeeeeee e 19
SECTION-IIL ..ottt ettt ettt e et eneeaeeteeens 20

3. Evaluation and Qualification Criteria........c.cccooooooiiiieeeeeeeeee 20




Page 3 of 94

3.1 Evaluation Criteria & Methodologies............coooovieieeeieeeeceeeeeeee 20
3.2 QUAlIfICAtIoON Criteria .....oveceeeeeeeeeeeeeeeee e 20
SECTION-IV .ottt ettt ettt eae et sens 23
4, Schedule of ReqUIr€mMENtS: ... ..o 23
SECTION-V ..ottt ettt ettt et et neeae s eneeaeeteneens 29
5. Bidding FOIMMIS......ooeeeeeeeeeee e 29
5.1 Letter Of Bid ... 29
5.2 Bidder Information FOrM. ..o 31
5.3 Manufacturer’s Letter of Authorization..........c.ccooooeoiieeee 33
5.4 Details Of WOrK OFAErsS........c.ovieeeieeeeeeeeeeeeeeeeee e 34
5.5 Financial Strength of the Bidder ..........cocooviioioieeeeeeeeeeeeeee 35
5.6 Power of Attorney for Signing of Bid...........c.ooooioiiiiiieeeeeee 36
5.7 Undertaking by the Bidder ..o 37
5.8 Bank Guarantee Format for Bid Security (EMD).......ccccoevvevvivicicnennnn 38
5.9 Statutory Tax ComPpli@anCe ... 40
5.10 GST Rules, Act etc. Compliance Undertaking.........cccccoooeveveivieieeeneneee. 41
5.11 Checklist of DOCUMENES: .....ooieieeeeeeeeee s 42
SECTION-VI ...ttt ettt ettt ettt ne et eneene s eneens 43
6. General Terms and Conditions (GTC): ..o 43
6.1 FIFMN PrICE . oottt ettt 43
6.2 Performance Security DepoSit: ... 43
6.3 PaCKING oottt 44
6.4 INSUFANCE ...ttt et ettt ereenas 44
6.5 Clarification and Additional Information:..........ccccooooieeee 45
6.6 Precautions to be Taken During Execution of Work: .............ccccocee... 45
6.7 Liability for Accident and Damage: ..o 45
6.8 Acceptance of the Order/LOA: ... 45
6.9 FOPCE MAJEUIE ! ..ottt 45
6.10 Settlement of DIiSPULES: ..o 46
6.11  Legal JUriSAICLION: ..o 47
6.12 Mistakes/Errors in submitted Bid: ..o, 47
6.13  INdemnifiCation: ... 47
6.14 Subletting Contract: ... 47
6.15 Variation of QUaNtity ..o 47
6.16 Co-Operation with Other Contractors: ........ccocooieioiiiceeeeeee, 47
6.17 Contractual Failure: ... 47
6.18  REJECHION oottt ettt 47
6.19 Deduction from Contract PriCe: ..o, 48
6.20 Death, BankruptCy €tC.: ..., 48
6.21 Regulation of Local AUthOFItI€S: ......c.ooveovieeeeeeeeeeeeeeeeeeee e, 48
6.22 Suspension Of Business Dealings with Firms/Contractors................. 48
6.23 Banning Of Business Dealings with Firms/ Contractors:................... 49
6.24  LANQUAGE: ...ttt ettt ettt et 49
6.25  JOINE VENEUIE: .ottt 49
6.26 Nationality and Origin Requirements: ..., 50
6.27 Tax and Duty Responsibility: ..., 50
6.28 Inspection & TestiNg: ... 50




Page 4 of 94

6.29 Confidential Information:..........cooiiiiiieic e 51
6.30 Limitation of Liability: ...c.coooioieeeeeeeeeeeeeeeeeeeee e 51
.31 COPYIIGNT: e 51
SECTION VIL...oooooieeeeeeeeeete ettt s et eae s enes 53
7. Special Terms and Conditions (STC) ... 53
7.1 Terms Of PAyMENT: ... 53
7.2 Warranty ClaUSE: ... 56
7.3 Mandatory Service, Data Analysis, and Post-Warranty Support

CONAITIONS ..ottt ettt et ae ettt e eteeae e 56
7.4 Work Completion Period: ..., 58
7.5 Liquidated Damage (LD): ... 60
7.6 Technical Specifications, Drawings, etC.: .....ccccoovveeeeieeeeeeeeeeeee, 61
7.7 Inspection, Testing, and Dispatch Clearance...........ccccooeviiiiiceenan. 61
7.8 Maximum Input Tax Credit (ITC) Utilization: ......ccccovveeviiiien 61
7.9 Cyber Security ClaUuSe: ... 61

7.10 Mandatory dOCUMENES: ......c.ooieeeeeeeeeeeee e 62




Page 5 of 94

SECTION-I

1. NOTICE INVITING TENDER (NIT)

Assam Power Generation Corporation Limited
3rd Floor, Bijulee Bhawan, Paltan Bazar, Guwahati-781001
Website: - www.apgcl.org

Notice Inviting Tender
Tender Ref. No. APGCL/CGM (Gen)/2026-27/ Online Condition Monitoring/20

The Chief General Manager (Generation) APGCL hereby invites online Bids from eligible
Bidders following two-bid system of bidding for “Supply, Installation, Testing and
Commissioning of Online Real-Time Condition Monitoring System for existing
Transformers of Assam Power Generation Corporation Limited (APGCL).".

(i) Open Competitive Bidding method shall be followed for selection of most
preferred bidder for the tendered Item(s).

(i) The Bidding Documents can be downloaded by any prospective bidders from
the Procurement portal i.e., http://assamtenders.gov.in, free of cost.

(iii) All Bids must be accompanied by Bid Processing Fee of Rs. 13,000.00
(Rupees Thirteen Thousand Only) and Bid Security (EMD) of Rs.
13,00,000.00 (Rupees Thirteen Lakh Only).

Exemptions from bid security (EMD) and tender fees are not allowed
under this tender; every participating bidder must submit both without
exception.

The EMD exemption option displayed on the e-tender portal is intended
solely to enable submission of the EMD by Bank Guarantee (BG).
Bidders must neither regard this portal option as a valid exemption nor
use it to avoid submitting the EMD. Any bid submitted without payment
of the applicable fee or without a valid BG uploaded through this
desighated mechanism will be rejected summarily.

(iv) Pre-bid Meeting shall be conducted in the Office of CGM (Gen), APGCL, 3rd
Floor, Bijulee Bhawan, Paltan Bazar, Guwahati-1. The date and time of the Pre-
bid Meeting shall be 12:00 Hours of 09/10/2026. Interested bidder may
participate in the meeting.

(v) Start date of online Bid submission on the e-Procurement portal (i.e.,
http://assamtenders.gov.in) shall be 10.00 Hrs. of 16/10/2026.

(vi) Bids must be submitted online on the e-Procurement portal (i.e.,
http://assamtenders.gov.in) on or before the due date for submission i.e., up
to 12:00 Hrs. of 26/10/2026.

(vii) The Technical Bid will be opened online at 16:00 Hrs. on 28/10/2026. and
the Price Bid shall be opened online only for the technical qualified bidders.
(The date of opening of the price bid shall be intimated later on the
Portal).

--Sd--
Chief General Manager (Gen)
APGCL, Bijulee Bhawan, Guwahati-1



http://assamtenders.gov.in/
http://assamtenders.gov.in/
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SECTION-II

2. INSTRUCTION TO BIDDERS (ITB)

(Note: The Terms — ‘Bidder’, ‘Contractor’, ‘Supplier’ has been used interchangeably in this

2.1
211

2.1.2

2.1.3

2.1.5

2.2

2.3
2.31

document.)

Introduction

Assam Power Generation Corporation Ltd. (APGCL) is a state GENCO operating in
the state of Assam and with the vision of availability of reliable and quality power
at competitive rates and on a sustainable basis.

APGCL has various gas based thermal power plants as well as hydro power plants.
The Thermal Power Plants of APGCL are Lakwa Thermal Power Station, located in
the District of Charaideo and Namrup Thermal Power Station, located in the District
of Dibrugarh in the State of Assam. The various Hydro Plants of APGCL are Karbi
Langpi Hydro Electric Power Project and Myntriang Small Hydro Electric Project,
both located in the District of Karbi Anglong in the State of Assam. In addition,
there are a few hydro and solar projects in pipeline/under construction of APGCL.

The Procuring Entity (i.e., APGCL) has issued this Bidding Document for the supply
of goods and services as specified in “"Section IV- Schedule of Requirement” in
connection with the notice inviting tenders from the eligible bidders.

This Section provides the relevant information as well as instructions to assist
prospective bidders in preparation and submission of bids. It also includes the
mode and procedure to be adopted by the Procuring Entity (APGCL) for receipt and
opening as well as scrutiny and evaluation of bids and subsequent placement of
award of contract.

Before preparing and submitting the bids (Technical & Price) online at the e-
Procurement portal in the prescribed manner, the bidder should read and examine
all the terms and conditions, instructions, etc., contained in this Bidding Document.
Failure to provide the required information or to comply with the instructions
incorporated in this Bidding Document may result in rejection of bid.

The Bidder shall bear all costs and expenditure incurred and/or to be incurred by it
in connection with its bid including preparation, mailing and submission of its bid
and subsequently processing the same. The Procuring Entity shall, in no case be
responsible or liable for any such cost, expenditure, etc., regardless of the conduct
or outcome of the bidding process.

Language of Bids

Bid submitted by the Bidder and all subsequent correspondences and documents
relating to the bid exchanged between the Bidder and the Procuring Entity
(APGCL), shall be written in English language. However, the language of any
printed literature furnished by the bidder in connection with its bid may be written
in any other language, provided the same is accompanied by a self-certified English
translation and, for purposes of interpretation of the bid, the English translation
shall prevail.

Code of Integrity

The Procuring Entity (APGCL) and all its officials or employees, whether involved in
the procurement process or otherwise, or bidders and their representatives or
consultants or service providers participating in a procurement process or other
persons involved, directly or indirectly in any way in a procurement process shall
maintain an unimpeachable standard of integrity.
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2.3.2 Govt. of Assam prescribes to uphold the Code of Integrity, which prohibits officials
or employees of a Procuring Entity or any person(s) participating in the bidding
process, as bidder or otherwise, the following:

(i) any offer, solicitation or acceptance of any bribe, reward or gift or any material
benefit, either directly or indirectly, in exchange for an unfair advantage in the
procurement process or to otherwise influence the procurement process;

(i) any omission, including a misrepresentation that misleads or attempts to mislead
so as to obtain a financial or other benefit or avoid an obligation;

(iii) any collusion, bid rigging or anti-competitive behavior to impair the transparency,
fairness and progress of the procurement process;

(iv) improper use of information shared between the procuring entity and the bidders
with an intent to gain unfair advantage in the procurement process or for
personal gain;

(v) any financial or business transactions between the bidder and any officer or
employee of the Procuring Entity, who are directly or indirectly related to the
tender or execution process of contract;

(vi) any coercion including impairing or harming or threatening to do the same,
directly or indirectly, to any party or to its property to influence the procurement
process;

(vii)any obstruction of any investigation or audit of a procurement process;

(viii) making false declaration or providing false information for participation in

a) tender process or to secure a contract;

b) disclosure of Conflict of Interest;

c) disclosure by the bidder of any previous transgressions with any entity in
India or any other country during the last three years or of any debarment by
any other Procuring Entity.

2.3.3 In case of any breach of the Code of Integrity by a bidder or a prospective bidder,
as the case may be, the TIA (Tender Inviting Authority)/APGCL after giving a
reasonable opportunity of being heard, may take appropriate measures including -

(i) exclusion of the bidder from the procurement process;

(i) calling off pre-contract negotiations and forfeiture or encashment of bid
security;

(iii) forfeiture or encashment of any other security or bond relating to
procurement;

(iv) recovery of payments made by the Tender Inviting Entity (APGCL) along with
interest thereon at bank rate;

(v) cancellation of the relevant contract and recovery of compensation for loss
incurred by it;

(vi) Initiate available legal actions available under different laws in India.

(vildebarment of the bidder from participation in any tender issued by the
Procuring Entity (APGCL) for a period not exceeding three years.

2.4 Conflict of Interest

241 Conflict of Interest for a Procuring Entity or its personnel (i.e., officials or
employees) and bidders is a situation in which a party has interests that could
improperly influence that performance of its duties or responsibilities, contractual
obligations, or compliance with applicable laws and regulations.

2.4.2 Govt. of Assam describes the situations in which a Procuring Entity or its
personnel maybe considered to be in a situation of Conflict of Interest include,
but are not limited to the following-




24.
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(i) Conflict of Interest occurs when the private interests of a Procuring Entity or its
personnel, such as personal, non-official, extra-professional or other relationships
or personal financial assets, interfere or appear to interfere with the proper
performance of its professional functions or obligations as a procurement official.

(i) within the procurement environment, a Conflict of Interest may arise in
connection with such private interests as personal investments and assets,
political or other social activities and affiliations while in the service of the
Procuring Entity, employment after retirement from service or of relatives or the
receipt of a gift that may place the Procuring Entity or its personnel in a position
of obligation;

(iii) Conflict of Interest also includes the use of assets of the Procuring Entity
including human, financial and material assets, or the use of the office of the
Procuring Entity or knowledge gained from official functions for private gain or to
prejudice the position of someone the Procuring Entity or its personnel does not
favour;

(iv) Conflict of Interest may also arise in situations where the Procuring Entity or any
of its personnel is seen to benefit directly or indirectly or allow a third party,
including family, friends, or someone they favour, to benefit directly or indirectly
from the decision or action of the Procuring Entity.

3 The situations in which bidders participating in a procurement process or their
representatives may be in Conflict of Interest include, but are not limited to the
following:

(i) If they or their personnel or representatives or agents have any relationship or
financial or business transactions or interests with any official of the Procuring
Entity that are directly or indirectly involved in or related to the procurement
process or execution of contract;

(i) If they receive or have received any direct or indirect subsidy from any other
bidder;

(iii) If they have the same legal representative for purposes of the bid;

(iv) If they have a relationship with each other, directly or through common third
parties that puts them in a position to have access to information about or
influence on the bid of another;

(v) If they participate in more than one bid in the same bidding process;

(vi) If they have controlling partners in common;

(vii)If a bidder or any of its affiliates participated as a consultant in the preparation of
the design or technical specifications of the subject matter of procurement of the
bidding process or were involved in such preparation in anyway.

244 1In case of a holding company having more than one independently

2.5
2.5.

manufacturing/processing/producing unit or more than one unit having common
business ownership or management, only one unit shall be allowed to submit bid
or quote to prevent any Conflict of Interest. Similar restrictions shall apply to
closely related sister or subsidiary companies. Such bidders must proactively
declare such sister or subsidiary company or common business or management
units in similar lines of business.

Bidders’ Eligibility
1 Bidder shall be a single business entity (or JV/Corporation etc.) having a formal
intent and legal competency to enter into an agreement or contract.

2.5.2 For further details regarding eligibility criteria, please refer to Clause 3.2.1 of

this tender document.
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2.5.3 Bidder should not have a Conflict of Interest as prescribed and specified in ITB

254

2.6
2.6.1

2.6.2

2.7
2.71

2.7.2

2.7.3

Para 2.4, which materially affects fair competition.

In addition, any bidder participating in the bidding process shall-

(i) Have fulfilled his obligation to pay such of the tax payable to the Central
Government or the State Government or any local authority.

(i) not be insolvent, in receivership, bankrupt or being wound up, not have its
affairs administered by a court or a judicial officer, not have its business
activities suspended and must not be the subject of legal proceedings for any
of the foregoing reasons;

(iii) not have, and their directors and officers do not have, been convicted of any
criminal offence related to their professional conduct or the making of false
statements or misrepresentations as to their qualifications to enter into a
procurement contract within a period of three years preceding the
commencement of the procurement process, or not have been otherwise
disqualified pursuant to debarment proceedings.

(iv) not be debarred by any Procuring Entity under the State Government, the
Central Government, Autonomous body, Authority by whatever name called
under them.

Bidders’ Qualification

Bidders should substantially meet the qualification criteria as stipulated in the
“Section III - Evaluation and Qualification Criteria”.

Bidders should fill and submit the Forms provided in “Section V - Bidding
Forms” with relevant information and supporting evidence of fulfillment of their
qualification, along with the technical bid.

BIDDING DOCUMENT

Content of this Bidding Document

The Bidding Documents include the following Sections, which should be read in
conjunction with any amendment issued in accordance with ITB Para 2.10.

(i) Section I Notice Inviting Tender (NIT)

(i) Section II Instructions to Bidders (ITB)

(iii) Section III Evaluation and Qualification Criteria

(iv) Section IV Schedule of Requirements

(v) Section V Bidding Forms

(vi) Section VI General Terms and Conditions (GTC)
(vii)Section VII Special Terms and Conditions (STC)

Unless downloaded directly from the e-Procurement portal, the Procuring Entity
(APGCL) shall not be responsible for the correctness of the Bidding Document,
responses to requests for clarification, the Minutes of the Pre-bid meeting, if any,
or amendment(s) to the Bidding Documents in accordance with ITB Para 2.10.
Bidders are expected to examine all instructions, forms, terms, and specifications
in the Bidding Documents and to furnish with its Bid all relevant information and
documents as required by the Bidding Documents.

2.8 Clarifications of Bidding Documents

2.8.1

A Bidder requiring any clarification of the Bidding Document shall communicate in
writing to the Procuring Entity through email with reference to the Bidding
Document at the following email Ids:

e abhijit.saha@apgcl.org

¢ migom.mili@apgcl.org



mailto:abhijit.saha@apgcl.org
mailto:migom.mili@apgcl.org

2.8.2

2.8.3

2.9

2.10
2.10.1

2.10.2

2.10.3

2.10.4

2.11
2.11.1

vi)
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The Procuring Entity (APGCL) will respond in writing to any request for
clarification, provided that such a request is received well before the end date of
bid submission date.

The Procuring Entity (APGCL) may also promptly publish a brief description of the
enquiry but without identifying its source and its response at the official
website/e-Procurement portal.

Should the clarification result in changes to the essential elements of the Bidding
Documents, the Procuring Entity shall amend the Bidding Documents following
the procedure given under ITB Para 2.10.

Pre-Bid Meeting

Pre-bid Meeting shall be conducted in the Office of CGM (Gen), APGCL, 3rd Floor,
Bijulee Bhawan, Paltan Bazar, Guwahati-1. The date and time of the Pre-bid
Meeting shall be 12:00 Hours of 09/10/2026. Interested bidders may
participate in the same.

Note: All queries from Bidders shall be submitted to APGCL not later than
03 (three) days prior to the Pre-bid Meeting.

Amendments to Bidding (Tender) Document

At any time prior to the due date for submission of bid, the Procuring Entity
(APGCL) may amend or modify the Bidding Document by issuing amendment(s)
pursuant to ITB Para 2.8 and 2.9 or for any other reason, it deemed fit.

Such amendment(s) will be published at the e-Procurement portal and the same
shall be binding on all prospective Bidders.

To give reasonable time to prospective bidders to take necessary action in
preparing their bids, the Procuring Entity (APGCL) may, at its discretion, extend
the deadline for the submission of bids and other allied time frames, which are
linked with that deadline.

Any Bidder who has downloaded the Bidding Documents should check the
amendment(s), if any, issued on the Procurement portal. The Procuring Entity
(APGCL) shall not be responsible, in any manner, if any prospective
Bidder misses any amendment(s) published on the portal.

PREPARATION OF BIDS

Documents Comprising the Technical Bid

The bid shall be submitted online in two parts (i.e., Technical Bid & Price Bid) at
the e-Procurement portal by the bidder within due date and time. The Technical
Bid shall consist of the following documents.

“Letter of Bid"” as per Form provided in Section V - Bidding Forms (Form-B1);
“Bidder Information” as per Form provided in Section V: Bidding Forms (Form-
B2);

“Manufacturer’'s Authorization Letter”, in case the bidder is not the
Manufacturer of the quoted item(s), as per Form given in Section V: Bidding
Forms (Form-B3);

“Details of Supply and Work Done by Bidder” as per format given in Section
V: Bidding Form along with supporting documents (Form-B4);

“Certificate on Financial Strength” of the Bidder as per format given in
Section V: Bidding Forms (Form-B5);

Duly Executed "Power of Attorney” for the Authorized Signatory of the Bid as
per format given in Section V: Bidding Forms (Form-B6);

vii) “Undertakings by the Bidder” as per format given in Section V: Bidding Forms

(Form-B7)
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viii) “Self-Undertaking on Statutory Tax Compliance” as per format given in
Section V: Bidding Forms (Form-B9).

ix) GST Rules, Act etc. Compliance Undertaking (Form B 10)

x) “Bid Processing Fee” in accordance with ITB Para 2.19;

xi) “Bid Security” furnished in accordance with ITB Para2.20;

xii) Documents establishing compliance to the required quality standards of the
product offered and of the process followed by the manufacturer in accordance
with ITB Para 2.16 and Section-IV: Schedule of Requirements. Technical
Specifications of the Offered Products & Services in compliance with APGCL Bid
requirement shall be submitted.

xiii) Bidder’s Certificate of Incorporation/ Registration, Article and Memorandum of
Association, JV documents, or any such registration document.

xiv)copy of PAN;

xv) copy of GST Registration Certificate.

xvi)Audited Statement of Accounts/Chartered Accountant Certified Financial
Documents (Balance Sheet, P&L Statement, Cash Flow Statement) for last three
financial years ending on 31/03/2025.

xvii) All other documents as per this Bid requirement.

xviii)"Checklist of Documents” submitted along with the Bid in the Format (Form-

B11) as given in Section V: Bidding Forms

2.12 Price Bid

2.12.1 The blank Price Bid in the form of BoQ should be downloaded from the
portal https://assamtenders.gov.in and saved on Bidder's computer
without changing filename otherwise price bid will not get uploaded. The
Bidder should fill in the details in the same file (BoQ) and upload the same back
to the portal. Hardcopy of Price bid will not be accepted.

2.12.2 Price Bid (Bo must be submitted online (soft copies) only in the E-

Tender Portal - https://assamtenders.gov.in. The BoQ (excel sheet available
in e-tender portal) is specific to the Bidder and is not interchangeable. The BoQ
file shall be downloaded from the e-procurement portal and prices shall be quoted
in the respective fields before uploading it. The Price bids submitted in any other
formats will be treated as non-responsive and not considered for tabulation and
comparison. The BoQ should be submitted online on the portal i.e,,
https://assamtenders.gov.in.

2.12.3 Price Bid shall be prepared in accordance with ITB Para 2.14.

2.13 Preparation and Submission of Bid

2.13.1 The Bidder shall prepare the Technical Bid comprising of all documents as
mentioned in ITB-2.11 and any other document as required. The bid shall be
typed with all pages serially numbered. Sighed APGCL bid document shall be
submitted as token of acceptance of the Bid terms and conditions. APGCL bid
document along with all documents submitted by bidders against this

tender shall be signed and sealed on all pages by the competent person
as named in the Power of Attorney document provided in Form-B6.

Also, all documents submitted by bidder against any request for shortfall
documents/clarifications on the portal must be signed and sealed by the
competent person as named in the Power of Attorney document Form-
B6. Corrections in the bid such as interlineations, erasures, or overwriting shall
be valid only if they are duly signed or initialed by such person signing the bid.

2.13.2 The Bidder shall submit both Technical and Price Bid online at the e-

Procurement portal within due date and time for submission.

2.13.3 The bidding documents issued by the Procuring Entity in the e-procurement portal
(i.e., https://assamtenders.gov.in) will appear in the “Latest Active Tender”. The
Bidders/ Guest users can download the Bidding documents only after the due



https://assamtenders.gov.in/
https://assamtenders.gov.in/
https://assamtenders.gov.in/
https://assamtenders.gov.in/

2134

2.13.5

2.13.6
2.13.7

2.14
2.14.1

2.14.2

2.14.3

2144

2145
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date & time of issue. The publication of the Bidding Document (i.e., Tender) will
be for specific period till the due date for submission of bids after which the same
will be removed from the list of “Latest Active Tender”.

Portal Registration: The bidder intending to participate in the bid is required to
register in the e-Procurement portal using an active personal/ official e-mail ID as
his/her Login ID and attach his/her valid Digital Signature Certificate (DSC) -
Class II or III to his/her unique Login ID. He/ She must submit the relevant
information as asked for about the bidder. The portal registration of the bidder is
to be authenticated by the State Procurement Cell after verification of original
valid certificates/documents.

For further details, the bidder may visit the Assam Tender Portal
https://assamtenders.gov.in.

The bidder can download the bidding document and undertake the necessary
preparatory work and thereafter upload the completed bid at their convenience
before due date and time for submission.

The bidder can upload technical bid in “.pdf” format.

The particular Tender comprises an item-wise Bill of Quantities (BOQ1)
covering the following three categories: -

(i) Online DGA and Bushing Monitoring,

(i) Portable DGA, and

(iii) Portable PD Analyzer.

Note: The Bidder may submit its offer for one, two, or all the above three
categories of the BOQ1, along with all the necessary documents as specified in
the Tender Document. However, the Bidder shall quote/offer only one solution
against each category of line item of the BOQ. Submission of multiple
solutions/options for the same category of line item shall not be
acceptable. For avoidance of doubt, if a Bidder offers different options, makes,
or models from different OEMs for the same equipment category, such bid shall
not be considered. For example, if the Bidder offers different OEMs/makes/models
as alternative solutions under any one of the above three categories, namely,
Online DGA and Bushing Monitoring, Portable DGA, or Portable PD Analyzer, the
Bid shall not be considered for the respective category.

Bid Prices

The prices quoted by the Bidder in the Price Bid (Bill of Quantities / BoQ) shall
strictly conform to the requirements specified herein.

The Bidder may quote for any individual line item, multiple line items, or
all line items specified in BoQ1l. Accordingly, the Bidder may submit
quotations for any one, any two, or all of the tendered items, namely: (i)
Online DGA, (ii) Portable DGA, and (iii) Portable PD. Evaluation and
selection of L1 bidders shall be carried out on an item-wise basis with
reference to the individual line-item prices quoted in BoQ1l (Item Wise
BoQ).

Prices quoted by the Bidder shall remain firm and fixed during the performance of
the Contract and shall not be subject to variation on any account, unless explicitly
permitted otherwise in this Bidding Document. Any bid submitted with an
adjustable or conditional price quotation shall be treated as non-responsive and
rejected

The prices offered in the BoQ shall be on FOR Consignee Location / DDP
(Delivered Duty Paid) basis. Quoted prices must be all-inclusive, covering
freight, transit insurance, packing, forwarding, and any other associated
logistics costs.

The quoted prices shall also be fully inclusive of all charges related to
loading/unloading, travel expenses, and boarding & lodging of the
Contractor’s personnel at the site.
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The successful Bidder for each individual line item may be required to submit a
detailed price breakup of their offered price prior to the issuance of the Letter of
Award (LoA), as and when requested by the Tender Inviting Authority (TIA). This
breakup must clearly specify the applicable HSN (Harmonized System of
Nomenclature) / SAC (Services Accounting Code) codes for all equipment, goods,
and components, and must separately itemize supply costs, installation charges,
testing & commissioning fees, and applicable taxes/duties etc.

The Bidder must provide an unconditional offer to supply the goods and services
exactly as specified for each item in Section-IV: Schedule of Requirements.

Bid Currency

The bidder should submit its quote in Indian Rupees only.
Bids, where prices are quoted in any other currency, shall be treated as non-
responsive and rejected.

Documents Establishing Compliance

The Bidder shall furnish as part of its Bid the documentary evidence that the
item(s) offered by it conforms to the required specifications, quality standard
and other criteria as specified in Annexure I, Technical Specification
Requirement.

The documentary evidence may be in the form of literature, drawings, certificate,
or data, etc. and shall consist of a detailed item by item description of the
essential technical and performance characteristics of the item(s) offered,
demonstrating substantial responsiveness of the quality standards & other
requirements as specified in Annexure I, Technical Specification Requirement.

Documents Establishing Eligibility & Qualification of the Bidder

To establish their eligibility in accordance with ITB Para 2.5, Bidders shall fill-up
and submit all Bidding Forms and submit all requisite documents, etc. as per
APGCL requirement.

The documentary evidence of the Bidder’s qualifications to participate in the bid
and own the contract, shall establish to the Bid Evaluation Committee’s
satisfaction that the Bidder meets each of the qualification criteria specified in
Section-III: Evaluation and Qualification Criteria and any other criteria/clause
mentioned in APGCL Bid Document.

Period of Validity of Bids

Bids shall remain valid for the period of 180 days (one hundred eighty days)
counting from the final deadline specified for the submission of bid. A bid
valid for a shorter period shall be rejected as non-responsive.

In exceptional circumstances, prior to the expiration of the bid validity period, the
Procuring Entity may request bidders to extend the period of validity of their bids.
The request and the responses shall be made in writing. A Bidder may refuse the
request without forfeiting its Bid Security.

The Bidder who agrees to the extension of the period of validity of bids so
requested by the Procuring Entity (APGCL) shall also extend the period of validity
of bid securities submitted by them or submit new bid security to cover the
extended period of validity of their bids. A bidder whose bid security is not
extended, or new bid securities not submitted shall be considered to have refused
the request to extend the period of validity of its bids and rejected as non-
responsive. The decision of the Procuring Entity will be final and binding in this
regard.
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Bid Processing Fee

The Bidder shall furnish as part of its bid, the Bid Processing Fee (non-
refundable), of the amount Rs. 13,000.00 (Rupees Thirteen Thousand
Only) which shall be collected online from Bidder during bid submission at
https://assamtenders.gov.in.

Bid Security (EMD)

The Bidder shall furnish as part of its bid, a Bid Security (EMD) of Rs.
13,00,000.00 (Rupees Thirteen Lakh Only) which shall be deposited online
during bid submission at https://assamtenders.gov.in.

The bid security can also be submitted in the form of Bank Guarantee issued by a
Scheduled Bank in India.

If EMD is submitted through BG, the bidder will be required to upload the scan
copy of the BG during online Bid submission and the original Hard Copy of the BG
should reach APGCL HQ on or before bid opening. For details regarding
submission of EMD through BG, bidders are requested to refer clause
2.20.12.

In case, bid security is submitted in form of Bank Guarantee, it should be
submitted using the format provided below in this document. The Bank
Guarantee submitted as Bid Security shall be verified and confirmed from the
competent authority of the concerning issuing Bank.

The Bid Security must remain valid for a period of one year from the start date of
online submission of bid.

Any bid not accompanied by a Bid Security (EMD) as specified in ITB Para
2.20 shall be rejected as non-responsive.

The Bid Security of unsuccessful bidder (Technically Rejected) shall be released
upon completion and declaration of Technical Evaluations of the submitted bids.
The Bid Security of unsuccessful bidder (Technically Accepted but is/are not the
L1 bidder) shall be released within 30 working days after signing of Agreement
and deposit of performance security by the successful bidder.

The Bid Security of successful Bidders shall be released within 30 working days
upon the successful Bidder’s signing the contract and furnishing the Performance
Security pursuant to ITB Para 2.33 and ITB Para 2.34.

In case Procuring Entity (APGCL) decides to cancel the procurement process, it
shall return the bid security of all bidders after the decision to cancel procurement
process.

The Bid Security of the bidder, who withdraws its bid prior to deadline for
submission of bids, in case bid withdrawal is permitted, shall be returned after
the opening of the bids.

The Bid Security deposited by a Bidder may be forfeited in the following cases:

when the bidder withdraws or modifies its bid after due date for submission.

when the bidder does not deposit the required performance security and/or sign
the contract within the specified period; and

if the bidder breaches any provisions of Code of Integrity prescribed for bidders
as per ITB Para 2.3.

Instructions to bidders who intend to pay the EMD (bid security) amount of the
tender through Bank Guarantee (BG).

For bidders opting for payment of EMD through BG, the bidder shall follow the
below steps at online portal https://assamtenders.gov.in

The bidder shall select the EMD exemption option as “Yes” and in the following
steps shall upload the Scanned BG documents and proceed.
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If the bidder selects the EMD exemption option as “"No” then the system shall
prompt to pay the EMD fees online. There shall be no option to upload the
scanned BG document against EMD in which case and the bidder has to pay the
EMD online only. This is due to limitation/restriction of the portal. The bidder may
not be able to proceed further or revert to the former menu. Hence for BG
payment of EMD, the bidder shall select “"YES” option.

Since EMD exemption is not given for this tender and due to the
limitation/restriction of the portal, the bidder may not be able to proceed with BG
as EMD by selecting the "No EMD exemption option” of the portal, hence, the
bidders are advised to proceed by selecting the EMD exemption as “Yes”
in case EMD is submitted though BG.

Note: Submission of EMD is mandatory for all bidders participating in this
tender.

While submitting the bid on the e-tender portal, bidders shall notice that
the EMD exemption option is displayed as “Yes”.

This option is provided only to facilitate submission of the EMD through
Bank Guarantee (BG) and shall not be treated as an exemption from
furnishing EMD.

Bidders shall not construe or use the said portal option as a valid waiver
of EMD. Any bid submitted without payment of the applicable EMD fee or
without uploading a valid EMD BG through the prescribed mechanism
shall be summarily rejected.

Address to which the Original BG is to be submitted on or before Bid Opening:

The Deputy General Manager (Procurement),
Assam Power Generation Corporation Ltd.,
3rd Floor, Bijulee Bhawan, Paltan Bazar,
Guwahati-1.

The BG shall be duly pledged in favour of the Chief General Manager (Gen),
APGCL and shall be valid for 01 (one) year period from the Start Date of online
Bid submission.

No interest shall be payable on such deposits.

Note: The bidder is requested to advice the Bank Guarantee Issuing Bank to
comply with the following and ensure to submit, the receipt of the copy of SFMS
message as sent by the issuing bank branch, along with the original bank
Guarantee in APGCL's tender issuing office:

The Bank Guarantee issued by the Bank must be routed through SFMS platform
as per the following details:

I. MT/IFN760/MT/IFN760 COV for issuing of Bank Guarantee.
II. MT/IFFN 760/MT/IFN 767 COV for amendment of Bank Guarantee.

The above message/intimation shall be sent through SFMS by the BG issuing
bank branch to Axis Bank, Paltan Bazar Branch, A/C no. 375010200007573, IFS
code-UTIB0O000375, Branch Address- AXIS Bank Ltd, Commercial Building, A.T.
Road, Guwahati-781001, India.

BG format for EMD is given as in Section V: Bidding Forms.
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Note: No EMD Exemption is provided for this Tender.
OPENING OF BIDS

Extension of Due Date for Submission of Bids

Bids must be submitted online (on e-tender portal) within due date and
time for submission of bid.
The date of submission and opening of bids shall not be extended except when-

Sufficient number of bids have not been received within the given time and the
Purchase Committee of the Procuring Entity is of the opinion that further bids are
likely to be submitted if time is extended; or

The Bidding Documents are required to be substantially modified because of
discussions in pre-bid meeting or otherwise for any other reason and the time for
preparations of bids by the prospective bidders appears to be insufficient for
which such extension is required.

In cases where the time and date of submission of bids is extended, an
amendment to the Bidding Documents shall be issued in accordance with ITB
Para 2.10, in which case all rights and obligations of the Procuring Entity and
Bidders previously subject to the deadline shall thereafter be subject to the
deadline extended.

If the due date for submission of bids is not a working day, the bids shall be
opened at the same time and hour on the next working day.

Bidder can withdraw or resubmit an online bid any time prior to the due date and
time for submission of Bid (except details of online submission of Bid Security &
Processing fee). In case of online resubmission of the bid, the latest submitted
bid shall be available for evaluation.

Opening of Bids

Technical Bids submitted by the Bidders through the e-Procurement portal shall
be opened online on the due date for opening of the bid.

EVALUATION AND COMPARISON OF BIDS

Confidentiality

Information relating to the list of technically qualified bidders, L1 bidder, Award of
Contract shall be available on the E-Tender Portal.

Any effort by a Bidder to influence the officials of the Procuring Entity (APGCL) or
its committee in the evaluation or contract award decisions may result in the
rejection of its Bid.

Notwithstanding ITB Para 2.23.2, from the time of bid opening to the time of
Contract Award, if any Bidder wishes to contact the officials of the Procuring
Entity (APGCL) on any matter related to the bidding process, it should do so in
writing.

Preliminary Examination of Bids

The Bid Evaluation Committee duly constituted by the Procuring Entity (APGCL)
shall conduct a preliminary scrutiny of the bids at the beginning to assess the
prima-facie responsiveness and record its findings thereof particularly in respect
of the following:

That the bid is prepared in the prescribed manner and contains the documents
and information as required.
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the bid is valid for the period, specified in the Bidding Documents.

that the bid is accompanied by due Bid Security and Processing Fee.

That the bid is unconditional, and that the bidder has agreed to give the required
performance security; and

whether any other conditions specified in the Bidding Documents are fulfilled.

Clarification of Bids

To assist in the examination, evaluation, comparison and qualification of the bids,
the Bid Evaluation Committee may, at its discretion, ask any bidder in writing for
clarification by a specific date regarding his bid specifically therein that if the
bidder does not comply or respond by that date his bid shall be liable to be
rejected. The request of the Committee for clarification and the response of the
bidder thereto shall be in writing. Depending on the outcome, such bids shall be
ignored or considered further.

Any clarification submitted by a bidder about his bid that is not in response to a
request by the Committee specifically shall not be considered.

No substantive change to qualification information or to a submission, including
changes aimed at making an unqualified bidder qualified or an unresponsive
submission, responsive shall be sought, offered, or permitted under any
circumstances.

All communication generated as above shall be included in the record of the
procurement proceedings.

Immaterial Non-conformities in Bids

The Bid Evaluation Committee may waive non-conformities in the bid that do not
constitute a material deviation, reservation or omission and deem the bid to be
responsive.

The Bid Evaluation Committee may request the bidder to submit necessary
information or documents which are historical in nature like audited statements of
accounts, tax clearance certificate, PAN, etc. within a reasonable period. Failure
of the bidder to comply with the request within the given time shall result in the
rejection of its bid.

The Bid Evaluation Committee may rectify immaterial non-conformities or
omissions based on the information or documentation received from the bidder
under ITB Para 2.26.2.

Determination of Responsiveness

The Bid Evaluation Committee constituted by the Procuring Entity shall determine
the responsiveness of a bid to the Bidding Documents based on the contents of
the bid submitted by the Bidder;

A bid shall be deemed to be substantially responsive if it meets the requirements
of the Bidding Documents without any material deviation, reservation, or
omission where:

(a) “deviation” is a departure from the requirements specified in the Bidding

Document;

(b) “reservation” is the setting of limiting conditions or withholding from complete

acceptance of the requirements specified in the Bidding Documents; and

(c) “omission” is the failure to submit part or all of the information or documentation

2.27.3

required in the bidding documents.

A “material deviation, reservation, or omission” is one that,

(a) If accepted, shall: -

i) effect in any substantial way the scope, quality, or performance of the subject
matter of procurement specified in the Bidding Documents; or
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i) limit in any substantial way, inconsistent with the Bidding Documents, the

rights of the Procuring Entity or the obligation of the Bidder under the
proposed contract; or

(b) if rectified shall unfairly affect the competitive position of other Bidders
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presenting responsive bids.

The Bid Evaluation Committee shall examine the technical aspects of the bid to
confirm that all requirements of Bidding Documents have been met without any
material deviation, reservation or omission.

The Bid Evaluation Committee shall regard a bid as responsive if it conforms to all
requirements set out in the Bidding Documents, or contains minor deviations that
do not materially alter or depart from the characteristics, terms, conditions and
other requirements set out in the Bidding Documents, that is, there is no material
deviation, or if it contains errors or oversights that can be corrected without any
change in the substance of the bid;

Bids that are not responsive or contain any material deviation shall be rejected.
Bids declared as non-responsive shall be excluded from any further evaluation.

Non-conformities, Errors, and Omissions.

Provided that a Bid is substantially responsive, the Bid Evaluation Committee may
waive any non-conformities in the Bid.

Provided that a bid is substantially responsive, the Bid Evaluation Committee may
request that the Bidder submit the necessary information or documentation,
within a reasonable period, to rectify nonmaterial, non-conformities or omissions
in the bid related to documentation requirements. Such omission shall not be
related to any aspect of the price of the Bid. Failure of the Bidder to comply with
the request may result in the rejection of its Bid.

Evaluation and Comparison of Bids.

The Evaluation Committee of the Procuring Entity (APGCL) for Evaluation of this
Bid shall use the criteria and methodologies listed in this Clause/document.

The Price Bid of only those bidders who are technically responsive/ qualified shall
be opened online for comparative evaluation.

Unless otherwise specified in “Section III: Evaluation and Qualification Criteria”,
the evaluation shall be done on the total offered price which shall be inclusive of
Total Basic Price, Freight, Insurance, Packing and Forwarding, GST etc. against
each line item of BoQ1.

The responsive bidder offering lowest total price against each line item of
BoQ1 (inclusive of Total Basic Price, Freight, Insurance, packing and forwarding,
GST etc.) shall be declared L1 (lowest) bidder for that particular line item of
BoQ1. In case of tie, the bidder having highest average annual turnover in three
financial years (FY 2022-23, 2023-24, 2024-25) shall be declared as the most
preferred bidder.

The list of responsive and non-responsive bidder shall be published at the e-
Procurement portal i.e., https://assamtenders.gov.in along with the reason for
non-responsiveness.

Right to Accept or Reject any or all Bids

The Procuring Entity (APGCL) reserves the right to accept or reject any bid, and
to cancel/annul the bidding process and reject all bids at any time prior to
contract award, without thereby incurring any liability to the Bidders for which the
management of the Procuring Entity shall keep record of clear and logical reasons
properly for any such action/recall of bidding process. In case of cancellation /
annulment, all bids submitted and specifically, bid securities, shall be promptly
returned to the Bidders.



https://assamtenders.gov.in/

2.32.2

2.32.3

2.33
2.33.1

2.33.2

2.33.3

2.33.4

2.34
2.34.1

2.34.2

Page 19 of 94

AWARD OF CONTRACT

Award of Contract

Subject to ITB 2.30.1, the contract shall be awarded to the lowest responsive
bidders for the tendered item(s) as determined in the manner specified in ITB
2.29.

Procuring Entity (APGCL) shall award the tendered work to L1 bidder/bidders.

In case of a tie between two or more bidders in the price bid, then the bidder
having highest average annual turnover amongst them (all L1 bidders) shall be
declared as most preferred bidder.

Notification of Award

Prior to the expiration of the period of bid validity, the Procuring Entity (APGCL)
shall notify the successful Bidder, in writing, that its Bid has been accepted. The
notification letter (called the “Letter of Acceptance”) shall specify the price of the
goods/works/service that the Procuring Entity (APGCL) will pay the
Supplier/Contractor in consideration of timely completion of contracted work
(called “the Contract Price”). In addition, the contracted rate quantity to be
supplied and scope of work to be carried out by the contracted party shall also be
specified. (called “the Contract Qty/Works”). APGCL may also issue a Work
Order/Purchase Order thereafter containing details of the Scope of Supply &
Work, Price, Terms & Conditions etc.

Until a formal Contract is prepared and executed, the Letter of Acceptance/Work
Order/Purchase Order shall constitute a binding Contract. In case where a
Contract is not executed, the Work Order/Purchase Order shall constitute the final
binding of the contract for Contractor to execute and complete.

Procurement Entity (APGCL) shall promptly respond in writing to any unsuccessful
Bidder who, after notification of award in accordance with ITB Para 2.32.1,
requests in writing the grounds on which its bid was not selected.

Performance Security

Within twenty-eight (28) days of the receipt of Letter of Acceptance/Work
Order/Purchase Order from the Procuring Entity (APGCL) or before signing of the
Contract, whichever is earlier, the successful Bidder, shall furnish the
Performance Security in accordance with the General Terms & Condition (GTC).
Failure of the successful Bidder to submit the above-mentioned Performance
Security or sign the Contract shall constitute sufficient grounds for the annulment
of the award and forfeiture of the Bid Security. In that event the Procuring Entity
(APGCL) may award the Contract to the next lowest evaluated Bidder, whose bid
is substantially responsive, provided it agrees to lowest evaluated bid price i.e.,
L1 price.

The validity of the performance security shall be for a period of 45 (forty-five)
days beyond the date of completion of all contractual obligations including
warranty and maintenance obligations, if any. All claims under the warranty, etc.
shall be preferred to the executants bank up to 6 (six) months from the above
mentioned 45 (forty-five) days period.

Performance Security Deposit can also be submitted by the Contractor in the form
of Fixed Deposit/Demand Draft.

Signing of Contract

Promptly after notification of Award/issue of Letter of Acceptance/issue of Work
Order, the Procuring Entity may send the successful Bidder the draft Contract
Agreement.

The successful Bidder shall sign, date, and return the contract to the Procuring
Entity (APGCL) within twenty-eight (28) days of receipt of the Letter of
Acceptance/Work Order along with required performance security.
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SECTION-III

Evaluation and Qualification Criteria

Evaluation Criteria & Methodologies
Evaluation Criteria

The Procuring Entity shall use the criteria and methodologies listed in this
Section/in this Document to evaluate Bids. By applying the criteria and
methodologies, the TEC (Tender Evaluation Committee) shall determine the Most
Advantageous Bid for Item/Schedule/Work. This is the Bid that meets the
Qualification Criteria and has been determined to be:

a) substantially responsive to the bidding document, and
b) the lowest evaluated cost for the item(s) or the Schedule, Works, as the case
may be, as per ITB 2.29.

(ii) The determination of bidder quoting lowest cost shall be based on the comparison

3.2

3.2.1

of evaluated total bid price carried out on “Delivery Duty Paid (DDP) consignee
site basis”, quoted by substantially responsive bidders and shall be inclusive of all
P&F, Freight, Insurance, loading/unloading charges, travelling charges, boarding,
lodging, fooding charges, GST, any other tax/duties, etc. That is, L1 bidder
shall be the one who quoted the lowest total price inclusive of all cost

components including GST against individual line item of BoQ1 of the
tender. (i.e., the BoQ1 is Item Wise BoQ)

Qualification Criteria
Eligibility Criteria
Blacklisting / Debarment Status

The Bidder shall not have been blacklisted or debarred by any Central
Government, State Government, Central Public Sector Undertaking (CPSU), or
State Public Sector Undertaking (SPSU).

The Bidder shall submit a notarized affidavit confirming compliance with the
above requirement, strictly in the format prescribed under Section V - Form B7 of
this Tender Document.

If the declaration is found to be false or misleading at any stage of the bidding
process or contract execution, the bid or contract shall be liable for rejection or
termination, as applicable.

ii) OEM / Manufacturer Authorization

The Bidder may quote for one or more of the following equipment:
e Online Transformer Condition Monitoring System (Online DGA Monitoring
System along with Bushing Monitoring System).
e Portable Dissolved Gas Analysis (DGA) Analyzer.
e Portable Partial Discharge (PD) Analyzer.

For each category of equipment offered, the Bidder shall satisfy either of
the following:
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a.
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(@) The Bidder is the Original Equipment Manufacturer (OEM) of the Offered
Item; or

(b) The Bidder is an authorized representative/dealer/distributor of the
respective OEM of the Offered Item.

Where the Bidder is an authorized representative, a valid Manufacturer's
Authorization Letter for each offered equipment category shall be submitted
in the format prescribed under Section V - Form B3.

The authorization shall specifically authorize the Bidder to quote, supply, install
(where applicable), commission (where applicable), provide warranty support and
discharge all contractual obligations under this Tender.

The Bidder shall remain fully responsible for successful execution of the
contract.

Required Minimum Experience

Note: The experience requirements shall apply only to the equipment
category(-ies) quoted by the Bidder. That is, the past experience of
bidder shall only be considered for the category of item bidder has
quoted against this tender.

Product-Specific Experience — The Bidder shall submit documentary
evidence of past experience, including work orders, work completion
certificates, and performance reports, for each BoQ1 item quoted in this
Tender by the bidder. A Bidder quoting for any individual line item of
BoQ1 must establish the requisite experience for that specific BoQ1 line
item by submitting the prescribed supporting past experience
documents. If a Bidder quotes for a BoQ1 line item but fails to submit the
required supporting experience documents for that item of BoQ1, then its

bid shall not be considered for evaluation in respect of that particular line
item of BoQ1.

In case the bidder is an Authorized Vendor and does not possess the
required past experience as per this Tender, then such authorized bidder
can submit the past experience credentials/documents of their Offered
Products’ OEM, provided all other requirements including Authorization
Letter submission, etc. of this APGCL Tender are fulfilled. That is, in such
case, the past experience of their Principal whose products the bidder
has offered can also be considered.

The details of the Experience Criteria to be fulfilled by Bidders are given below:

Experience requirement of bidder/OEM for Online DGA Monitoring
System along with Bushing Monitoring System of transformer: In case

bidder has quoted for Online DGA along with Bushing Monitoring System
in this Tender: -

The Bidder/OEM shall have:

e successfully completed at least two (02) separate contracts in India,
within the preceding ten (10) years, involving the supply, installation,
testing, commissioning, and successful operation of continuous online
(24x7) Dissolved Gas Analysis (DGA) Monitoring Systems for power
transformers, out of which at least one (01) contract shall have been
completed within the preceding five (05) years from the start date of
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online bid submission of this Tender on e-Tender Portal. For the purpose of
determining the above time periods, the P.0./Order Date of Client shall be
considered.

ii. Experience requirement of bidder/OEM for Portable Dissolved Gas

Analyzer for Transformer. In case bidder has quoted for Portable
DGA in this tender:

e The Bidder/OEM shall have successfully supplied at least 02 (two) Portable
Dissolved Gas Analyzers for Transformer condition assessment in India
within the preceding ten (10) years out of which at least one should be
within last five (05) years from the start date of online bid submission of
this Tender on e-Tender Portal. For the purpose of determining the above
time periods, the P.0O./Order Date of Client shall be considered.

iii. Experience requirement of bidder/OEM _ for_ Portable Partial
Discharge Analyzer for Transformer. In case bidder has quoted for
Portable Partial Discharge Analyzer in this tender:

e The Bidder/OEM shall have successfully supplied at least 02 (two) Portable
Partial Discharge Analyzers for transformer condition assessment in India
within the preceding ten (10) years out of which at least one should be
within last five (05) years from the start date of online bid submission of
this Tender on e-Tender Portal. For the purpose of determining the above
time periods, the P.0O./Order Date of Client shall be considered.

Supporting Documents

Against the above past experience, Bidder shall submit the following supporting
documents:

A. Work Orders / Purchase Orders;

B. Work Completion Certificates / Reports; and

C. Performance Certificates / Reports issued by the end user for the
supplied and installed system. Such performance certificate/report
shall cover a minimum period of one (01) year from the date of
successful commissioning or handover of the system to the client.

Note: The Preceding 10 Years and 5 years as stated above shall be calculated from the
start date of online bid submission of this Tender on e-Tender Portal. For the purpose of
determining the above time periods, the P.0O./Order Date of Client shall be considered.

3.2.3 Financial Standing

(i) The Bidder must have an average annual Turnover of at least Rs. 3.00 (Three)
Crores and positive Net Worth during the 03 (three) Financial Year, FY 2022-23,
2023-24 & 2024-25.

(ii) In this regard, a certified copy from the Chartered Accountant (CA) in Form-B5
should be submitted by the bidder along with his technical bid accompanied by
relevant CA certified financial documents viz. —-Balance Sheet, Profit & Loss
Statement, ITR, etc. of the 03 (three) financial year, FY 2022-23, 2023-24 &
2024-25, Or Audited Financial Report for FY 2022-23, 2023-24 & 2024-25.
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Supply, Installation, Testing and Commissioning of Online Real-Time
Condition Monitoring System for existing Transformers of Assam Power
Generation Corporation Limited (APGCL).

These shall comprise of the following:

A. Online Dissolved Gas Analyzer (DGA) along with Online Bushing
Monitoring System.

B. Portable Partial Discharge (PD) Analyser.

C. Portable Dissolved Gas Analyzer (DGA).

A. Scope of Supply and Service of Bidder for Online DGA along with Online
Bushing Monitoring System are as given below: -

Sl. Item Qty. Location (Plant)
No.
Supply of Online
Dissolved Gas Analyser
(DGA) System  for
Transformers.
For 02 nos. of
Installation, Testing & ) Namrup Replacement Power
1. ' 3- phase
Commissioning of the | Transformers Plant (NRPP), Namrup
above supplied Online
Dissolved Gas Analyser
(DGA)
Supply of Online [¢ For 03 nos.
Dissolved Gas Analyser of single-
(DGA) System  for phase
Transformers. transformers
Karbi Langpi Hydro Electric
2. | Installation, Testing & |* For 01 no. Project (KLHEP)
Commissioning of the three phase
above supplied Online transformer.
Dissolved Gas Analyser | Total 04
(DGA) nos.
Supply of Online HV
Bushing Monitoring For 02 nos. of
System for Namrup Replacement Power
3. 3-phase Plant (NRPP), Namru
Transformers. transformers / P
Installation, Testing &
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Commissioning of the
above Online Bushing
Monitoring System for
the Transformers.

Supply of Online HV

Bushing Monitoring
System for
Transformers.

Installation, Testing &
Commissioning of the
above Online Bushing
Monitoring System for
the Transformers.

For 01 no.
three phase
transformer.

Karbi Langpi Hydro Electric

Project (KLHEP)

Central
including
software for remote
monitoring of  the
above mentioned
Online DGA and Online
Bushing Monitoring
System.

Supply of
Server

Installation, Testing &
Commissioning of the
Central Servers at the
respective Plants at
NRPP.

01 no.

Namrup Replacement Power
Plant (NRPP), Namrup.

Central

including
software for remote
monitoring of the
above mentioned
Online DGA and Online
Bushing Monitoring
System.

Supply of
Server

Installation, Testing &
Commissioning of the
Central Servers at the
respective Plants at
KLHEP.

01 no.

Karbi Langpi Hydro Electric
Project (KLHEP).

Demonstration and
Training of the normal
day-to-day Operation
and maintenance of

01 job

Namrup
Power
Namrup.

Replacement
Plant (NRPP),
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the above supplied
equipment/system to
APGCL Site Personnel
at NRPP.

Demonstration and
Training of the normal
day-to-day Operation
and maintenance of
the above supplied
equipment/system to
APGCL Site Personnel
at KLHEP.

01 job

Karbi

Langpi Hydro Electric

Project (KLHEP).

Note: Detailed Technical Requirements/Specifications are given under Annexure-
I of this tender document and bidder shall refer to the same and adhere and

comply to these technical requirements.

All other miscellaneous items such as Junction Boxes, Terminal Boxes, electrical

control & networking cables, lugs, etc. required to execute & complete the work
shall be supplied by bidder without any additional cost implication on APGCL.

B. Scope of Supply and Service of Bidder for Portable Partial Discharge (PD)

Analyser are as given below: -

of APGCL personals at
site in normal day to
day operation and
maintenance of the
supplied system.

Sl. Item Qty. Location (Plant)
No.
Supply of Portable PD 01 no. Lakwa Thermal Power Station
Analyzer. (LTPS).
Commissioning along 01 job
with Demonstration of
operation of supplied
1. equipment and Training

Note:

Detailed Technical

Requirements/Specifications are given under

Annexure-I of this tender document and bidder shall refer to the same and
adhere and comply to these technical requirements.

All other miscellaneous items such as Junction Boxes, Terminal Boxes,

electrical,

control & networking cables,

lugs, etc.

required to execute &

complete the work shall be supplied by bidder without any additional cost
implication on APGCL.
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C. Scope of Supply and Service of Bidder for Portable Dissolved Gas Analyzer

(DGA) are as given below: -

Sl. Item Qty. Location (Plant)

No.

1. Supply of Portable DGA. 01 no. Lakwa Thermal Power Station
(LTPS).

2. Supply of Portable DGA. 01 no. Karbi Langpi Hydro Electric
Project (KLHEP).

3. Commissioning along 01 job. Lakwa Thermal Power Station

with Demonstration of (LTPS).

operation of supplied
equipment and Training
of APGCL personals at
each site in normal day
to day operation and
maintenance of the
supplied system.

4, Commissioning along 01 job Karbi Langpi Hydro Electric
with Demonstration of Project (KLHEP).

operation of supplied
equipment and Training
of APGCL personals at
each site in normal day
to day operation and
maintenance of the
supplied/installed
system.

Note: Detailed Technical Requirements/Specifications are given under
Annexure-I of this tender document and bidder shall refer to the same and
adhere and comply to these technical requirements.

All other miscellaneous items such as Junction Boxes, Terminal Boxes,

electrical, control & networking cables, lugs, etc. required to execute &

complete the work shall be supplied by bidder without any additional cost
implication on APGCL.

Site Visit and Familiarization
Site Visit Requirement:

The intending bidders shall visit the respective site(s) of APGCL to fully understand,
assess, and familiarize themselves with the site conditions required for successful
execution of the work. It shall be the responsibility of the bidders to conduct a
comprehensive field study and satisfy themselves regarding all site conditions,
constraints, and requirements associated with the work.

Bidder’'s Responsibility:

Failure to carry out the site visit or to properly assess the site conditions shall be
entirely at the bidder’s own risk and cost. APGCL shall not entertain any claim or
request for modification arising due to lack of understanding or inadequate site
assessment by the bidder.
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Submission of Site Visit Report:

Bidders are required to prepare, attach, and upload a duly signed Site Visit Report
along with their Technical Bid.

For Site Visit the bidder may contact the following on any working day.

For visit at NRPP Site, bidder shall contact the General Manager of NTPS. Contact
Details of the General Manager of Namrup Thermal Power Plant (NTPS) is given
below:-

Mr. Jadu Pran Borgohain, General Manager, NTPS. Contact No0.:9435597454 (M).
Email Id: jadupran.borgohain@apgcl.org

For visit at LTPS & LRPP Sites, bidder shall contact the General Manager of LTPS.
Contact details of the General Manager of Lakwa Thermal Power Plant (LTPS) is
given below: -

Mr. Janardan Das, General Manager, LTPS. Contact No.: 7002913792. Email Id:
janardan.das@apgcl.org

For visit to KLHEP, bidder shall contact the General Manager, Karbi Langpi Hydro
Electric Project (KLHEP). Contact details of the General Manager of KLHEP is given
below:-

Mr Khonsing Teron, General Manager, KLHEP, Contact no. 8638715887 (M). Email
Id: khonsing.teron@apgcl.org

Transformers identified for implementation of Online DGA along with Online
Bushing Monitoring System of APGCL are listed below:

Sl. Station Transformers Qt Online DGA & Bushing
No. Name y Monitoring
e Continuous Online
100 MVA, 11/220 kV Three DGA Monitoring.
1 NRPP Phase, Make: BHEL 01 No. e Online Busing
Monitoring.
e Continuous Online
55 MVA, 11/220 kV Three DGA Monitoring.
2 NRPP Phase, Make: BHEL 01 No. e Online Busing
Monitoring.
21 MVA, 11/220 kV, Single e Continuous Online
3 KLHEP Phase, Make: CGL 03 Nos. DGA Monitoring.
25 MVA, 33/220 KV, Three " continuous  Oniine
4 KLHEP Phase, Make: TBEA Energy 01 No. . 9.
. e Online Busing
(India) Pvt. Ltd. o
Monitoring.
Note:

All other miscellaneous items such as Junction Boxes, Terminal Boxes,
electrical, control & networking cables, lugs, etc. required to execute &
complete the work shall be supplied by bidder without any additional cost
implication on APGCL.

The scope of bidder shall ‘further’ include but not limited to: -
e Packing and loading the ordered materials by bidder.
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Safe transportation of the materials ordered to consignee location.
To buy Insurance against any loss & damage of the materials during transit up to
consignee location and thereafter till handover of the items to APGCL.

For site Visit, the bidder shall contact the General Manager of the respective Plant in
advance seeking permission for such site visit.
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SECTION-V

5. Bidding Forms

Bidders shall fill-up and sign-seal and submit the below given relevant
Forms - B1 to B7, B9, B10 in technical bid.

5.1 Letter of Bid

FORM-B1

Letter of Bid (the bidder must prepare the Letter of Bid on its letterhead clearly showing
the Bidder’'s complete name and address.)

Date: [insert date (as DD, MM, YYYY) of Bid Submission]
Tender Ref. No.:

To:

The Chief General Manager (Gen), APGCL
3rd Floor Bijulee Bhawan
Paltanbazar, Guwahati-781001

a)
b)
c)
d)

e)

f)
9)
h)

We have examined and have no reservations to the Bidding Documents, including
Addenda issued to Bidders;

We meet the eligibility and qualification criteria as set out in this Bidding
Document;

We have submitted the required bid security (EMD) and tender processing fee as
stated in the bid document.

We offer to supply following tendered item(s) in conformity with all terms and
conditions as specified in the Bidding Documents including the quantity, quality
standard and delivery conditions, etc., as specified in the bid document under
scope of work:

Sl Name of the Item(s) Description Remarks
No

NI W|IN|—

We have submitted both technical and price bid for above mentioned items and
our bid shall be valid for a period of 180 (one hundred eighty days) after the start
date of online submission of bid, and it shall remain binding upon us and may be
accepted at any time before the expiration of that period.

If our bid is accepted, we commit to obtain a performance security in accordance
with the Performance Security Deposit Clause of the Bidding Document.

We are not participating, as a Bidder, in more than one bid in this bidding
process.

We, along with any of our, suppliers, OEM are not debarred by any procuring
entity under the State Government, the Central Government or any State
Government or any Public Undertaking, Autonomous Body, Authority by whatever
name called under them;




j)

k)
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We hereby certify that we have taken steps to ensure that no person acting for us
or on our behalf will engage in any activities which is in contravention of the Code
of Integrity proscribed in the Bidding Documents;

We hereby certify that we are neither associated nor has been associated directly
or indirectly with any personnel/official or any other entity that has prepared the
specifications and other documents for the subject matter of procurement;

We hereby certify that we have fulfilled our obligations to pay all such taxes as
payable to the Central Government or the State Government or any local
authority;

We hereby certify that we are not insolvent, in receivership, bankrupt or being
wound up, not have its affairs administered by a court or a judicial officer, not
have its business activities suspended and must not be the subject of legal
proceedings for any of the foregoing reasons;

m) We hereby certify that our directors and officers have not been convicted of any

0)

Name of the Bidder

criminal offence related to their professional conduct or the making of false
statements or misrepresentations as to their qualifications to enter into a
procurement contract within a period of three vyears preceding the
commencement of the procurement process, or not have been otherwise
disqualified pursuant to debarment proceedings;

We understand that this bid shall constitute a binding contract between us, until a
formal contract is prepared and executed; and

We understand that you are not bound to accept the lowest evaluated bid or any
other bid that you may receive.

Name of the person duly

authorized to sign the Bid off

behalf of the Bidder

Title of the person signing the Bid

Signature of the person named above




5.2 Bidder Information Form

Bidder Information

FORM-B2
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[The Bidder shall fill in this Form in accordance with the instructions indicated below.
No alterations to its format shall be permitted and no substitutions shall be accepted.]

Date: [insert date (as DD, MM, YYYY) of Bid Submission]

Tender Ref. No.:

1. Bidder’'s Name [insert Bidder’s legal name]

2. Bidder’s year of registration/incorporation: [insert Bidder’s year of
registration/incorporation]

3. Bidder’s Address: [insert Bidder’s legal address]

4. Activities Undertaken by the Bidder:

5. Bidder’s Authorized Representative Information

a) Name: [insert Authorized Representative’s name]

b) Address: [insert Authorized Representative’s Address]

c) Telephone/Fax numbers: [insert telephone/fax numbers]

d) Email Address: [insert Authorized Representative’s email address]

6. Details of the Manufacturer and the Production/Processing facility from
where the offered goods/item(s) have been produced and processed.

Sl. Name of the Name of the | Details of the Details of the
No. Goods/Item(s) Manufacturer| Production Manufacturing
offered Facility License
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an|hlWw

. Years of experience in similar line of activity:

List of clients in Govt/Public Sector to whom supply has been done in last three
years:

Details of the Bank Account:
(i) Name of the Bank:
(i) Type of Account:
(i) Account Number:

(iv) IFSC:

Signature of the Bidder/ Authorized Signatory

(Name, Address & Designation)
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5.3 Manufacturer’s Letter of Authorization

FORM-B3

Manufacturer’s Authorisation Letter

Date: [insert date (as DD, MM, YYYY) of Bid Submission]
Tender Ref. No.:

To: [insert complete name of Bid Inviting Entity]

WHEREAS

We [insert complete name & address], who are manufacturer of following items, do
hereby authorize [insert complete name of Bidder] to submit a bid, the purpose of which
is to provide the following item(s), produced/manufactured by us, and to subsequently
negotiate and sign the Contract.

S. Name of the Quality Details of Details of
No Item(s) Certifications the Mfg. Production
License Facility
1
2
3
4

We have been manufacturing product(s) of similar in nature as stated above since last
three financial years ended on 315t March 2026.

We shall stand guarantor with respect to the quality and genuineness for the
goods manufactured or produced by us and supplied by <insert the name of the
bidder> to <insert name of the procuring entity>, on the award of the contract.

We also stand guaranteed to fulfil the warranty and maintenance obligations with
respect to the goods manufactured by us as per the bid terms and conditions either
directly or through our authorized representatives.

Signed: [insert signature(s) of authorized representative(s) of the
Producer/Manufacturer]

Name: [insert complete name(s) of authorized representative(s) of the Producer/
Manufacturer]

Designation: [Designation]

Dated on day of , [insert date of signing]

Note: The Bidder (if not the manufacturer of the goods offered) shall require the
Manufacturer to fill in this Form in accordance with the instructions indicated. This
letter of authorization should be on the letterhead of the Manufacturer of the
Goods offered and should be signed by a person with the proper authority to sign
documents that are binding on the Manufacturer. The Bidder shall include it in its bid]
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5.4 Details of Work Orders

FORM- B4

Name of the Bidder:

Tender Reference No.

Name of Order No. | Description of | Value Quantity Reason for
the Client | and Date the Goods of delay in
Supplied & Order completion,
Work if any.
Executed
1 2 3 4 5 6
Signature

(Bidder/ Authorised Representatives)

The Bidder shall also furnish the following documents in connection with their
past performance:

i) Copy of Orders.

ii) Documentary evidence (Client’'s certificate) in support of satisfactory
completion of contract: Work Completion Report and Performance Report.
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5.5 Financial Strength of the Bidder

FORM-B5

Certificate on Financial Strength

(On the letterhead of Chartered Accountant/Statutory Auditor)

We/I have verified the Audited Financial Statement of Accounts and other documents
(o] FRTTRTURRR . having registered office at ............. pertaining to the financial year 2022-23,
2023-24 and 2024-25. Based on our verification of the aforesaid statements and records,
we certify that the following details are true to the best of our information and according to
the explanation given to us.

(Amount in INR Lakhs)

Financial Information Financial Year Average
2022-23 2023-24 2024-25
Audited Audited Audited
Total Turnover
Net worth
Date:
Signature and seal of the CA firm
Place:
UDIN: . iiiirarariararassasarassasassssssasassssasarannss
Note:

a) The bidder must furnish audited financial statements for the above-mentioned
financial years.
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5.6 Power of Attorney for Signing of Bid

FORM-B6

Format for Power of Attorney for Signing of Application

(On a Stamp Paper of Rs 100/-)

WE, e [name and address of the registered office] do hereby
constitute, appoint and authorize Mr. / Ms. .. (name and residential
address) who is presently employed with us and holding the position of
.................................................... as our attorney, to do in our name and on our behalf, all such
acts, deeds and things necessary in connection with or incidental to our response to the
Tender for [insert Name of the Work] including signing and submission of all
documents and providing information to the Client (i.e. [insert name of the Bid Inviting
Entity]) and its officials or representatives, representing us in all matters before Client, and
generally dealing with Client in all matters in connection with our bid response.

We hereby agree to ratify all acts, deeds and things lawfully done by our said attorney

pursuant to this Power of Attorney and that all acts, deeds and things done by our aforesaid

attorney shall and shall always be deemed to have been done by us. Dated this the
day of 2026

For

(Signature)
(Name, Designation and Address)
Accepted
(Signature)
(Name, Title and Address of the Attorney)

Date:

Note:
i. The mode of execution of the Power of Attorney should be in accordance with the
procedure, if any, as laid down by the applicable law and the charter documents of the
executants(s) and when it is so required the same should be under common seal
affixed in accordance with the required procedure.

ii. In case an authorized Director or key officials of the Applicant signs the Application, a
certified copy of the appropriate resolution/document conveying such authority may
be enclosed in lieu of the Power of Attorney.

iii. In case the Application is executed outside India, the Applicant must get necessary
authorization from the Consulate of India. The Applicant shall be required to pay the
necessary registration fees at the office of Inspector General of Stamps.
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5.7 Undertaking by the Bidder

FORM-B7

Affidavit

(To be submitted on non-judicial stamp paper of minimum Rs 50/-
duly certified by Notary)

We, M/s. . (the Bidder), (the names and addresses of the registered office)
hereby certify and confirm that:

(i) We or any of our promoter(s) / director(s) / partner(s) are not blacklisted or
otherwise disqualified pursuant to any debarment proceedings by any Central or
State Government, Local Government or Public Sector Undertaking in India from
participating in any bidding process, either individually or as member of a
consortium as on the_ (Date of Signing of Bidder).

(ii) We are not insolvent, in receivership, bankrupt, being wound up, having our
affairs administered by a court or a judicial officer, having our business activities
suspended or subject of legal proceedings for any of the foregoing reason;

(iii) We or any of our promoter(s), director(s), partner(s) and officers are not
convicted of any criminal offence related to their professional conduct or the
making of false statements or misrepresentations as to their qualifications to
enter into a procurement contract within a period of three years preceding the
commencement of the procurement process.

(iv) There is no conflict of interest in submitting this Bid.

(v) We shall abide by the clauses/ conditions of Bidding Documents issued by the
Procuring Entity and any amendment made thereafter.

We further confirm that, we are aware of the fact that, our Bid submitted in
response of the Tender Ref. No. [insert tender number &date] for supply of [insert
the name of the Goods/subject matter of the Tender], would be liable for rejection in
case any material misrepresentation is made or discovered at any stage of Bid
evaluation or thereafter during the agreement period.

Signature of the Bidder/Authorized Representatives

Name of the Bidder/Authorized Representatives
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5.8 Bank Guarantee Format for Bid Security (EMD)

FORMAT-BS

Format of BG for Bid Security (EMD

(IN STAMP PAPER of Minimum Rs 100/-)

Bank Guarantee No: , Date:
Bank Details:

Guarantor:
Tender No:
Name of Work:
Name of Bidder/Applicant:
Beneficiary: Chief General Manager (Gen),
Assam Power Generation Corporation Ltd. (APGCL)
379 Floor, Bijulee Bhawan, Paltanbazar, Guwahati - 781001,

Assam.
Whereas .............eeeeceee......(Name and address of the bidder) is willing
to submit their bid against the above mentioned tender no:

for i ..(Name of Work) invited by the
benef|C|ary on behalf of Assam Power Generation Corporation Ltd. and as
per tender/bid conditions, the applicant is required to submit a Bank Guarantee
as Earnest Money Deposit.

At the request of the applicant, we as Guarantor, hereby

irrevocably undertake to pay the beneficiary any sum or sums not

exceeding in total an amount of Rs.............(in numeric) (Rupees
..only- In words) if:

1) The bidder withdraws or amends, impairs or derogates from
the bid in any respect within the period of validity of the bid.

2) The bidder fails to furnish the Performance Security for the
due performance of the contract/Work Order against this
tender.

3) The bidder fails or refuses to execute the contract.

We undertake to pay the beneficiary up to the above amount upon
receipt of its first written demand, without the beneficiary having
to substantiate its demand, provided that in its demand the
beneficiary will note that the amount claimed by it due to it owing
to the occurrence of one or more of the conditions, specifying the
occurred condition or conditions.

This guarantee will remain in force for 01 (one) Year from the
start date of online submission of bid up to amount Rs.. veeer (i
numeric) (Rupees ................. ..only- In words) and any demand in
respect thereof should reach the bank not later than the above
date.
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Notwithstanding anything contrary contained in any law for the
time being in force or banking practice, this guarantee shall not be
assignable or transferable by the beneficiary, notice or invocation
by any person such as assignee, transferee or agent of beneficiary
shall not be entertained by the bank. Any invocation of guarantee
can be made only by the beneficiary directly.

Notwithstanding anything to the contrary contained herein:

1. Our liability under this bank Guarantee shall not exceed
Rs.............(in numeric) (Rupees .........................only- In words).

2. This Bank Guarantee shall be valid up to 01 (one) Year from the
start date of online submission of bid.

3. The beneficiary’s right as well as the Bank’s liability under this guarantee
shall stand extinguished unless a written claim or demand is made under
this guarantee up to a period of 01 (one) Year from the start date of
online submission of bid.

Dated at this day of ,2026
(Signature on behalf of the Nationalized/Scheduled Bank)
(Seal of the

Nationalized/Scheduled Bank)

Address of the main Branch of the Bank..........ccccovee .
Address of the BG issuing Bank.....................
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5.9 Statutory Tax Compliance
FORM-B9

Statutory Tax Compliance

Self-Undertaking for Payment of Statutory Taxes
To,
The Procuring Entity,
[Name of Department/Organization]
[Address]

Subject: Self-Undertaking regarding payment of statutory taxes before appIylng for
tender Tender/Bid Reference No & Date:

a) I/We have duly paid and cleared all statutory taxes, cess, dues, and levies payable
to Local Authorities, Panchayats, Municipalities, State Government, and the Central
Government up to the date of this tender submission and undertake to promptly
discharge any such dues that may arise during the tenure of the contract.

b) I/We shall be solely responsible for payment of all applicable taxes, including GST,
duties, license fees, cess, and any other statutory liabilities arising in connection with
the performance of the contract.

c) I/We undertake to immediately inform the Procuring Entity of any statutory revision,
demand, or default and shall bear complete responsibility for settlement of such
dues, keeping the Procuring Entity fully indemnified against any liability in this
regard.

d) I/We hereby confirm that all notices, demands, or proceedings issued by any Tax
Authority up to the date of this submission have been duly complied with and
settled. Any outstanding demand has been disclosed to the Procuring Entity, and
I/We undertake to settle the same before award of contract, keeping the Procuring
Entity indemnified against any liability.

e) In case of any reduction in the rate or amount of GST, taxes, duties, or levies after
the Notification of Award, the corresponding benefit shall be duly passed on to the
Procuring Entity without delay.

f) This undertaking shall remain valid and binding for the entire duration of the tender
evaluation and, if awarded, for the full tenure of the contract including any
extensions, until its closure.

g) I/We understand that at any stage if it is found that any statement or document
submitted is false/forged/invalid, the Procuring Entity has discretion to terminate the
contract and proceed with alternate arrangements as per the tender’s risk purchase
clause if any.

I/We declare that the above statements are true to the best of my/our knowledge and
belief.
Authorized Signatory

Name:
Designation:
Firm/Company Name:
Date:

Place:

Company Seal:
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5.10 GST Rules, Act etc. Compliance Undertaking
FORM B10
(To be submitted in bidders’ pad along with technical bid)

Certified that in discharging the outward tax liability by ITCs all the provisions of GST Acts, Rules and
notifications made therein are complied with including the following provisions:

Goods and services relating to ITCs have actually been received.

ITCs has been availed strictly in compliance with provisions under Section 16(2) (aa).

Tax relating to ITCs has actually been paid to the government.

No ITCs, though reflected in GSTR2B, availed if it is restricted by Section 38(2)(b).

No ITCs, though reflected in GSTR2B, availed if it is blocked by Section 17(5).

No ITCs in excess of input goods and services utilized actually in the projects/ works, are

utilized to discharge the liabilities.

e In no case, utilization of ITCs in discharging liabilities exceeds the upper limit as prescribed by
contractee department.

e The above facts are true to the best of my knowledge.

Signature & seal of contractor/bidder
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5.11 Checklist of Documents:

To be submitted along with Technical Bid by Bidder:
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6.1

6.2

SECTION-VI
General Terms and Conditions (GTC):

The bidder must adhere to the clauses of this tender document and also, the tender
must be submitted as per instructions given in this document, in the absence of which
the submitted tender of the bidder may not be considered for evaluation at this end.
However, in case of deviation from any of APGCL's tender document clause by the
bidder, the same must be stated clearly as per the format given below:

EXCEPTION AND DEVIATION PROFORMA

Sl Ref of Bid Document Subject Deviation Details
No.

Page No. Clause No.

In case the bidder doesn’t state the deviation(s) clearly, it will be presumed that the
bidder has accepted all terms and conditions of this tender document. Also,
acceptance/rejection of bidder’s deviation(s) shall be at sole discretion of
APGCL.

The clauses under the ‘Terms & Conditions of Contract’ are given below:

Firm Price:

The basic price(s) quoted by the bidder shall be firm without any variation in any
way till completion of the work in full.

The price offered in the Price Bid (BOQ1) for the item(s) shall be based on FOR
consignee location/DDP (Delivery Duty Paid up to Place of destination) price (i.e.,
Charges against Freight, Transit Insurance, Packing and Forwarding etc. shall be
inclusive). The basic prices shall also be inclusive of any charges against
loading/unloading, travelling expenses of Contractor’s Personnel, boarding & lodging
of Contractor’s Personnel at site, etc.

Unit GST shall be quoted in the BOQ.

Performance Security Deposit:

On receipt of the Letter of Acceptance/Order, the successful bidder shall have to
deposit a Bank Guarantee from a Nationalized or Scheduled Bank of RBI for an
amount equivalent to 10% (ten percent) of the total value of Order (including GST,
etc.) as performance security, within 28 (twenty eight) days from the date of
receipt of the LOA/Order or before signing of contract, whichever is earlier, duly
pledged in favor of the Chief General Manager (Gen), APGCL and such security
deposit shall be valid up to 45 (forty-five) days beyond the date of completion of all
contractual obligations including warranty and maintenance obligations, if any. All
claims under the warranty, etc. shall be preferred to the executants bank up to 6
(six) months from the above mentioned 45 (forty-five) days period.

If the Contractor fails or neglects to perform any of his obligations under the
contract/as per order/tender, then APGCL shall have the right to forfeit either in full
or in part at its absolute discretion, the security deposit furnished by the Contractor.
No interest shall be payable on such deposits.

Note: The successful bidder is requested to advice the Bank Guarantee issuing bank
to comply with the following and ensure to submit, the receipt of the copy of SFMS
message as sent by the issuing bank branch, along with the original bank Guarantee
in APGCL’s tender issuing office:
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6.3

6.4

b)

d)

The Bank Guarantee issued by the Bank must be routed through SFMS platform as
per following details:

i. MT/IFN760/MT/IFN760 COV for issuing of Bank Guarantee.
ii. MT/IFFN 760/MT/IFN 767 COV for amendment of Bank Guarantee.

The above message/intimation shall be sent through SFMS by the BG issuing bank
branch to Axis Bank, Paltan Bazar Branch, A/C no. 375010200007573, IFS code-
UTIB0000375, Branch Address- AXIS Bank Ltd, Commercial Building, A.T. Road,
Guwahati-781001, India.

Apart from Bank Guarantee, Performance Security Deposit can also be
submitted through Fixed Deposit (FD) and Demand Draft (DD),
pledged/drawn in favor of The Chief General Manager (Gen), APGCL. For FD
and DD, the bank details are: Axis Bank, Paltan Bazar Branch, A/C no.
375010200001380, IFS code-UTIB0000375, Branch Address- AXIS Bank
Ltd, Commercial Building, A.T. Road, Guwahati-781001, India. All other
Terms & Conditions regarding the Performance Security Deposit shall
remain the same as mentioned in the above paragraphs.

Note: The Bid Security (EMD) deposited by a Bidder may be forfeited in case the
bidder does not deposit the required performance security and/or sign the contract
within the specified time period.

Packing:

The Bidder shall provide packing of the Goods as is required to prevent their damage
or deterioration during transit to their destination. During transit, the packing shall
be sufficient to withstand, without limitation, rough handling and exposure to
extreme temperatures, salt and precipitation, and open storage. Packing case size
and weights shall take into consideration, where appropriate, the remoteness of the
goods’ final destination and the absence of heavy handling facilities at all points in
transit.

Insurance:

The Contractor shall, unless otherwise specified by the Purchaser (APGCL), insure the
materials through their underwriter at their cost and shall keep it insured against any
loss/damage/pilferage in transit, destruction or damage by fire/flood, exposure to
vagaries of weather or through riot, civil commotion, war or rebellion, for the full
value of the materials until the materials are received at the Purchaser's (APGCL)
destination store and till commissioning/handover to APGCL.

The Contractor shall be responsible for safe arrival of the goods at destination
(APGCL Store), their unloading and their receipt by the consignee. Assam Power
Generation Corporation Limited will discharge consignee's responsibilities only and
shall not be responsible for any damage/loss/ pilferage/ non-delivery by the carriers.

In case of any loss/damage/pilferage/non-delivery/short delivery by carriers etc. the
supplier (Contractor) shall replace free of cost the missing/damaged/lost materials
immediately/within 30 (thirty) days from the receipt of report thereof from the
consignee without waiting for settlement of their claims with their carriers/ under-
writers. Normally such reports from the consignee to the supplier (Contractor) shall
be initiated immediately or within a period of 30 (thirty) days from the date of
receipt of each consignment by him.

If it is considered necessary that the damaged equipment either in part or in full be
sent back to the manufacturer's works for repair, the manufacturers/ suppliers
(Contractor) will furnish the Bank Guarantee for the full value of equipment needing
repairs and such Bank Guarantee shall remain valid till such time the equipment are
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f)

6.5

6.6

6.7

6.8

6.9

repaired and returned to the consignee in good condition. The to and fro freight,
handling and insurance charges in such cases will be borne by the Contractor.

Unless otherwise mutually agreed upon, in case of failure by the supplier to
replenish/ make good of the loss/ damage/ short supplied quantities, within the
stipulated period, the Purchaser (APGCL) reserves the right to forfeit the security
deposit and/or adjust any outstanding payment to the Contractor with APGCL or take
any other appropriate action.

All materials will be dispatched against clear door delivery basis unless otherwise
agreed by the Purchaser (APGCL).

Also, insurance of all work personnel of the Contactor engaged during the work
execution at work site is mandatory on behalf of the Contactor and necessary
documents in this regard are required to be submitted by the Contactor to APGCL
Official at work site before commencement of work. Without proper Insurance of all
site personnel of the Contractor engaged for the work at work site, the Contractor
shall not be allowed to execute the work at site and any delay in work completion for
this shall be at Contractor’s sole responsibility. Cost of Insurance of Contractor’s Site
Personnel working at work site shall be at Contractor’s scope.

Clarification and Additional Information:

During the submitted bid’s evaluation, APGCL may request the bidder for any
clarification on the submitted bid and/or documents related to the tender. The bidder
shall submit the sought clarifications and/or document(s) within stipulated time as
determined by the undersigned. However, seeking clarification and document(s)
during bid evaluation shall be on sole discretion of APGCL.

Precautions to be Taken During Execution of Work:

The Contractor shall take reasonable and statutory precaution during execution of
the work at work site so as to avoid accident and damage to equipment and injury to
workman and to prevent theft, pilferage etc.

Liability for Accident and Damage:

The Contractor shall not claim for compensation arising out of any accident(s) or
damages done during the course of work execution at work site & the Contractor will
be responsible for paying compensation to the worker as per Workmen
Compensation Act, 1923 and subsequent amendments thereof. It is further clarified
that in case any payment is to be made by the Contractor under the said Workmen
Compensation Act, the same shall be paid forthwith and in case of failure in making
such payments APGCL shall make payment and the amount so paid shall be
deducted from the bills of the Contractor.

The Contractor shall adequately insure against liability to third party, in the joint
names of the Employer, the Contractor and the sub-contractor for any loss, damage,
death or bodily injury which may occur to any physical property owned by others,
the goods/materials of the contract or to any person which may arise out of the
performance of the contract.

Acceptance of the Order/LOA:

Acceptance of the Order/LOA in writing shall be conveyed by the supplier/Contractor
to the Purchaser/Employer (APGCL) within 07 (seven) days from the date of issue of
the such Order/LOA. If the Contractor does not respond within these 07 days, it will
be presumed that the Contactor has accepted the Order in full.

Force Majeure:

Normally, force majeure shall cover only Act of God, fire, war, riots, epidemics and
act of Government, etc. Any constraints other than those specified above, will not
constitute a force majeure condition. In view of other constraints beyond the control
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6.10

of the Contractor, primarily due to statutory compulsion, extension of delivery time
may also be considered on merit of individual case.

In case of a force majeure condition, the Contractor shall notify APGCL in writing
such condition within 10 (ten) days from the beginning of such delay for
consideration and acceptance. Unless otherwise directed by the Purchaser in writing,
the Supplier (Contractor) shall continue to perform its obligations under the Contract
as far as is reasonably practical and shall seek all reasonable alternative means for
performance not prevented by the Force Majeure event.

Settlement of Disputes:

. Amicable Settlement:

If any dispute or difference (s) of any kind whatsoever arise between the parties in
connection with or arising out of the work/contract, including without prejudice to
the generality of the foregoing, any question regarding its existence,
validity or termination, or the execution of the Contract whether during the progress
of the Contract or after its completion and whether before or after the termination,
abandonment or breach of the Contract, the parties shall seek to resolve any such
disputes or differences by mutual consultation between the authorized
representatives of both the parties for amicable settlement of the dispute within a
period of ninety (90) days after receipt by one party of the other party’s request for
such amicable settlement.

Arbitration:

Any dispute, controversy or claim arising out of or relating to this work/contract or
the breach, termination or invalidity thereof, that cannot be settled amicably
between both the parties shall be settled by Arbitration.

In any arbitration proceeding hereunder-

a) Arbitration shall be in accordance with the Arbitration & Conciliation Act, 1996
or any statutory amendment thereof.

b) Arbitration shall be by a sole arbitrator, if agreed upon by the Parties. Failing
agreement on the identity of such sole arbitrator, each Party shall appoint one
arbitrator, and these two appointed arbitrators shall jointly appoint a third
arbitrator, who shall chair the arbitration panel and act as the Presiding
Arbitrator.

c) In an arbitration proceeding consisting of three arbitrators, if a party fails to
appoint an arbitrator within 30 days from the receipt of a request to do so from
the other party; or the two appointed arbitrators fail to agree on the third
arbitrator within thirty days from the date of their appointment, the
appointment shall be made upon request of a party by the High Court or by the
President, Institution of Engineers (India), Assam State Centre.

d) In an arbitration with sole arbitrator, if the parties fail to agree on the arbitrator
within 30 days from receipt of a request by one party from the other party to so
agree, the appointment shall be made, upon request of a party, by the High
Court or by the President, Institution of Engineers (India), Assam State Centre.

e) Proceedings shall, unless otherwise agreed by the Parties, be held in Guwahati.

f) English language shall be the official language for all purposes.

g) Decision of the sole arbitrator or of a majority of the arbitrators (or of the third
arbitrator if there is no such majority) and the Arbitral Award shall be final and
binding on the parties and the persons claiming under them respectively and
shall be enforceable in any court of competent jurisdiction, and the Parties
hereby waive any objections to or claims of immunity in respect of such
enforcement.

h) The arbitrators and the parties to the arbitration shall maintain confidentiality of
all arbitral proceedings except award where its disclosure is necessary for the
purpose of implementation, enforcement and setting aside of the award.

i) The cost of arbitration shall be equally shared among both the parties.
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6.11

6.12

6.13

6.14

6.15

6.16

6.17

6.18

Legal Jurisdiction:

Any disputes or differences arising under, out of, or in connection with this
work/contract, shall be subject to the exclusive jurisdiction of courts at Guwahati
only.

Mistakes/Errors in submitted Bid:

The Contractor shall be responsible and liable for any change in the work due to any
discrepancies, errors, or omissions in the submitted bid which have arisen due to
inaccurate information or particulars furnished by the Contractor, even though
approved by APGCL.

Indemnification:

The Contractor shall indemnify APGCL against all claims, actions, suits and
proceedings for the infringement or alleged infringement of any patent, design or
copyright protected either in the country of origin or in India for the use of any
equipment supplied by the Contractor but such indemnity shall not cause any use of
the equipment other than for the purposes indicated by or reasonably to be inferred
from the specification.

Subletting Contract:

The Contractor shall not, without the consent in writing of APGCL assign or sublet his
contract, or any substantial part thereof, or interest therein of benefit or advantage
whatsoever, other than for raw materials or for minor details or for any part of the
work of which the Sub-contractors are named in the tender provided any such
consent shall not relieve the Contractor from any obligation, duty or responsibility
under the contract.

Variation of Quantity:

APGCL might increase or decrease the quantity of materials by 20% if so required
and the bidder shall agree to the same and shall supply the materials at the same
quoted rates/prices in BOQ and terms and conditions stipulated in the tender except
in regard to delivery schedule/work completion period, which shall be mutually
agreed upon in case of increase in the ordered quantity from that in the tender.

Co-Operation with Other Contractors:

The Contractor shall agree to co-operate with the APGCL's other contractors for
associated supplies and freely exchange with them such technical information as is
necessary to obtain the most efficient and economical design and to avoid
unnecessary duplication. No remuneration shall come from APGCL for such technical
co-operation.

Contractual Failure:

In the event of contractual failure of any respect on the part of the Contractor,
APGCL shall be entitled to cancel the Contract/Order, forfeit the performance
security deposit or any deposit or any payment due to the Contractor from this or his
other contracts towards the recovery of APGCL's claim for damages arising out of the
failure. In addition, APGCL may black-list or ban the Contractor or pending enquiry,
suspend him or take any other steps considered suitable.

Rejection:

In the event, any of the materials supplied by the Contractor or work executed is
found defective or otherwise not in conformity with the requirements of the
contract/tender specifications, APGCL shall either reject the material/work or request
the Contractor in writing to rectify the same. The Contractor, on receipt of such
notification shall rectify or replace the defective material/rectify the defective work
free of cost to APGCL. If the Contractor fails to do so, APGCL may at its option: -
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(@) Replace or rectify such defective/non-conforming material/correct the defective
work and recover the extra cost so involved plus 15% as overhead charge from
the Contractor, or

(b) Terminate the contract for default, or

(c) Acquire the defective material at a reduced price as considered equitable under
the circumstances.

6.19 Deduction from Contract Price:

All cost, damages or expenses which APGCL may have made for which, under the
contract, the Contractor is liable, may be deducted by APGCL from any money due
or becoming due by APGCL to the Contractor or may be recovered by action at law
or otherwise from the Contractor.

In the event of recovery to the necessary extent becoming impossible owing to
insufficiency of the earnest money/security deposit and withheld amounts, the
balance due to APGCL may at the option of APGCL be recovered from any money
due to the Contractor from APGCL under other contracts with the Contractor.

6.20 Death, Bankruptcy etc.:

If the Contractor becomes bankrupt or being a corporation is in the process of
winding up, amalgamation or reorganization, then APGCL shall be at liberty to: -

(a) Terminate the contract forthwith by notice in writing to the Contractor or to the
liquidator or receiver or to any person in whom the contract may become vested.

(b) Give such liquidator, receiver or other person the option of carrying out the
contract subject to his providing a guarantee for the due and faithful
performance of the contract up to an amount to be determined by APGCL.

In case of death of the Contractor before completion of the work, then APGCL shall
be at liberty to:

(a) Close up the contract and take over the completed portion of work/supply done
and made as per specification and make final payment to the legal heir of the
Contractor on receipt of claim from such legal heir.

(b) Give the contract to the legal heir of the Contractor subject to his depositing a
performance security for the due and faithful performance of the contract. The
performance security amount shall be determined by APGCL commensurate with
the incomplete portion of the work/supply. APGCL will enter into a fresh contract
with the legal heir of the Contractor on the same terms and conditions of the
earlier contract.

6.21 Regulation of Local Authorities:

The Contractor shall abide by the regulation of local Authorities unless such
regulation is repugnant to any terms of the contract agreed upon.

The Contractor is required to fulfill all criteria related to Labour Laws.

The Contractor will also comply with all regulations/directives of both State & Central
Government Pollution Boards.

6.22 Suspension Of Business Dealings with Firms/Contractors:

APGCL may suspend business dealings with a Firm/Contractor, if:

(@) The Central Bureau of Investigation or any other investing agency recommends
such a course in respect of a case under investigation; and if a prima facie case
is made out that the firm is guilty of an offence involving unethical, unlawful,
fraudulent means in relation to business dealings, which, if established, would
result in business dealings with it being banned.

(b) APGCL has past record of non-performance of the Firm in its previously awarded
contracts.

(c) APGCL has record of ban against the Firm by other Government / Public sector
utility.
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6.23

6.24

6.25

(d) However, APGCL shall give the Firm/Contractor a fair chance to explain the
circumstances of such previous suspensions.

Banning Of Business Dealings with Firms/ Contractors:

APGCL may ban business dealings with a Firm/Contractor, if:

(a) The owner (s) of the Firm/Contractor is convicted by a court of law following
prosecution for offences involving unethical, unlawful, fraudulent means in
relation to business dealings.

(b) There is strong justification that the Firm has been guilty of malpractices, such
as, bribery, corruption, fraud, substitution of tenders, misrepresentation,
evasion or habitual default in payment of any Government tax, etc.

(c) The Firm continuously refuses to return government dues without showing
adequate cause and Government are reasonably satisfied that this is not due to
reasonable dispute which would attract proceeding in arbitration or court of law.

(d) The Firm is found guilty of involving in unethical practices, such as:

1. "Corrupt practice" involving offering, giving, receiving or soliciting, directly
or indirectly, of anything of value to influence the action of any such official
procurement process or in contract execution.

2. "Fraudulent practice" involving misrepresentation or omission of facts in
order to influence a procurement process or the execution of a contract to
the detriment of the Employer.

3. "Collusive practice" involving a scheme among bidders (prior to or after
submission) designed to establish bid prices at artificial non-competitive
levels and to deprive the Employer of the benefits of free and open
competition.

4. “Coercive practice” involving harming or threatening to harm directly or
indirectly, persons or their property to influence procurement process or the
execution of a contract.

APGCL may sanction a Firm/Contractor or its successor, including declaring
ineligible, indefinitely or for a period of not less than 3 (three) years.

Language:

Contract as well as all correspondence and documents relating to the Contract
exchanged by the Contractor and the Purchaser (APGCL), shall be written in English
language. Supporting documents and printed literature that are part of the Contract
may be in another language provided they are accompanied by a self-certified
accurate translation of the relevant passages in English language, in which case, for
purposes of interpretation of the Contract, this translation shall govern.

The Contractor shall bear all costs of translation to the governing language and all
risks of the accuracy of such translation, for documents provided by the Supplier.

Joint Venture:
In the case of a Joint Venture: -

a) no partner of the Joint Venture shall submit an independent bid for the same
package for which the Joint Venture submits a bid as this shall constitute
conflict of interest;

b) all partners of the Joint Venture shall be jointly and severally liable for the bid
and for the execution of the Contract in accordance with the terms of the
contract and a relevant statement to this effect shall be submitted by them in
evidence thereof;

c) in the event of the bid of Joint Venture being accepted, they shall either form
a registered Joint Venture Company or a Limited Liability Partnership, or a
Partnership Firm or else the contract documents and the Joint Venture
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Agreement, etc. shall be duly signed and executed in such a manner as may
be required for making it legally binding on all partners and clearly indicating,
amongst other things, the proposed distribution of responsibilities, both
financial as well as technical, for execution of the work amongst them; and

d) the Joint Venture shall nominate a Lead Partner who shall have the authority
to conduct all business for and on behalf of any or all the parties of the Joint
Venture during the bidding process and during execution of the contract. This
authorization shall be evidenced by submitting a power of attorney signed by
the legally authorized signatories of all the partners or, otherwise, all the
parties in Joint Venture shall sign the Agreement.

6.26 Nationality and Origin Requirements:

The Contractor and its Subcontractors shall comply with all applicable eligibility
requirements under Assam Public Procurement Act, 2017 and Assam Public
Procurement Rule, 2020 and as amended from time-to time.

All Goods to be supplied under the contract shall have their origin in India or any
other country with which India has not banned trade relations. The term “origin”
used in this clause means the place where the goods are mined, grown, produced, or
manufactured or from where the related services are arranged and supplied.

6.27 Tax and Duty Responsibility:

The Contractor shall be responsible for all taxes, duties, license fees, etc. incurred
until completion of contracted work of the purchaser (APGCL). The participating
bidder shall submit a self-undertaking on Statutory Tax Compliance as per Form B9.

6.28 Inspection & Testing:

6.28.1 The Contractor shall at its own expense and at no cost to the Purchaser (APGCL)
carry out all such tests and/or inspections of the Offered Goods as specified in this
document or as per any Standard requirement.

6.28.2 The Purchaser (APGCL) or its designated representative shall be entitled to attend
the tests and/or inspections, and the Purchaser (APGCL) will bear its own costs and
expenses incurred owing to traveling and board and lodging expenses only.

6.28.3 Whenever the Supplier (Contractor) is ready to carry out any such test and
inspection, it shall give a reasonable advance notice, including the place and time, to
the Purchaser (APGCL). The Supplier shall obtain from any relevant third party or
manufacturer any necessary permission or consent to enable the Purchaser (APGCL)
or its designated representative to attend the test and/or inspection.

6.28.4 The Supplier (Contractor) shall provide the Purchaser (APGCL) with a report of the
results of any such test and/or inspection.

6.28.5 The Purchaser (APGCL) may reject any Goods or any part thereof that fail to pass
any test and/or inspection or do not conform to the specifications. The Supplier
(Contractor) shall either rectify or replace such rejected Goods or parts thereof or
make alterations necessary to meet the specifications at no cost to the Purchaser
(APGCL), and shall repeat the test and/or inspection, at no cost to the Purchaser
(APGCL), upon giving a notice.

6.28.6 The Supplier (Contractor) agrees that neither the execution of a test and/or
inspection of the Goods or any part thereof, nor the attendance by the Purchaser or
its representative, nor the issue of any report, shall release the Supplier (Contractor)
from any warranties or other obligations under the Contract.
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6.29

6.30

6.31

Confidential Information:

Any information derived or otherwise communicated by the Purchaser (APGCL) to
the Supplier (Contractor) in connection with the contract shall be kept / treated as
secret and shall not without written consent of the Purchaser (APGCL) be published
or disclosed to any third party or made use of by the Supplier except for the purpose
of execution of the contract.

The Purchaser (APGCL) and the Supplier (Contractor) shall keep confidential and
shall not, without the written consent of the other party hereto, divulge to any third
party any documents, data, or other information furnished directly or indirectly by
the other party hereto in connection with the Contract, whether such information has
been furnished prior to, during or following completion or termination of the
Contract. Notwithstanding the above, the Supplier may furnish to its Subcontractor
such documents, data, and other information it receives from the Purchaser to the
extent required for the Subcontractor to perform its work under the Contract, in
which event the Supplier shall obtain from such Subcontractor an undertaking of
confidentiality like that imposed on the Supplier under GTC Clause Copyright.

The Purchaser (APGCL) shall not use such documents, data, and other information
received from the Supplier (Contractor) for any purposes unrelated to the contract.
Similarly, the Supplier shall not use such documents, data, and other information
received from the Purchaser for any purpose other than the performance of the
Contract.

The obligation of a party under GTC Sub-Clauses 6.29 (a, b, c), however, shall not
apply to information that:

i. the Purchaser or Supplier need to share with the such institution(s) participating
in the financing of the Contract;

ii. now or hereafter enters the public domain through no fault of that party;

iii. can be proven to have been possessed by that party at the time of disclosure
and which was not previously obtained, directly or indirectly, from the other
party; or

iv. otherwise lawfully becomes available to that party from a third party that has no
obligation of confidentiality.

The above provisions of GTC Clause 6.29 shall not in any way modify any
undertaking of confidentiality given by either of the parties hereto prior to the date
of the Contract in respect of the Supply/Work or any part thereof.

The provisions of GTC Clause 6.29 shall survive completion or termination for
whatever reason, of the Contract.

Limitation of Liability:

Except in cases of criminal negligence or willful misconduct, the aggregate liability of
the Supplier to the Purchaser, whether under the Contract, in tort or otherwise, shall
not exceed the total Contract Price, provided that this limitation shall not apply to
the cost of replacing the substandard Goods supplied, or to any obligation of the
supplier to indemnify the purchaser with respect to patent infringement.

Copyright:

The copyright in all drawings, documents, and other materials containing data and
information furnished to the Purchaser (APGCL) by the Supplier (Contractor) herein
shall remain vested in the Supplier, or, if they are furnished to the
Purchaser/Authority directly or through the Supplier by any third party, including
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suppliers of materials, the copyright in such materials shall remain vested in such
third party.
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SECTION VII
7.Special Terms and Conditions (STC)

7.1 Terms of Payment:

Payment against invoices shall be made subject to submission and acceptance of a
Performance Bank Guarantee (PBG) as per Clause No. 6.2 of this Tender Document.

A. Payment Terms for Online Dissolved Gas Analyzer (DGA) along with Online
Bushing Monitoring System

The Online Dissolved Gas Analyzer (DGA) along with Online Bushing Monitoring
System shall be supplied, installed, tested and commissioned for the following APGCL
sites:

1. NRPP - two (2) systems, corresponding to two (2) 3-phase transformers; and
2. KLHEP - two (2) systems, corresponding to one (1) 3-phase transformer and
three (3) single phase transformers.

Separate Purchase Orders (POs) shall be issued for NRPP and KLHEP respectively.
The payment under each PO shall be dealt with separately and independently.

(a) Advance Payment
¢ An advance payment equivalent to 10% of the total Supply Part Value,
excluding GST, shall be released against submission and acceptance of an
Advance Bank Guarantee (ABG) for an equivalent amount.
e The ABG shall remain valid until full recovery of the advance amount by
APGCL.

(b) Supply Payment

e After successful completion and acceptance of the entire Supply Part at the
respective site, the Contractor shall submit the Supply Invoice.

e Payment of supply invoice shall be made after recovery of advance payment @
10% of supply invoice (excluding GST) and retention amount @30% of basic
value of supply invoice.

e The retained amount shall be paid after successful completion of the service
part works as detailed below.

e 100% of the applicable GST on the Supply Invoice shall be paid along with the
Supply Part payment, subject to applicable statutory deductions and
compliance with the applicable GST provisions.

The Supply Part shall be considered complete only upon completion and acceptance of
the entire supply scope applicable to the respective site, including all common items
applicable to the two transformers at that site.

The Contractor shall not be required to wait for completion of the Supply Part at the
other site for submission of the Supply Invoice or processing of payment under the
respective PO.

(c) Service Payment
e 100% of the Service Part value, including applicable GST, together
with the above-mentioned balance 30% payment pertaining to the
Supply Part under the respective PO, shall be released upon completion of
all the below mentioned services:

1. successful completion of Installation, Testing and Commissioning (ITC) of
the supplied Online DGA and Online Bushing Monitoring Systems for
transformers at the respective site;
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2. successful Demonstration and Training of APGCL personnel at the respective
site for normal day-to-day operation and maintenance of the supplied
systems; and

3. submission and acceptance of all relevant documents, test reports,
commissioning reports, warranty certificate, work completion report of Site,
and other documents required under the Tender.

The payment under the NRPP PO and KLHEP PO shall be processed
independently, and completion of the work under one PO/site shall not be a pre-
condition for processing payment under the other PO/site.

B. Payment Terms for Portable Partial Discharge (PD) Analyzer:

01 (one) no. Portable PD Analyzer shall be supplied along with service at LTPS.
(a) Advance Payment

e An advance payment equivalent to 10% of the Supply Part Value of the
Portable Partial Discharge (PD) Analyzer, excluding GST, shall be
released against submission and acceptance of an Advance Bank Guarantee
(ABG) for an equivalent amount.

e The ABG shall remain valid until full recovery of the advance amount by
APGCL.

The Contractor shall submit separate invoices for the supply and service components
of the works.

(b) Supply Payment

e After successful completion and acceptance of the entire Supply Part at the
respective site, the Contractor shall submit the Supply Invoice.

e Payment of supply invoice shall be made after recovery of advance payment @
10% of supply invoice (excluding GST) and retention amount @30% of basic
value of supply invoice.

e 100% of the applicable GST on the Supply Invoice shall be paid along with the
Supply Part payment, subject to applicable statutory deductions and
compliance with the applicable GST provisions.

e The retained amount shall be paid after successful completion of the service
part works as detailed below:

The Supply Part shall be considered complete only upon completion and acceptance of
the entire supply scope applicable to the respective site.

(c) Service Payment

100% of the Service Part value, including applicable GST, together with the
above-mentioned balance 30% payment pertaining to the Supply Part under the
respective PO, shall be released upon completion of Commissioning along with
Demonstration of operation of supplied equipment and Training of APGCL
personals at each site in normal day to day operation and maintenance of the
supplied system and on submission of all documents including Warranty
Certificate, site completion/acceptance certificate.

C. Payment Terms for Portable Dissolved Gas Analyzer (DGA):

One (1) Portable Dissolved Gas Analyzer (DGA) shall be supplied at each of the
following APGCL sites along with service:

1. LTPS - one (1) Portable DGA; and
2. KLHEP - one (1) Portable DGA.
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Since the supplies are for two different APGCL sites, separate Purchase Orders
(POs) shall be issued for LTPS and KLHEP respectively. The payment,
advance, recovery of advance and release of payment shall be dealt with
separately and independently for each PO/site.

(a) Advance Payment
For each PO, an advance payment equivalent to 10% of the Supply Part Value
of the Portable DGA for the respective site, excluding GST, shall be
released against submission and acceptance of an Advance Bank Guarantee
(ABG) for an equivalent amount.

The ABG submitted against each PO shall remain valid until full recovery of the
advance amount pertaining to that PO.

The Contractor shall submit separate invoices for the supply and service components
of the works.

(b) Supply Payment

e After successful completion and acceptance of the entire Supply Part at the
respective site, the Contractor shall submit the Supply Invoice.

e Payment of supply invoice shall be made after recovery of advance payment @
10% of supply invoice (excluding GST) and retention amount @30% of basic
value of supply invoice.

e 100% of the applicable GST on the Supply Invoice shall be paid along with the
Supply Part payment, subject to applicable statutory deductions and
compliance with the applicable GST provisions.

e The retained amount shall be paid after successful completion of the service
part works as detailed below:

The Supply Part shall be considered complete only upon completion and acceptance of
the entire supply scope applicable to the respective site.

(c) Service Payment

100% of the Service Part value, including applicable GST, together with the above-
mentioned balance 30% payment pertaining to the Supply Part under the
respective PO, shall be released upon completion of Commissioning along with
Demonstration of operation of supplied equipment and Training of APGCL
personals at site in normal day to day operation and maintenance of the supplied
system and on submission of all documents including Warranty Certificate, site
completion/acceptance certificate.

The payment under the LTPS PO and KLHEP PO shall be processed
independently, and completion of the requirements under one PO/site shall not be a
pre-condition for processing payment under the other PO/site.

Paying Authority:

The Chief General Manager (F&A), APGCL,
3rd Floor, Bijulee Bhawan, Paltan Bazar,
Guwahati-781001.

Note:

e All bills are to be processed through the General Managers of respective APGCL
sites at NRPP, KLHEP, LTPS wherever the Contractor has supplied the materials
and executed the work.

e Performance Security Deposit shall be submitted within twenty-eight (28) days of
the receipt of Letter of Acceptance/Order from the Procuring Entity (APGCL) or
before signing of the Contract, whichever is earlier.
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7.2

)

7.3

7.3.1

a)

Warranty Clause:

The materials supplied as well as workmanship shall carry a warranty covering a
minimum period for rectification/free replacement thereof. The Contractor warrants
that all the Goods are new, unused, and of the most recent or current models, and
that they incorporate all recent improvements in design and materials, unless provided
otherwise in the Tender document of APGCL. The Contractor further warrants that the
Goods shall be free from defects arising from any act or omission of the Contractor or
arising from design, materials, and workmanship, under normal use in the conditions
prevailing in the state.

The term “period of warranty" shall be as follows: -

A. For Online Dissolved Gas Analyzer (DGA) along with Online Bushing
Monitoring System: - The warranty period shall be of 12 (Twelve) months from
the date of successful commissioning & handover of all the ordered
equipment/materials at respective APGCL Sites or 18 (Eighteen) months from the
date the ordered materials are received at respective APGCL Sites in full and good
and acceptable condition, whichever is earlier.

B. For Portable Partial Discharge (PD) Analyser: -The warranty period shall be

of 18 (Eighteen) months from the date the ordered materials are received at
respective APGCL Site in full and good and acceptable condition.

C. For Portable Dissolved Gas Analyzer (DGA): - The warranty period shall be of
18 (Eighteen) months from the date the ordered materials are received at
respective APGCL Sites in full and good and acceptable condition.

During the above period of warranty, the Contractor shall rectify all defects in
design, materials and workmanship that may develop under normal use of the
equipment/materials upon written notice from the APGCL Engineer who shall
indicate in what respects the equipment is faulty. This rectification/free
replacement must be carried out within a reasonable period as determined and
directed by the APGCL. The cost of rectification/free replacement will be to the
Contractor’s account.

If the Contractor fails to rectify the defects within a reasonable time, APGCL may fix a
date by which the Contractor would rectify the defects, failing which the APGCL may:
a) Carry out remedial work himself or through others, in a reasonable manner and
at the contractor’s risk and cost. The cost incurred by APGCL in remedying the
defects shall be recovered from the Contractor by APGCL.
b) Determine and certify a reasonable reduction in the contract price or
c) May terminate the contract in respect of such parts of the work and APGCL
shall be entitled to recover all sums paid for such parts of the work.
d) May forfeit either in part or in full, Performance Security Deposit.

Mandatory Service, Data Analysis, and Post-Warranty Support Conditions

The Bidder and the Original Equipment Manufacturer (OEM) shall comply with the
following service, operational, and maintenance obligations for the Online Monitoring
System of Generator Transformers.

Scope of Services During the Warranty Period
During the entire warranty period, the Bidder shall provide the following services at no

additional cost to APGCL:

On-Demand Testing and Analysis of the supplied Portable Partial Discharge
(PD) and Portable Discharge Gas Analyser (DGA) system:
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b)

d)

7.3.2

Whenever abnormal partial discharge (PD) readings or abnormal DGA reading is
detected by the supplied Portable PD/Portal DGA system or when requested by the
APGCL based on operational necessity, the Bidder shall immediately deploy qualified
technical specialists/engineer to carry out on-site PD measurements analysis, DGA
measurement analysis, data acquisition, and diagnostic analysis using the portable PD
and portable DGA measuring equipment supplied under this Contract/Tender. Also,
bidder shall take necessary corrective measures immediately to resolve any calibration
error of the supplied items, undertake faulty sensors repair/replacements and
repair/replacement of faulty instruments, all faulty items, etc. Such services shall be
provided without additional cost to APGCL during the warranty period.

Online DGA Data and Online Bushing Monitoring Data System Analysis and
Reporting

The Bidder shall provide expert review and interpretation of online Dissolved Gas
Analysis (DGA) data and Online Bushing Monitoring Data System data, validation of
alarms, trend analysis, fault diagnosis, and periodic diagnostic reports throughout the
warranty period. Additional diagnostic analysis shall be provided whenever abnormal
conditions or alarms are observed or reported by APGCL. Whenever abnormal DGA
readings/values or abnormal bushing monitoring readings/values are detected by the
supplied system or when requested by the APGCL based on operational necessity, the
Bidder shall immediately deploy qualified technical specialists/engineer to carry out
on-site analysis, measurement, data acquisition, and diagnostic analysis using the
online DGA measuring and online bushing monitoring equipment supplied under this
Contract/Tender. Also, bidder shall take necessary corrective measures immediately to
resolve any calibration error of the supplied items, undertake faulty sensors
repair/replacements and repair/replacement of faulty instruments, all faulty items,
etc. Such services shall be provided without additional cost to APGCL during the
warranty period.

Preventive Maintenance

The Bidder shall carry out preventive maintenance of the above-mentioned supplied
monitoring system (Online DGA & Bushing Monitoring system, Potable DGA, Portable
PD and Servers, etc.) including calibration or verification of sensors wherever
applicable, firmware/software updates, system health checks, and diagnostic
evaluation of online partial discharge events in accordance with the OEM's
recommendations.

Local Technical Support

The Bidder shall ensure deployment of qualified service personnel from the OEM or its
authorized Indian service organization to attend the site within forty-eight (48) hours
of service notification for faults requiring site intervention. The service personnel shall
be equipped with the necessary tools, test equipment, and genuine spare parts to
restore the system to normal operation at the earliest.

Mandatory Indian Service Support Infrastructure

The products offered and supplied under this Tender/Contract, irrespective of the
country of manufacture or the number of OEMs involved, shall be supported by an
established and operational service centres located in India.

The Bidder shall ensure that each OEM whose products form part of the offered
solution maintains either:

a permanent service centre or wholly owned service office in India with trained
technical personnel, diagnostic facilities, and access to genuine spare parts.

Or,
an authorized service centre in India with trained technical personnel, diagnostic
facilities, and access to genuine spare parts.

The Indian service organization shall be capable of providing installation support,
commissioning assistance, warranty services, preventive maintenance, fault diagnosis,
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7.3.3

7.4

repairs, software and firmware support, calibration support wherever applicable, and
supply of genuine spare parts throughout the life of the equipment.

Documentary evidence of the existence of Indian Service
Infrastructure/Indian Service Centre as stated above, including the
address(es) of the service centre(s), organization details, and contact
information, shall be submitted along with the technical bid. Non submission

of such document shall render the bid as non-responsive.

Post-Warranty OEM Support

The Bidder shall submit a binding undertaking from the respective OEM(s)
confirming the availability of genuine spare parts, software support, and
qualified technical services for the Offered and Supplied equipment under
this Tender for a minimum period of five (5 ears after expiry of the
warranty period.

The above confirmation document shall be submitted along with the technical
bid. Non submission of such document shall render the bid as non-

responsive.

Work Completion Period:

A. For Online Dissolved Gas Analyzer (DGA) along with Online Bushing

Monitoring System:

Supply Part: The Work Completion Period for the complete supply of all the
materials against Online Dissolved Gas Analyzer (DGA) along with Online Bushing
Monitoring System, Server, etc. at NRPP and KLHEP, as per APGCL Order, shall be
Ninety (90) days from the date of drawing approval by APGCL. However, bidder
will submit all drawings and documents for approval to APGCL within 21 days from
date of issue of Purchase Order.

Installation, Testing and Commissioning Part (Service Part): The installation,
testing, and commissioning of the above materials against Online Dissolved Gas
Analyzer (DGA) along with Online Bushing Monitoring System, Servers, etc. and
Demonstration and Training of the normal day-to-day Operation and maintenance of
the above supplied equipment/system to APGCL Site Personnel at NRPP and KLHEP
shall be completed within Fifteen Days (15) days per individual site
(KLHEP/NRPP) from the date of issue of respective site clearance by APGCL.

The Bidder shall submit the breakup of their Order Execution Schedule during
submission of their technical bid and they shall adhere to the submitted Order
execution Schedule during order execution.

Timeline for Work Execution

No. of Days from issue of
the PO (order)

a. | Beginning of Manufacturing Process

b. | Completion of Manufacturing

;t’lraply M_aterials Ready for dispatch at
Part c. | bidder's/manufacturer’s
(Item fa‘ctory/warehousse.
Wise): d. | Dispatch of Materials
e Transportation Time to respective
" | site (NRPP & KLHEP).
£ Delivery at respective site (NRPP &

KLHEP).




PngP 59 onf 94

and KLHEP Sites.

a.
b. | The bidder shall mention milestone
For . . . .
Service Cc. | wise timeline of the work execution
d. | schedule of the Service Part at NRPP
Part: o
f.

Liguidated damage due to delay in supply/completion of erection, installation and
commissioning work shall be levied as per the Liquidated Damage Clause of this

tender.

B. For Portable Partial Discharge (PD) Analyser: -

The Work Completion Period for the complete supply of all the materials against
portable partial discharge (PD) Analyser along with Commissioning and
Demonstration of operation of supplied equipment and Training of APGCL
personals at site in normal day to day operation and maintenance of the supplied
system as per APGCL Order, shall be Ninety (90) days from the date of issue of
Work/Purchase Order.

The Bidder shall submit the breakup of their Order Execution Schedule during
submission of their technical bid and they shall adhere to the submitted Order
execution Schedule during order execution.

Timeline for Work Execution

For
Supply
Part
(Item
Wise):

No. of Days from issue of
the PO (order)

Beginning of Manufacturing Process

Completion of Manufacturing

Materials Ready for dispatch at
bidder's/manufacturer’s
factory/warehouse.

Dispatch of Materials

Transportation Time to respective
site (LTPS).

Delivery at respective site (LTPS).

Service:

Commissioning along with
Demonstration of operation of
supplied equipment and Training of
APGCL personals at site in normal
day to day operation and
maintenance of the supplied system.

Liquidated damage due to delay in supply along with Demonstration and Training of
the normal day-to-day operation & maintenance of the supplied system to APGCL
Site personnel by the Contractor at LTPS shall be levied as per the Liquidated
Damage Clause of this tender.

C. For Portable Dissolved Gas Analyser (DGA): -

The Work Completion Period for the complete supply of all the materials against
portable dissolved gas analyser (DGA) along with Commissioning and
Demonstration of operation of supplied equipment and Training of APGCL
personals at site in normal day to day operation and maintenance of the supplied
system
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at LTPS, KLHEP sites, as per APGCL Order, shall be Ninety (90) days from the date
of issue of Work/Purchase Order.

The Bidder shall submit the breakup of their Order Execution Schedule during
submission of their technical bid and they shall adhere to the submitted Order
execution Schedule during order execution.

Timeline for Work Execution

No. of Days from issue of
the PO (order)

a. | Beginning of Manufacturing Process

For b. | Completion of Manufacturing

Supply Materials Ready for dispatch at
Part c. | bidder's/manufacturer’s

(Item factory/warehouse.

Wise): d. | Dispatch of Materials

Transportation Time to respective
site (LTPS).

Delivery at respective site (LTPS).

Commissioning along with
Demonstration of operation of
supplied equipment and Training of
Service: | a. | APGCL personals at site in normal
day to day operation and
maintenance of the supplied system
at LTPS and KLHEP.

Liquidated damage due to delay in supply along with Demonstration and Training of the
normal day-to-day operation & maintenance of the supplied system to APGCL Site
personnel by the Contractor at LTPS & KLHEP sites shall be levied as per the Liquidated
Damage Clause of this tender.

7.5 Liquidated Damage (LD):

The date of delivery/completion of erection, installation and commissioning work and
demonstration and training work shall be deemed to be the essence of the contract
and shall be completed not Ilater than the date specified in the purchase
order/contract. In case of failure to deliver the material/ equipment/complete the work
in full within the stipulated work completion time period, the Purchaser/Employer
(APGCL) shall be entitled to: -

7.4.1 Recover an amount at the rate of 1% (one percent) of the Contract Price/Order
value of Material/Service delayed per week or part thereof of delay, subjected to
maximum of 10% (ten percent) of the Contract Price/Order value of
Material/Service delayed as Liquidated Damage. However, the payment of
liqguidated damage shall not in any way relieve the Contractor from any of its
obligation to complete the work or from any other obligation and liabilities of the
Contractor under the Contract/as per order.

7.4.2 Purchase the undelivered material/equipment from elsewhere or to complete the
balance work, giving notice to the Contractor and to recover any extra
expenditure incurred thereby for having to purchase these materials or complete
the work at a higher price, at risk and responsibility of the Contractor.

7.4.3 Cancel the Contract/Work Order wholly or in part and to purchase
materials/equipment and execute the work at the full risk and cost of the
Contractor and forfeit the security deposit.
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7.6

7.7

7.6.1

7.6.2

7.6.3

7.6.4

Technical Specifications, Drawings, etc.:

The following shall be provided by the bidder in their technical bid:

() Technical details of the products offered.
(b) Any other relevant information related to the work.

Note: The technical specifications of the offered products should match
with APGCL Bid specifications as provided in this Tender.

Inspection, Testing, and Dispatch Clearance
(Shall be read in conjunction with Clause No. 6.28).

Right of Inspection:

APGCL reserves the right to carry out inspection and/or witness acceptance and
routine tests of the manufactured equipment/goods either during the fabrication
process or after the completion of manufacturing.

Intimation for Inspection:

The Contractor shall inform the Chief General Manager (Gen.), APGCL at least 15
(fifteen) days in advance regarding the period when the materials will be ready for
inspection and testing at the manufacturer’s works. APGCL shall depute its engineers
to witness the inspection and testing activities.

Factory Acceptance Tests (FAT):
The bidder shall arrange for the conduct of all Factory Acceptance Tests in
accordance with relevant IS/IEC standards free of charge to APGCL.

Dispatch Clearance:

Materials shall be dispatched to the site only after receiving dispatch clearance from
the Chief General Manager (Gen.), APGCL, subsequent to satisfactory testing and
inspection.

7.8 Maximum Input Tax Credit (ITC) Utilization:

The maximum Input Tax Credit (ITC) utilization ratio by Contractors will be 75%
(seventy five percent) under this tender/contract.

The bidder shall have to submit in technical bid a Signed and Sealed certificate
confirming compliance with the applicable provisions of the GST Acts, Rules and other
relevant statutory requirements in discharging the outward tax liability by ITC. A
standard format for the same is provided under Bidding Forms, Form B-10 under
SECTION-V of this document and bidder shall sign-seal and submit the same in
technical bid.

Note: For the above details regarding ITC, bidders are requested to go through the
notification No. eCF No. 803347/20, dated 11/07/2026 issued by the Finance
(Taxation) Dept. Govt. of Assam is attached herewith as Annexure - A.

7.9 Cyber Security Clause:

All bidders shall adhere to the Order of Ministry of Power, Govt. of India, No.
12/34/2020 - T&R, dated 24/12/2021 and No. 25-10/72/2024-PG, dated
06/08/2025 regarding Testing of power system equipment for use in the Supply
System and Network in the Country for Cyber Security and shall also follow all the
Guidelines of CEA for Cyber Security, 2021. The products offered and thereafter
supplied by bidder shall adhere to the above Order and Guidelines. Bidder shall
submit all the requisite documents in this regard including Test Certificates, etc. for
designated laboratories and shall fulfil all the mandatory requirements in this regard.
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7.10

Bidder shall submit his signed & sealed confirmation regarding adherence to the
above requirements along with all mandatory documents, test reports, etc. in
technical bid.

Note: Order of Ministry of Power, Govt. of India, No. 12/34/2020 - T&R, dated
24/12/2021 and No. 25-10/72/2024-PG, dated 06/08/2025 and Guidelines of CEA
for Cyber Security, 2021 are attached herewith for reference of bidders.

Mandatory documents:

The bidder must upload the scanned copies of the following mentioned documents
along with the technical bid on assamtenders.gov.in, failing which the submitted bid of
the bidder may be treated non-responsive.

(a) Site visit Report.

(b) Copy of PAN Card and EPF Registration.

(c) Copy of GST Registration Certificate of the bidder’s Firm.

(d) Documents related to bidder’s eligibility and past experience.

(e) Documents related to bidder’s Firm: Certificate of registration of the Firm (in
case of Solo Proprietor)/ Certificate of Incorporation (in case of Company),
Joint Venture Agreement, whichever is applicable. Note: In case of Joint
Venture (JV), the bidder must be the Lead Partner in the JV.

(f) Documents related to the bidder’s average annual turnover and Net Worth
during 03 (three) Financial Year (FY 2022-23, 2023-24 & 2024-25) These
documents must be certified by a Chartered Accountant.

(g) Technical documents, Test Certificates, etc. of the products offered.

(h) Payment proof of EMD.

(i) All Bidding Forms (B1 to B11), duly filled up as per the instructions
provided therein.

(j) Compliance and Acceptance to Clauses and Terms and Conditions, Technical
Requirement and Specifications of the Materials/Work, etc. of this tender.

(k) All requisite documents, test reports, etc. regarding Cyber Security Guidelines.

(I) Availability of Mandatory Service Support Infrastructure in India
confirmation.

(m) Confirmation for fulfiiment of bidder’'s and OEM obligations under
Warranty Clause and Post-Warranty OEM Support confirmation as per
this Tender.

(n) All other documents as sought in this Tender.

(o) Any other document as deemed necessary as per this Tender.

--Sd--
Chief General Manager (Gen),
APGCL, Guwahati-1.

Annexures:

1.

2.
3.

Annexure -A: Notification No. eCF No. 803347/20, dated 11/07/2026 issued by the
Finance (Taxation) Dept. Govt. of Assam

Annexure-I: Technical Specifications.

Annexure-II: Order of Ministry of Power, Govt. of India, No. 12/34/2020 - T&R,
dated 24/12/2021.

. Annexure-III: Order of Ministry of Power, Govt. of India, No. 25-10/72/2024-PG,

dated 06/08/2025

. Annexure-IV: Guidelines of CEA for Cyber Security in Power Sector, 2021.
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Annexure-I:

PART A

TECHNICAL SPECIFICATION FOR ONLINE CONDITION MONITORING SYSTEM
(OCMS) FOR POWER TRANSFORMERS USING ONLINE DISSOLVED GAS
ANALYSIS AND ONLINE BUSHING MONITORING

1.0 SCOPE OF SUPPLY
This specification covers the design, engineering, manufacture, testing, supply, installation,
commissioning, integration, training and warranty support of an Online Condition Monitoring
System (OCMS) for oil-filled power transformers.
The system shall continuously monitor the health of transformers by acquiring, processing and
analysing data from online monitoring devices installed on the transformer and presenting
diagnostic information to plant personnel through a centralized monitoring platform.
The system shall be suitable for retrofit installation on existing transformers without adversely
affecting transformer safety, insulation integrity or normal operation.
The scope shall include all hardware, software, communication equipment, accessories,
mounting arrangements, cables, connectors, interface devices and services necessary for
complete and reliable operation of the monitoring system.
The monitoring system shall, as a minimum, include:

e Online Dissolved Gas Analysis (DGA) including moisture-in-oil measurement.

e Online monitoring of transformer bushings.

e Local monitoring units.

e Central monitoring server/workstation.

o Diagnostic and analytical software.

o Communication interfaces for integration with existing SCADA/DCS systems.
« Engineering, installation, commissioning, testing and training.

The contractor shall supply all accessories required for complete installation whether specifically
mentioned in this specification or not.

2.0 APPLICABLE STANDARDS
Unless otherwise specified, the equipment shall comply with the latest editions of the following
standards.

Standard Description

IEC 60599 Mlnere}l oil-filled electrical equipment — Interpretation of dissolved gas
analysis

IEC 60422 Mineral insulating oils — Supervision and maintenance

IEC 60076 Series  Power Transformers

IEC 61850 Communication Networks and Systems

IEC 60870-5-

101/104 Telecontrol Protocols

IEEE C57.104 Guide for Interpretation of Gases Generated in Mineral Oil
IEEE C57 Series Transformer Monitoring Guidelines
IEC 61000 Series  Electromagnetic Compatibility
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Standard Description
IEC 60529 Degree of Protection (IP Code)

Equipment complying with equivalent internationally accepted standards shall also be
acceptable.

3.0 GENERAL REQUIREMENTS

The Online Condition Monitoring System shall continuously monitor the operating condition of
the transformer and provide early warning of developing faults through advanced monitoring,
diagnostics and alarm functions.

The monitoring system shall support condition-based maintenance and asset management by
providing reliable operational data, diagnostic recommendations and historical trends.

The monitoring system shall be suitable for continuous unattended operation in outdoor
substation environments.

The monitoring solution may consist of one or more interconnected monitoring devices provided
they operate as an integrated system through a common software platform.

The system architecture shall permit future expansion for integration of additional transformers
and monitoring devices without replacement of existing equipment.

The monitoring platform shall permit centralized monitoring of multiple transformers located
within the same station.

The monitoring system shall remain operational without interruption during normal transformer
loading conditions.

Failure of one monitoring module shall not affect the operation of remaining monitoring
modules.

The system shall automatically recover after restoration of auxiliary power without loss of
configuration or stored historical data.

4.0 FUNCTIONAL REQUIREMENTS
The monitoring system shall provide, as a minimum, the following functions.

4.1 Online Monitoring

The system shall continuously acquire, store and analyse measured values from connected
monitoring devices.

Measured data shall be automatically time stamped and archived.

Historical trends shall be available for user-selected periods.

4.2 Early Fault Detection
The monitoring software shall continuously evaluate measured parameters using recognised
diagnostic techniques to identify abnormal operating conditions including:

e Thermal faults

o Electrical discharges

o Partial discharge indications

e Arcing

o Insulation deterioration

e Moisture ingress

o Bushing insulation deterioration

The software shall generate configurable alarms whenever monitored values exceed preset limits
or abnormal trends are detected.
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4.3 Condition Assessment

The monitoring system shall evaluate transformer condition using internationally recognised
diagnostic methods and asset health algorithms.

The software shall provide graphical indication of transformer condition together with
recommended maintenance actions where applicable.

Health indices shall be user configurable.

4.4 Alarm Management
The monitoring system shall support:
e Warning alarms

o High alarms
e Critical alarms

Alarm limits shall be individually configurable.
Alarm acknowledgement shall be recorded.
Alarm history shall remain permanently stored within the system database.
Alarm outputs shall be available through:
o Digital relay contacts

o Ethernet communication
e I[EC61850

e Modbus TCP/IP

e DNP3

o [EC 60870-5-104

4.5 Data Storage

Measured data, calculated parameters, events and alarms shall be stored for not less than five (5)
years.

The database shall automatically prevent data corruption following power interruptions.

Data backup and restoration facilities shall be provided.

5.0 SYSTEM ARCHITECTURE
The monitoring system shall comprise:
o Field-installed monitoring devices.

e Local communication network.

o Central monitoring server/workstation.
o Engineering workstation (if required).
o Web-based user interface.

The offered system may employ distributed field devices provided all information is available
through a common integrated software platform.
Routine operation and monitoring shall not require proprietary client software. Access through
standard web browsers shall be available.
Configuration software, where required for engineering purposes, shall be supplied without
additional licensing charges.
The architecture shall support integration of future monitoring devices including but not limited
to:

e Cooling system monitoring
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e Load current monitoring

e Ambient condition monitoring

o Partial discharge monitoring

e Transformer vibration monitoring

6.0 GENERAL TECHNICAL REQUIREMENTS

6.1 Enclosure

Outdoor monitoring equipment shall have minimum protection of IP55 in accordance with IEC
60529.

Enclosures shall be corrosion resistant and suitable for tropical outdoor environments.

6.2 Environmental Conditions

Unless otherwise specified, equipment shall operate under the following conditions:
Ambient temperature: -10°C to +55°C

Relative humidity: 5% to 95% non-condensing

Altitude: Up to 1000 metres above mean sea level.

Equipment suitable for higher altitude shall be corrected as per IEC recommendations.

6.3 Auxiliary Supply
Auxiliary supply shall be: 220 V DC
Equipment shall withstand supply variations of +15%.

6.4 Electromagnetic Compatibility
The monitoring system shall comply with IEC 61000 requirements for immunity and emission.

6.5 Communication Interfaces
The monitoring devices shall support one or more of the following interfaces:
e Ethernet

o Fibre Optic
e RS-485
e USB (maintenance only)

Supported communication protocols shall include:
e IEC 61850

e Modbus TCP/IP
e Modbus RTU

e« DNP3

o [EC 60870-5-104

Equivalent internationally accepted industrial communication protocols may also be offered.

6.6 Time Synchronization
The monitoring system shall support synchronization using one or more of the following:
e NTP/SNTP

e [EC 61850 time synchronization
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e IRIG-B (optional)

6.7 Cybersecurity
The monitoring system shall provide:
o Password-protected access.

e Role-based user management.

e Audit trail.

e Secure communication.

o User authentication.

o Event logging.

e Configuration backup and restoration.

The software shall permit future cybersecurity updates throughout the supported product life.

6.8 Expandability

The monitoring platform shall permit addition of future monitoring functions without
replacement of the central server.

Additional transformers shall be incorporated through software configuration and installation of
associated monitoring devices.

7.0 ONLINE DISSOLVED GAS ANALYSIS (DGA) MONITORING SYSTEM

7.1 General
The Online Dissolved Gas Analysis (DGA) Monitoring System shall continuously monitor
dissolved fault gases and moisture in transformer insulating oil to provide early indication of
developing electrical and thermal faults.
The monitoring system shall be suitable for continuous online operation without interruption to
transformer service and shall be designed specifically for installation on oil-filled power
transformers.
The offered equipment shall be a proven commercial product with successful operating
experience on power transformers of similar voltage class and capacity.
The complete monitoring system shall include:

e Online DGA monitor

e Oil sampling system

e Oil inlet and return piping

e Moisture measurement

e Local controller

o Communication interface

o Diagnostic software

e Mounting accessories

e Interconnecting cables

o Calibration accessories (if applicable)

The equipment shall not adversely affect transformer insulation, oil quality or normal operation.
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7.2 Measurement Technology
The DGA monitor shall employ a proven online gas analysis technology such as:
o Photoacoustic Spectroscopy (PAS)

e Gas Chromatography (GC)

e Near Infrared (NIR) Spectroscopy

e Membrane-based gas extraction with optical or chromatographic detection
e Any other internationally proven equivalent technology

The bidder shall clearly describe the measurement principle adopted.
The proposed technology shall individually measure each gas and shall not rely solely on
estimation or composite gas calculations.

7.3 Parameters to be Measured
The monitoring system shall continuously measure the following gases dissolved in transformer
oil.

Gas Symbol
Hydrogen H:
Methane CH4
Ethane C:Hs
Ethylene C:Ha
Acetylene C:H:
Carbon Monoxide CO
Carbon Dioxide CO:
Oxygen 0O:
Nitrogen N2

Moisture in Oil  H20
The bidder may offer additional measured parameters if available.

7.4 Measurement Range
Minimum measurement capability shall be as follows.

Parameter Minimum Measuring Range

H- 5-3000 ppm

CHa4 5-5000 ppm

C2Hs 5-5000 ppm

C2Ha4 5-5000 ppm

C:He 1-3000 ppm

CO 5-10000 ppm

CO: 20-20000 ppm

02 100-25000 ppm

N2 10000-100000 ppm

Moisture ~ Water activity (%) and/or ppm
Equivalent or superior measuring ranges shall be acceptable.

7.5 Measurement Accuracy
The minimum measurement accuracy shall be:
Gas measurement: £5 % of reading or better
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Moisture measurement: 3 % of measured value or better
Repeatability: Better than £2 %
Resolution shall be appropriate to the measuring range and sufficient for reliable fault diagnosis.

7.6 Sampling System
The DGA monitor shall include an automatic oil sampling system specifically designed for
continuous online operation.
The oil circulation system shall include:
e Separate oil inlet

e Separate oil return

o Isolation valves

o Oil filter (where required)
e Air-tight connections

o Leak-free fittings

The oil sampling arrangement shall ensure representative oil sampling while minimizing
contamination and ingress of atmospheric air.
The complete oil circuit shall withstand transformer operating oil pressure and temperature.

7.7 Measurement Frequency

Measurement interval shall be user configurable.

The system shall permit automatic measurement intervals between:
1 hour and 24 hours

Manual measurements shall also be possible.

7.8 Self-Diagnostics
The monitoring equipment shall continuously perform automatic self-diagnostics.
The system shall monitor, as applicable:

o Internal electronics

e Pump operation

e Sensor health

o QGas extraction efficiency
e Oil flow

o Internal temperature

o Communication status

e Memory status

e Power supply

Diagnostic alarms shall be generated whenever abnormal operating conditions are detected.

7.9 Calibration

The DGA monitor shall be factory calibrated.

Routine field calibration shall not normally be required.

Where periodic calibration is recommended, the bidder shall specify:
e (alibration interval
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e Calibration method

e Calibration equipment required
e (alibration gases

e Time required

Automatic calibration functions, if available, shall be described.

7.10 Diagnostic Functions
The monitoring software shall automatically evaluate measured gas concentrations using
internationally accepted diagnostic techniques including, but not limited to:

e IEC 60599

o IEEE C57.104

e Duval Triangle

e Duval Pentagon (where applicable)
e Rogers Ratio

e Doernenburg Ratio

o Key Gas Method

Equivalent internationally recognised diagnostic methods may also be provided.
The software shall automatically indicate probable fault types, including:
o Partial discharge

e Low-energy discharge

o High-energy discharge

e Thermal fault (<300°C)

e Thermal fault (300-700°C)

o High-temperature thermal fault
e Cellulose degradation

e Overheating

e Air ingress

e Abnormal moisture condition

The software shall provide diagnostic comments.

7.11 Trending and Data Analysis
The software shall provide graphical trending for:
e Individual gas concentrations

e Total dissolved combustible gas (TDCG), where applicable
e (Gas generation rate

e Moisture
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e Qasratios
e Historical comparison
e Alarm history

Users shall be able to display multiple gases simultaneously.
Trend intervals shall include:

e Hourly

e Daily

e  Weekly
e Monthly
e Yearly

7.12 Alarm Functions

The monitoring system shall support configurable alarm levels including:

e Advisory
e Warning
e Critical

Alarm settings shall be independently configurable for:
e Individual gas concentration

e QGas generation rate
e Moisture

Gas ratios

¢ Sensor malfunction

Internal diagnostics
e Communication failure

Alarm acknowledgement shall be recorded in the event log.

7.13 User Interface

Routine operation shall be possible through any standard web browser without requiring

proprietary runtime software.
The system shall provide:
e Real-time measurements

o Historical trends

e Alarm summaries
o Event logs

o Status dashboard
e Diagnostic reports

o Configuration menus
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e Data export

A local display or HMI shall facilitate maintenance and diagnostics.

7.14 Data Storage

The DGA monitor shall internally store measurements and events in the event of communication
failure.

Stored data shall automatically synchronize with the central server once communication is
restored.

Data shall not be lost following auxiliary power interruption.

7.15 Communication
The DGA monitor shall support one or more of the following interfaces:
o Ethernet

e RS-485
e Fibre Optic
o USB (maintenance only)

Supported communication protocols shall include:
e IEC61850

e Modbus TCP/IP
e Modbus RTU

o« DNP3

o IEC 60870-5-104

Equivalent internationally accepted protocols shall also be acceptable.

7.16 Environmental Requirements
Outdoor equipment shall have a minimum protection level of IP55.
Equipment exposed to direct sunlight shall be UV resistant.

7.17 Performance Requirements
The DGA monitoring system shall:
e Operate continuously without interrupting transformer service.

e Require minimum routine maintenance.

e Automatically recover following restoration of auxiliary power.
o Retain configuration during power failure.

o Detect communication failure.

o Generate internal diagnostic alarms.

e Permit firmware updates without replacement of hardware.

e Support remote diagnostics by authorized users.
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8.0 ONLINE TRANSFORMER BUSHING MONITORING SYSTEM

8.1 General

The transformer shall be equipped with an Online Bushing Monitoring System (OBMS) for
continuous assessment of the electrical condition of condenser bushings during normal
transformer operation.

The monitoring system shall continuously measure and evaluate bushing insulation parameters
to detect deterioration at an early stage and provide alarms before catastrophic failure.

The monitoring system shall be suitable for retrofit installation on existing transformers without
requiring removal of the bushings from service.

The monitoring system shall comprise all sensors, adapters, signal conditioning units,
communication interfaces, software, accessories and mounting hardware necessary for complete
operation.

The system shall operate continuously without interrupting normal transformer service.

8.2 Measurement Principle
The monitoring system shall continuously determine the insulation condition of each condenser
bushing by measuring variations in capacitance and dielectric losses.
The offered system may employ any internationally proven measurement technique, including
but not limited to:

e Schering Bridge principle

e Reference voltage method

e Vector comparison method

o Leakage current comparison

e Current balance method

e Equivalent proven digital measurement techniques

The bidder shall clearly describe the adopted measurement principle.

The measurement technique shall provide automatic compensation for system voltage variation,
load variation and ambient temperature effects.

The monitoring system shall be capable of identifying gradual insulation deterioration as well as
sudden changes indicative of developing defects.

8.3 Measurement Parameters
The monitoring system shall continuously measure or calculate, as applicable:
o Relative capacitance variation (%)

e Absolute or referenced capacitance
e Relative power factor / Tan Delta

o Leakage current

e Reference voltage

o Phase angle

e Bushing health index

e Alarm status
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8.4 Monitored Bushings

The monitoring system shall be capable of monitoring all three phases of the transformer High
Voltage (HV) bushings simultaneously.

The offered system shall permit future expansion to additional bushings without replacement of
the central monitoring platform.

8.5 Measurement Performance
Accuracy shall be as given below:

Parameter Requirement
Tan Delta Accuracy +0.0001 absolute or better
Capacitance Accuracy +0.2% or better

Leakage Current Accuracy +0.1% or better
Reference Voltage Accuracy +0.1% or better

Equivalent or superior performance shall be acceptable.
The bidder shall provide certified test reports supporting the stated performance.

8.6 Sampling and Acquisition

The monitoring system shall continuously acquire measurement data while the transformer
remains energized.

The system shall automatically average, filter and analyse measured values to eliminate transient
disturbances while preserving abnormal events.

Sampling frequency shall be adequate to ensure reliable detection of insulation deterioration.
The bidder shall state the sampling methodology employed.

8.7 Sensor Arrangement
The monitoring system shall utilize suitably designed bushing tap adapters compatible with the
transformer bushings.
The adapter design shall ensure:
o Safe connection to the test tap.

o Continuous grounding of the test tap whenever the measuring cable is disconnected.
e Weatherproof construction.

o Protection against accidental contact.

o FEase of installation and maintenance.

Where transformer drawings are unavailable, the contractor shall verify the bushing tap
configuration during site survey and provide suitable adapters.

8.8 Safety Requirements
The monitoring equipment shall not compromise the dielectric integrity of the transformer
bushings.
Failure or removal of any monitoring component shall not expose the bushing test tap to
dangerous voltages.
The monitoring equipment shall be designed to withstand:

o Switching surges

e Lightning impulses
o Electromagnetic interference

e Temporary overvoltage’s
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8.9 Diagnostic Functions

The monitoring software shall continuously evaluate measured values and automatically

identify:
e Increase in Tan Delta

e Change in capacitance

e Increase in leakage current
o Rapid deterioration

o Long-term ageing trends

e Phase imbalance

e Sensor malfunction

o Communication failure

Diagnostic information shall be presented using graphical trends and alarm summaries.

8.10 Trending
The monitoring software shall provide historical trending for:
e Tan Delta

e Capacitance

o Leakage Current
e Alarm History

e Health Index

Trend intervals shall include:

e Hourly

e Daily

o  Weekly
e Monthly
e Yearly

Users shall be able to compare all monitored phases simultaneously.

8.11 Alarm Functions
The system shall provide configurable alarm levels including:
e Advisory

e Warning
e Critical

Alarm thresholds shall be user configurable.
Separate alarms shall be available for:
e Capacitance deviation

o Tan Delta increase

o Leakage current increase
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o Rapid rate-of-change

e Sensor failure

e Communication failure
e Internal diagnostics

Alarm acknowledgement shall be recorded.

8.12 Data Storage

Measurement data shall be retained for a minimum period of five (5) years.

Loss of auxiliary power shall not result in loss of stored historical data.

Following restoration of communication, locally stored data shall automatically synchronize
with the central server.

8.13 User Interface
Routine operation shall be possible through a standard web browser without requiring
proprietary client software.
The software shall provide:
o Real-time measurements

Historical trends

e Polar plots (where applicable)
e Alarm summaries

o Event logs

o Health assessment

e Data export

A local display to facilitate maintenance to be provided.

8.14 Communication
The monitoring system shall support one or more of the following communication interfaces:
o Ethernet

e RS-485
e Fibre Optic

Supported communication protocols shall include:
e IEC 61850

e Modbus TCP/IP
e Modbus RTU

« DNP3

o [EC 60870-5-104

Equivalent internationally accepted protocols shall also be acceptable.
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8.15 Environmental Requirements
Outdoor monitoring equipment shall have a minimum degree of protection of IPS5.

8.16 Reliability Requirements
The offered monitoring equipment shall:
e Operate continuously throughout the service life of the transformer.

e Require minimum routine maintenance.

e Automatically recover after restoration of auxiliary supply.
e Retain configuration during power interruption.

e Generate self-diagnostic alarms.

e Permit firmware updates.

e Support remote diagnostics by authorized personnel.

9.0 MONITORING SOFTWARE, CENTRAL MONITORING PLATFORM AND
COMMUNICATION SYSTEM

9.1 General

The Contractor shall supply a centralized Monitoring Software Platform for acquisition, storage,
visualization, analysis, diagnostics and management of all connected transformer monitoring
devices.

The software shall support simultaneous monitoring of multiple transformers installed within the
same station and shall be scalable to accommodate future expansion without replacement of the
central platform.

The software license shall be perpetual and valid for the complete installed system.

9.2 Central Monitoring Server
The Contractor shall provide a Central Monitoring Server/Workstation for each station unless
otherwise specified.
The server shall perform, as a minimum, the following functions:
e Acquisition of data from all connected monitoring devices.

o Storage of measured values and historical records.
e Alarm processing and notification.

o Diagnostic analysis.

e Trending and reporting.

e User management.

e Communication with SCADA/DCS.

e Data backup and restoration.

o System health monitoring.

The server may be supplied as:
e Industrial PC

¢ Rack-mounted Server
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e Virtual Machine
e Approved cloud-enabled architecture (where permitted by the Purchaser)

The Contractor shall clearly indicate the proposed architecture.

9.3 Software Architecture

The monitoring software shall be based on an open, modular architecture.

Routine operation shall be possible through standard web browsers without requiring proprietary
client software.

Engineering or configuration software, where necessary, shall be supplied together with the
system without additional licensing charges.

The software shall support future expansion through addition of monitoring devices without
requiring replacement of the server.

9.4 User Management
The software shall support role-based access control.
The minimum user categories shall include:

e Administrator

o Engineer
e Operator
e Read-only User

The system shall provide:
o Password protection

e User authentication
e Password policy

e Account lockout

e Audit trail

e Login history

9.5 Data Acquisition
The monitoring platform shall continuously acquire data from all connected devices.
The acquisition interval shall be configurable.
The platform shall automatically detect communication failure and restore communication
without operator intervention.
All acquired data shall be time stamped.
The system shall support synchronization using:
e NTP

e SNTP
e [EC 61850 Time Synchronization

or equivalent methods.

9.6 Data Storage
The monitoring software shall maintain a historical database for not less than five (5) years.
The database shall store:

e Measured values
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e Calculated values

e Alarms

e Events

o User actions

e Configuration changes
e Diagnostic reports

Automatic database maintenance shall prevent corruption or loss of historical records.
The software shall provide automatic database backup and restoration.

9.7 Data Visualization
The monitoring platform shall provide graphical visualization including:
e Real-time Dashboard

o Single Line Asset Overview
e Trend Graphs

e Historical Plots

e Alarm Summary

o Event Log

e Health Index

o Equipment Status

o Diagnostic Summary

Users shall be able to compare historical trends of multiple transformers simultaneously.

9.8 Diagnostic Functions
The monitoring platform shall automatically perform diagnostic evaluation using internationally
recognized transformer assessment methods.
The software shall support, as applicable:
DGA Diagnostics
o IEC 60599

o IEEE C57.104

e Duval Triangle

e Duval Pentagon (where applicable)
e Rogers Ratio

e Doernenburg Ratio

o Key Gas Method

Moisture Assessment
The software shall estimate:
e Moisture in Oil

e Moisture in Cellulose Insulation
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using accepted engineering models where supported by available measurements.
Bushing Diagnostics
The software shall continuously evaluate:

e Capacitance Variation

e Tan Delta

e Leakage Current
e Phase Deviation
e Rate of Change

Health Assessment

The software shall calculate an overall transformer health index based on available monitored
parameters.

The methodology adopted shall be described by the bidder.

9.9 Alarm Management
The monitoring platform shall support configurable alarm levels including:
e Advisory

e Warning
e Critical

Alarm thresholds shall be user configurable.
Alarm actions shall include:
e Screen indication

o Event logging
e Relay output (where applicable)
e SCADA transmission

Alarm acknowledgement shall be recorded in the audit log.

9.10 Event Recording
The monitoring platform shall automatically record:
e Alarm generation

e Alarm acknowledgement

e Configuration changes

e Login/logout

e Device communication failure
e Power interruption

e Firmware updates

e System restart

Each event shall include:
e Date

e Time
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e User
e Device
e Description

9.11 Reporting
The software shall automatically generate reports including:
o Daily Reports

o Weekly Reports

e Monthly Reports

e Alarm Reports

e DGA Reports

o Bushing Reports

e Health Assessment Reports
o Historical Trend Reports

Reports shall be exportable in:
e PDF

e Microsoft Excel
¢« CSV

9.12 Communication
The monitoring platform shall support communication with monitoring devices through one or
more of the following interfaces:

o Ethernet

e Fibre Optic
e RS-485

Supported protocols shall include:
e IEC 61850

o [EC 60870-5-104
e [EC 60870-5-101
e Modbus TCP/IP
e Modbus RTU

« DNP3

Equivalent internationally accepted protocols shall also be acceptable.

9.13 SCADA/DCS Integration

The monitoring platform shall support integration with the SCADA and/or Distributed Control
System (DCS).

The Contractor shall provide all communication drivers and engineering support necessary for
integration.

The following information shall be transferable:
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e Gas concentrations

e Moisture

e Tan Delta

o Capacitance

e Alarm Status

o Health Index

e Device Status

e Communication Status
o Event Notifications

9.14 Cybersecurity
The monitoring software shall incorporate appropriate cybersecurity measures including:
e Role-based access control

e Password protection

e Encrypted communications (where applicable)

o Configuration backup

e Audit logging

e Secure firmware update mechanism

e User authentication

e Protection against unauthorized configuration changes

The bidder shall state compliance with applicable cybersecurity standards or best practices.

9.15 Software Updates
The Contractor shall provide:
e Firmware updates during the warranty period.

o Software updates during the warranty period.
e Technical support for installation of updates.

The bidder shall state the long-term software support policy after expiry of the warranty.

9.16 Expandability
The monitoring platform shall permit future integration of additional monitoring systems
including, but not limited to:

o Partial Discharge Monitoring

e Cooling System Monitoring
e Load Monitoring
e Transformer Thermal Monitoring

e Vibration Monitoring
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e Ambient Monitoring

Integration of additional devices shall not require replacement of the existing monitoring server.

9.17 System Availability

The complete monitoring platform shall be designed for continuous unattended operation.
Following restoration of power or communication failure, the system shall automatically resume
operation without operator intervention.

No historical data shall be lost due to temporary communication interruptions.
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PART B

PORTABLE ACOUSTIC EMISSION (AE) BASED PARTIAL DISCHARGE
DETECTION, ANALYSIS AND LOCALIZATION SYSTEM FOR POWER
TRANSFORMERS

1. SCOPE

The equipment shall be a portable, rugged and field-deployable Acoustic Emission (AE) based
system for detection, analysis and localization of Partial Discharges (PD) in oil-filled power
transformers.

The system shall be suitable for routine condition assessment, diagnostic investigations and
online/offline measurements at generating stations and substations.

The offered system may comprise an integrated instrument or interconnected acquisition/control
units, provided the complete field-operable system is portable and satisfies the functional
requirements of this specification.

2. APPLICABLE STANDARDS
The equipment shall comply, where applicable, with the latest editions of the following
standards:

a) IEC TS 62478 — Partial discharge measurement by electromagnetic and acoustic methods.

b) IEEE C57.127 — Guide for Detection, Location and Interpretation of Acoustic Emissions from Electrical

Discharges in Power Transformers and Reactors.

¢) Applicable CIGRE Technical Brochures and Guidelines.

d) Applicable EMC and electrical safety standards.

e) CE/FCC/RoHS or equivalent international conformity requirements.

Equivalent internationally recognized standards may be accepted where technically justified.

3. PORTABILITY AND ENVIRONMENTAL REQUIREMENTS
The system shall:
a) Be portable and transportable by one or two persons.
b) Require no permanent installation or modification of the transformer for normal measurements.
c) Be suitable for repeated use on different transformers.
d) Be supplied in a rugged carrying/transit case or equivalent field-ready arrangement.
e) Be suitable for outdoor substation and generating-station environments.
f) Have IP54 or better protection, or equivalent rugged construction suitable for outdoor industrial use.
g) Preferably operate over an ambient temperature range of 0°C to +50°C or wider.
h) Operate at relative humidity up to 95% RH, non-condensing.
i) Provide a minimum of four (4) hours of continuous battery operation under normal operating conditions.

4. ACOUSTIC EMISSION SENSORS
The system shall be supplied with a minimum of four (4) AE sensors suitable for detection and
localization of Partial Discharges in oil-filled power transformers.
The sensors shall be suitable for temporary external mounting on transformer tank surfaces.
The sensors shall have a frequency response suitable for transformer PD detection and
localization. A frequency response covering approximately 20 kHz to 300 kHz or an
equivalent/wider range is preferred.
Resonant, broadband, piezoelectric, active or equivalent sensor technologies shall be acceptable.
The bidder shall specify:

a) Sensor type.

b) Frequency response.

c) Sensitivity.

d) Dynamic range.

e) Noise characteristics.
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f) Mounting method.
g) Preamplifier arrangement.
h) Cable length and connector type.

5. SENSOR MOUNTING AND ACCESSORIES
The sensors shall be suitable for temporary and reusable mounting on transformer tank surfaces.
Magnetic mounting or equivalent reusable mounting arrangements shall be provided.
The complete system shall include all necessary:
a) Sensor mounting accessories.
b) Coupling media.
¢) Interconnecting cables.
d) Preamplifiers, where required.
e) Adapters and connectors.

6. MEASUREMENT CHANNELS

The system shall support measurements from a minimum of four (4) AE sensors.

Simultaneous and time-synchronized acquisition from four or more AE sensors shall be
preferred.

Systems employing multiplexed, sequential or alternative acquisition architectures may also be
considered, provided the bidder demonstrates that the proposed architecture provides reliable
acoustic PD detection and source localization.

The bidder shall clearly state:
a) Number of AE input channels.
b) Number of simultaneously acquired channels.
¢) Number of channels used for localization.
d) Channel expansion capability.
e) Inter-channel timing accuracy.

7. DATA ACQUISITION
The acquisition system shall provide performance suitable for reliable detection, characterization
and localization of transformer acoustic PD events.

The bidder shall specify:
a) ADC resolution.
b) Effective Number of Bits (ENOB), where available.
¢) Sampling rate.
d) Analog bandwidth.
e) Dynamic range.
f) Input-referred noise.
g) Trigger performance.
h) Inter-channel timing accuracy.

The bidder shall demonstrates adequate overall acquisition performance for reliable transformer
AE-PD detection and localization.

8. AE FREQUENCY PERFORMANCE

The complete AE measurement chain, including sensors and acquisition system, shall have a
frequency response suitable for detection, characterization and localization of acoustic emissions
associated with transformer Partial Discharges.

A frequency response covering approximately 20 kHz to 300 kHz or an equivalent/wider range
is preferred.

Alternative frequency ranges shall be acceptable where the bidder demonstrates suitability of the
proposed sensors and measurement system for transformer PD diagnostics.

9. ACOUSTIC PD DETECTION AND ANALYSIS
The system shall provide suitable facilities for:

a) Real-time AE event detection.

b) Waveform display.
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¢) Time-domain analysis.

d) Frequency-domain/FFT analysis.
e) Adjustable trigger thresholds.

f) Signal filtering.

g) Event recording.

h) Multi-channel event comparison.
i) Background noise assessment.

j)  Measurement storage and replay.

Equivalent manufacturer-specific functions providing comparable diagnostic capability shall be
acceptable.

10. ACOUSTIC PD SOURCE LOCALIZATION
Acoustic PD source localization shall be a mandatory functional requirement.
The offered system shall provide estimation of the probable location of an acoustic PD source
within or associated with the transformer.
Localization shall be based on measurements from multiple spatially separated AE sensors and
may employ any validated technique, including:

a) Time of Arrival (TOA).

b) Time Difference of Arrival (TDOA).

¢) Acoustic triangulation.

d) Cross-correlation.

e) Acoustic imaging.

f) Other validated equivalent techniques.

The system should provide 2D, 3D, coordinate-based or equivalent source-location output.
The bidder shall specify:

a) Localization principle.

b) Number of sensors required for localization.

¢) Sensor positioning requirements.

d) Acoustic propagation parameters/velocity assumptions.

e) Expected localization accuracy or uncertainty.

f) Localization confidence/quality indication, where available.

11. POWER-FREQUENCY SYNCHRONIZATION
Where phase-related or phase-resolved analysis is provided, the system shall support
synchronization with 50 Hz/60 Hz power frequency through:

a) Internal reference.

b) External reference.

c¢) Power-frequency sensing.

d) Equivalent synchronization technique.

The bidder shall state the synchronization method and accuracy.

12. NOISE REJECTION AND SIGNAL DISCRIMINATION
The system shall provide suitable hardware and/or software techniques for distinguishing PD-
related acoustic events from electrical, mechanical, transformer-generated and environmental
acoustic noise.
The system shall provide, as applicable:

a) Band-pass/high-pass/low-pass filtering.

b) Digital filtering.

¢) Threshold-based rejection.

d) Multi-channel coincidence/correlation.

e) Event clustering.

f) Background noise recording.

g) Frequency-domain analysis.

h) Repetitive/random event discrimination.
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The bidder shall describe the noise-rejection methodology employed.

13. TRANSFORMER APPLICATION

The system shall be suitable for AE measurements on energized oil-filled power transformers,
subject to applicable safety procedures.

All measurements on energized equipment shall be performed using appropriate safety
procedures and without requiring personnel to approach exposed energized parts.

The system shall also be suitable for offline transformer measurements, where applicable.

The supplier shall provide guidance for sensor placement for different transformer
configurations.

14. SOFTWARE
The supplied software shall provide, as applicable:

a) Real-time acquisition.

b) Waveform analysis.

¢) Frequency analysis.

d) Multi-channel analysis.
e) Acoustic PD localization.
f) Measurement storage and retrieval.
g) Measurement replay.

h) Historical comparison.

i) Trending.

j)  Diagnostic reporting.

k) Data export.

15. DATA STORAGE AND REPORTING

The system shall permit storage and retrieval of measurement data, including, where applicable:
a) AE waveforms/events.
b) Sensor positions.
¢) Measurement settings.
d) Transformer identification.
e) Date and time.
f) Localization results.
g) Analysis results.

The software shall provide generation of diagnostic reports in PDF format.
Editable/exportable report formats shall be preferred.

16. SOFTWARE LICENSING

All software required for normal operation shall be supplied.

The equipment shall not require mandatory recurring subscription fees for normal measurement,
analysis, data storage and replay.

17. CALIBRATION AND FIELD VERIFICATION

The analyzer, sensors and associated equipment shall be factory calibrated.

Calibration certificates shall be supplied.

The supplier shall provide a suitable method and/or accessories for field verification of AE
sensors and acquisition channels before measurement.

18. COMPLETE ACCESSORY PACKAGE
The complete system shall include all accessories necessary for immediate field operation,
including:

a) AE analyzer/acquisition system.

b) Minimum four (4) AE sensors.

¢) Sensor mounting accessories.

d) Sensor cables.
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Preamplifiers, where required.
Coupling media.
Calibration/verification accessories.
Battery and charger.

Rugged carrying case.

Laptop/computer, where required for complete operation and analysis.

Communication accessories.
Software.
Operating and service manuals.

19. TRAINING
The supplier shall provide comprehensive hands-on training covering:

a)
b)
9)
d)
e)
f)
g)
h)
i)
i)
k)

Equipment setup.

Sensor mounting and coupling.
Online transformer measurements.
Offline measurements, where applicable.
Background noise assessment.

AE signal analysis.

Noise discrimination.

Acoustic PD localization.

Data management.

Report generation.

Maintenance and troubleshooting.

20. DEMONSTRATION AND ACCEPTANCE
The bidder shall demonstrate, as applicable:

a)
b)
9)
d)
e)
f)
g)
h)
i)

Acquisition from multiple AE sensors.
AE event detection.

Waveform analysis.

Frequency analysis.

Multi-sensor analysis.

Noise discrimination.

Acoustic PD source localization.

Data storage and replay.

Report generation.

The system shall demonstrate detection of an acoustic source using multiple AE sensors and
provide a repeatable indication of the source location using the offered localization method.
The Purchaser may conduct a site demonstration or acceptance test using a suitable transformer.

21. TECHNICAL COMPLIANCE
The bidder shall submit a detailed clause-by-clause compliance statement in the following

format:
Clause Offered Compliance Deviation/Remarks | Datasheet
Requirement Specification Reference

All deviations shall be clearly identified and technically justified.
Alternative technologies, sensor types, acquisition architectures and localization techniques shall
be considered, provided the bidder demonstrates equivalent or superior diagnostic performance.
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PART C

TECHNICAL SPECIFICATION FOR PORTABLE DISSOLVED GAS ANALYZER
(DGA) WITH DISSOLVED MOISTURE MEASUREMENT (7 GASES)

PORTABLE DISSOLVED GAS ANALYZER (DGA) WITH DISSOLVED MOISTURE
MEASUREMENT (7 GASES)

1.0 Scope of Supply
This specification covers the design, manufacture, testing, supply, commissioning and training
for a portable Dissolved Gas Analyzer (DGA) capable of on-site analysis of dissolved gases and
dissolved moisture in transformer insulating oil.
The analyzer shall be suitable for condition assessment and fault diagnosis of oil-filled power
transformers, reactors, instrument transformers and other oil-filled electrical equipment.
The supplied system shall comprise a complete field-ready analyzer including:

e Portable DGA analyzer with integrated gas extraction system

Dissolved moisture measurement facility

o Built-in diagnostic software

e Rechargeable battery

e Rugged carrying case

e Sampling accessories

e Required cables and chargers

o Calibration/verification accessories (where applicable)
o Licensed operating software

o User manuals and calibration certificates

The analyzer shall be capable of standalone field operation without requiring any external gas
extraction equipment.

Where the offered technology requires consumables for routine operation, the analyzer shall be
supplied complete with consumables sufficient for commissioning and at least the first 100
analytical tests.

2.0 Applicable Standards
The analyzer, measurement methodology, gas extraction efficiency and diagnostic interpretation
shall comply with, or be technically equivalent to, the latest editions of the following standards:
o [EC 60567 — Oil-filled electrical equipment — Sampling of gases and oil for analysis of
free and dissolved gases.

e [EC 60599 — Mineral oil-filled electrical equipment in service — Guide to interpretation
of dissolved and free gases analysis.

e ASTM D3612 — Standard Test Method for Analysis of Gases Dissolved in Electrical
Insulating Oil by Gas Chromatography.

e IEEE C57.104 — Guide for Interpretation of Gases Generated in Oil-Immersed
Transformers.
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e ASTM DI1533 or equivalent moisture measurement standard applicable to the offered
technology.

Equivalent internationally recognized standards shall also be acceptable.
3.0 Analytical Performance Requirements
3.1 Measured Parameters

The analyzer shall determine the concentration of the following dissolved gases and dissolved
moisture from a single oil sample using a fully automated analysis cycle.

Parameter Minimum Detection Limit Measurement Range
Hydrogen (Hz) <5 ppm 0-10,000 ppm
Carbon Monoxide (CO) <10 ppm 0-10,000 ppm
Carbon Dioxide (CO2) <25 ppm 0-20,000 ppm
Methane (CHa) <2 ppm 0-10,000 ppm
Ethane (C2He) <2 ppm 0-10,000 ppm
Ethylene (C:Ha) <2 ppm 0-10,000 ppm
Acetylene (C2Hz) <1 ppm 0-5,000 ppm

Dissolved Moisture (H2O)  As per instrument technology Suitable ~ for  transformer  oil
applications

The analyzer shall report dissolved moisture in one or more of the following engineering units,
as applicable to the measurement technology:

* ppm (mg/kg)
e Relative Saturation (%RS)
e Relative Humidity (%RH)

Automatic conversion between units, where supported by the instrument, shall be provided.

3.2 Measurement Accuracy

Dissolved Gases: Measurement accuracy shall be as given below:
Gas measurement: £5 % of reading or better

Moisture measurement: £3 % of measured value or better

3.3 Repeatability
Repeatability: Better than £2 %

4.0 Functional Requirements

4.1 Measurement Technology
The analyzer may employ any proven analytical technology capable of meeting the specified
performance requirements, including but not limited to:

e Photoacoustic Spectroscopy (PAS)

e Gas Chromatography (GC)
o Infrared Spectroscopy (IR)
o Equivalent internationally accepted technology

The analytical technology shall be non-proprietary with respect to interpretation of DGA results.
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4.2 Gas Extraction
The analyzer shall incorporate a fully integrated and automated dissolved gas extraction system.
Acceptable extraction techniques include:

e Vacuum extraction

o Headspace extraction

e QGas stripping

e Purging

o Equivalent automated extraction methods

Manual gas extraction equipment shall not be required during routine field operation.

4.3 Oil Sample Volume
The oil sample volume shall preferably not exceed 60 mL for one complete analysis.

4.4 Analysis Time

A complete analysis of seven dissolved gases and dissolved moisture shall preferably be
completed within 20 minutes under normal operating conditions. Shorter analysis times shall be
preferred.

5.0 Mechanical and Electrical Requirements

5.1 Portability
The analyzer shall be housed in a rugged portable enclosure suitable for field use.
The enclosure shall:

e Be impact resistant

o Be weather resistant
e Include carrying handle and/or wheels
o Protect the analyzer during transportation

The analyzer should preferably weigh not more than 20 kg including battery and internal
extraction system.

5.2 Power Supply
The analyzer shall operate from:
e 90260V AC, 50/60 Hz

o Internal rechargeable battery

The battery shall support either:
e Minimum 2 hours continuous operation, or

e Minimum 20 complete analytical tests without external power.

5.3 Display

The analyzer shall include an integrated high-resolution colour display suitable for outdoor
operation.

The analyzer shall be capable of complete standalone operation without requiring an external
computer.
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5.4 Environmental Conditions

Parameter Requirement

Operating temperature 0°C to +50°C

Storage temperature —20°C to +60°C

Relative humidity Up to 95% non-condensing

6.0 Diagnostic Software
The analyzer shall automatically generate diagnostic interpretations in accordance with
applicable IEC and IEEE guidelines.
The software shall include, as applicable to the measured gases and the offered technology:
o Key Gas Method

o [EC Ratio Method

e Rogers Ratio

e Duval Triangle 1

e Duval Triangle 4

e Duval Triangle 5

o [EEE C57.104 interpretation
e Historical trending

e Alarm indication

e Sample comparison

e Transformer database

No proprietary software shall be mandatory for viewing exported reports.

7.0 Data Storage and Communication
The analyzer shall provide:
e Internal memory for minimum 500 complete test records

e Historical trend plots
o USB interface
o Data export in at least one of the following open formats: CSV, Microsoft Excel, PDF

Exported data shall be readable without proprietary software.
Measurement records shall include date, time, operator identification (where applicable), and
instrument serial number.

8.0 Sampling Accessories
The analyzer shall be supplied with, as a minimum:
o Two reusable gas-tight glass syringes (30—50 mL)

e Matching three-way stopcocks
e Oil-resistant sampling tubing (minimum 2 m)

e Universal quick-connect fittings
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o Transformer sampling valve adapters

e Cleaning accessories

e Waste oil collection bottle

e Syringe holder

e Sample identification labels

e Spare syringe seals/O-rings

e Required tools for routine field operation

9.0 Calibration and Verification

The bidder shall supply all accessories necessary for verification and calibration of the analyzer,
where required by the measurement technology.

Where calibration gases, reference standards or verification kits are required, one complete set
shall be supplied with the analyzer.

Factory calibration certificates shall be furnished for the supplied equipment.

Calibration shall not require return of the analyzer to the manufacturer for routine verification
unless specifically required by the offered measurement technology.

10.0 Maintenance and Consumables
The bidder shall clearly identify:
e All consumables required for routine operation

e Expected replacement intervals
o Estimated annual consumption
e Recommended preventive maintenance requirements

Routine maintenance should be achievable by the purchaser without specialized tools except
where necessitated by the offered analytical technology.

11.0 Documentation
The following documents shall be supplied:
e User Manual

e Operation Manual

e Maintenance Instructions

e (alibration Certificate

o Factory Test Certificate

o Software Licence (where applicable)

e Recommended Preventive Maintenance Schedule
e Spare Parts List

12.0 Training
The supplier shall provide on-site operational and maintenance training covering:
o Safe sampling procedures

e Analyzer operation
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o Diagnostic interpretation

e Routine maintenance

e Data management

e Hands-on analysis of transformer oil samples supplied by APGCL
o Interpretation of actual DGA results

Training shall be conducted for the purchaser's personnel at the installation site.

13.0 Technical Compliance

The bidder shall submit a detailed clause-by-clause compliance statement against this
specification.

Where the offered equipment differs from the specified requirements, the bidder shall clearly
identify each deviation together with technical justification demonstrating that the proposed
solution provides equivalent or superior functionality and performance.

The Purchaser reserves the right to evaluate the offered equipment based on overall functional
performance, analytical capability, proven field experience, reliability, and compliance with the
intent of this specification rather than on individual numerical parameters alone.
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ANNEXURE-A

GOVERNMENT OF ASSAM
FINANCE (TAXATION) DEPARTMENT
JANATA BHAWAN, DISPUR, GUWAHATI-6

eCF No0.803347/20 Dated Dispur 11-07-2026

From : Smti. Sanghamitra Bhagawati, ACS,
Deputy Secretary to the Govt. of Assam,
Finance (Taxation) Department

To : 1) The Senior Most Secretary, Public Works (Building & NH) /
Public Works (Health & Education) / Public Works (Roads) /
Irrigation / Water Resource / Public Health Engineering
Department, Janata Bhawan, Dispur, Guwahati - 781006.

) The Managing Director,
Assam Electricity Grid Corporation Limited (AEGCL) /
Assam Power Generation Corporation Limited (APGCL)/
Assam Power Distribution Company Limited (APDCL).

Subject : Guidelines regarding determination of maximum permissible
Input Tax Credit (ITC) utilization ratios in respect of works contracts
executed under Works Departments and Public Sector Undertakings of
the Government of Assam.

Ref : Record of discussion of the meeting with various Works
Department held on 25th June 2026 (Copy enclosed).
Sir,

With reference to the subject cited above, I am directed to state
that with a view to ensuring uniformity, transparency and proper
verification of Input Tax Credit (ITC) utilization by contractors
executing Government works, the following instructions shall be

complied with by all concerned Works Departments:

1. Maximum acceptable ITC utilization ratios

|# Department [Type of workl Key inputs / | Maximum
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process involved | acceptable
ITC
utilisation
ratio
Public Works | RCC Building Civil work 70%

Department -
Building,
Health &
Education

(cement, brick,
sand, Steel,
Stone chips,
Tiles, paint, etc.)

Electrical work
Plumbing
Water supply

Mechanical
Stadiums Civil work 55%
(cement, brick,
sand, Steel,
Stone chips,
Tiles, paint, etc.)
Electrical work
Plumbing
Water supply
Site
development
(ii) Public Works |Bituminous Road work 30% (if
Department - [roads or Paver (bitumen/ paver | contractor
Roads blocks block, gravel, has own
sand, etc.) quarry)
40% (if
contractor
does not
have own
quarry)
ICBP Road work 40% (if
(ICBP, gravel, contractor
sand, Road has own
Furnisher etc.) quarry)
50% (if
contractor
does not

have own

171643607 /2026
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-

System (LIS)

¢ Mechanical
work

e Solar/Electrical
work

e Distribution

quarry)
e Drain work 60%
(cement, sand,
chips, steel, etc.)
Build-up ¢ Steel 75%
girder (BUG)/
Steel Bridge | ¢ Cement
(primarily « Chips
over water
bodies) e Sand
e Gravel
Fly Overs / e Cement 70%
RCC Bridge
e Steel
* Chips
e Sand
¢ Gravel
e Others
Mixed As applicable As per
Contracts weightage of
(Road and the
Bridge/Road component in
and Drain etc) the estimate
(i1i) |Department of] Flow * Concrete work 60%
Irrigation Irrigation (cement, steel,
Scheme (FIS) sand)
e Earthwork
e Mechanical
work (steel
plates, channel)
e Solar/Electrical
work
Lift Irrigation s Concrete work 60%

171643607 /2026
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System
Tube Wells Concrete work 45%
Pipe network
Pump (solar or
electrical)
Gravel
(iv) Assam EHV Grid Su- Material supply 80%
Electricity Station )
Grid Freight &
Corporation Insurance
Limited :
Erection and
(AEGCL) civil works
EHV Material supply 80%
Transmission )
Lines Frelght &
Insurance
Erection and
civil works
(v) Assam Power | Hydro Project Civil work 70%
Generation
Corporation Electro-
Limited Mechanical
(APGCL) work
Hydro-
mechanical work
Colony / Roads
Thermal Civil work 75%
Project
Electro-
mechanical
Solar Projects Panel Supply 80%
Civil work
(vi) | Assam Power | Construction Material Supply 80%
Distribution | of 33kV Sub- for
Company Station/ DTR Electrical/Civil
Limited Substation Works
(APDCL) .
Fright &
Insurance

Poles (PSC/Steel

171643607 /2026
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L]

Power Tubuler Pole), 80%
Distribution GI Channel, GI
Network Angle, LA,
(LT/HT) Hardware
Fittings
e Conductor, AB
Cable/ MVCC
Covered
Conductor
(wii) Water Embankment e Earthwork 30%
Resources
Department * Geo-bags

e Tarping works

(viii)

Public Health | Water supply | e Civil work (steel, 70%
Engineering cement, pipes)
Department

¢ Electrical work
(transformer,
cable work)

¢ Mechanical
Work (tubewell,
pumps)

. Contractors utilizing ITC beyond the prescribed benchmark
shall be identified and verified by the Procuring entity for

verification without fail.

. Where ITC claims are found genuine after verification, no

further action shall be taken; otherwise appropriate action
shall be initiated under GST law contractual provisions and
Assam Public Procurement Framework..

Where fake ITC/bogus billing is detected or payment of inputs
in cash is found, the concerned Works Department shall take
action including blacklisting/debarment as permissible.
Suitable tender clauses shall be incorporated in current and

future tenders by the Procuring Entity

1/1643607 /2026
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IV. For bituminous works, procurement shall be made only from

authorized empaneled vendors.

V. Applications of private bitumen vendors shall be vetted by

PWD (Roads) after verification by GST department. PWD
(Roads) shall ensure an adequate panel of authorized vendors
and incorporate suitable tender provisions. Empanelment

shall be cancelled if GST norms not followed by vendors.

2. The above instructions shall be implemented by all concerned

Departments/Organizations subject to the following conditions:

A suitable provision may be incorporated to relax the
prescribed maximum permissible ITC utilization ratio in
exceptional cases where a genuine and justifiable requirement
exists, particularly where the labour component of the work is

substantially outsourced.

. It shall be clearly stipulated that the prescribed maximum

permissible ITC utilization ratio represents only the upper
ceiling and shall not be construed as the standard or
automatic entitlement. The concerned Procuring entity shall
determine the admissible ITC utilization ratio on a case-to-
case basis after due examination and shall ensure that the
prescribed ceiling is not misused.

The concerned Procuring entity shall obtain a certificate from
the contractor confirming compliance with the applicable
provisions of the GST Acts, Rules and other relevant statutory
requirements. To implement this, a standard format is also

enclosed for ready reference.

Iv. The prescribed maximum permissible ITC utilization ratios

shall be incorporated in the bid documents and form part of

1/1643607 /2026
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all future contracts. Existing contracts may also be suitably
amended, wherever legally permissible. However, provision
may be kept for relaxation in exceptional cases where genuine
and justifiable reasons exist.

V. Tender/contract documents shall contain appropriate
provisions for debarment or blacklisting of contractors, after
following due process, where they are found to have availed
fake ITC, indulged in bogus billing, payment of inputs in cash
or committed any other serious violation of the Assam GST
Framework or Procurement Framework.

This has the approval of the Competent Authority.

Yours faithfully,

Encl : As stated above
Digitally signed by
Sanghamitra Bhagawati
Date: 11-07-2026

I;_e,q_uQ deqrqtary to the Govt. of Assam,
Finance ; iaxation) Department

Memo eCF No.803347/20-A Dated Dispur 11-07-2026
Copy for information and necessary action to:

1. The Commissioner of Taxes, Assam, Kar Bhawan, Dispur, Guwahati -
781006.

2. The Staff Officer to Chief Secretary, Assam, Lok Sewa Bhawan,
Dispur, Guwahati - 781006.

3. OSD to the Hon’ble Finance Minister, Assam, Janata Bhawan, Dispur,
Guwahati - 781006, for kind appraisal of Hon’ble Minister.

4. PS to the Additional Chief Secretary to Chief Minister, Assam, Lok
Sewa Bhawan, Dispur, Guwahati - 781006, for kind appraisal of
Additional Chief Secretary.

5. PS to the Sr Most Secretary to the Govt. of Assam, Finance

171643607 /2026
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Department, Janata Bhawan, Dispur, Guwahati - 781006, for kind
appraisal of Sr Most Secretary. .
e-signed .

Deputy Secretary to the Govt. of Assam,
Finance (Taxation) Department
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No. 12/34/2020-T&R
Government of India / Bharat Sarkar
Ministry of Power / Vidyut Mantralaya
(T&R Division)
"F" Wing, 2nd Floor, Nirman Bhawan,
New Delhi, Dated the 24th December, 2021.

ORDER

Subject: Testing of power system equipment for use in the Supply System and Network in the
country for Cyber Security — reg.

Reference is invited to this Ministry's Order No.12/34/2020-T&R dated 8th June,
2021on the above mentioned subject. The above Order stands revised to the extent attached in
Annexure 1 to Annexure 4.

2. The above Order dated 8th June, 2021, shall be applicable for imported products as
listed in Annexure-1 for orders placed on or after 8th June 2021.

3. The subject order will be reviewed and updated as needed and the same will be
notified as and when any changes / updates are implemented.

4. This issues with the approval of the competent authority.

~

Encl: Annexure 1 to 4. /

(Ujjwal Kumtar Sinha)
Deputy Secretary to the Govt. of India
Tel: 23063497
To

1. All Ministries/Departments of Government of India (As per list)

2. Secretary (Coordination), Cabinet Secretariat

3. Vice Chairman, NITI Aayog

4. Comptroller and Auditor General of India

5. Chairperson, CEA

6. Secretary (Power/ Electricity), all State Governments & Union Territory Administration as
per mailing list.

7. Chairman of all State Power Utilities as per mailing list.

8. CMDs of CPSEs/ Chairman. of DVC &BBMB/ MD, EESL/ DG, NPTI/ DG, CPRI/ DG,
BEE

9. All ASs / JSs / EA, MoP

Copy to:

1. PS to Hon'ble PM, Prime Minister's Office

2. PS to Hon'ble MoP for Power and NRE

3. PS to Hon'ble MoS for Power and Heavy Industries
4. Sr. PPS to Secretary (Power)



List of designated laboratories for cyber security conformance testing

Table -A. Field Equipment /Operational Technology (OT)

Annexure — 1

SL Equipment Communication | Protocol Security Designated
No. Protocol Conformance Laboratories
Conformance Standards
Standards
1 [Remote Terminal Units (RTUs) /[EC 60870-5 -101 / [EC 60870-5- 7 Central Power

Feeder / Field RTUs
(FRTUs)&PLCs with IEC
communications protocols

IEC 60870-5 -104
KTest Details-
Annexure 2)

Security extension
&IEC 62351 series
specifically IEC
62351-100 parts 1&
3) ( Test Details
Annexure-2)

Research Institute
(CPRI), Prof Sir

C V Raman Road,
Sadashiva Nagar PO,
Bengaluru - 560080,
Karnataka

Intelligent Electronic Device
(IED) / Equipment / Numerical
Protection Relays / Bay Control
Units / Bay Protection Units,
Gateways, Transformer Tap
controller/ changer with IEC
61850 communication protocol

IEC 61850-5 to
[EC 61850-10

Test Details-
Annexure 2)

CPRI

Smart meters with
IEC 62056communication
protocols

IS 15959 series
and

IS 16444 series
Test details-
Annexure 2)

S 15959 series and
IS 16444 series
(Test Details
IAnnexure 2)

1. CPRI

2. Electrical Research
and Development
Association (ERDA),
ERDA Road, GIDC,
Makarpura,
Vadodara - 390 010
Gujarat

3. Yadav
Measurements Pvt.
Ltd. (YMPL) 373-
375, RIICO
IBhamashah Industrial
Area

Kaladwas 313003
Udaipur — Rajasthan

Information Technology (IT) Equipment (Main / Backup / Disaster recovery (DR) Control
Centre / Substation control centre IT equipment)

AL IT products procured /supplied shall have a valid Certificate of Common Criteria as per ISO/IEC
15408 issued by signatories of the Common Criteria Recognition Agreement (CCRA)



www.commoncriteriaportal.org

Import/procurement/supplied from vendors sourcing from prior reference countries, the Certificate for
Common Criteria shall be from Government Laboratories in India according to the IC3S scheme
operated by Ministry of Electronics and Information Technology, which is a signatory to CCRA.
https://www.commoncriteria-india.gov.in/
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Details of tests for various identified products

Remote Terminal Units (RTUs)/ Feeder / Field RTUs (FRTUs) & PLC’s
(Sl No. 1 of Table - A of Annexure - 1)

Test protocol:

Utilities / manufacturers will submit the sample along with all the required technical documentation
for taking up testing to the designated laboratory.

Reference standards
1) IEC 60870-5-101 & TEC 60870-5-104 as applicable

2) IEC 60870-5-7 Telecontrol equipment and systems - Part 5-7: Transmission protocols - Security
extensions to IEC 60870-5-101 and IEC 60870-5-104 protocols (applying IEC 62351)

3) IEC 62351-100-1 & IEC 62351-100-3 and other cross referenced standards
Test cases

Extract from standard (IEC 62351-100-1)

The conformance test cases are divided into four clauses:

@® Clause 5: Verification of configuration parameters. This clause contains the configuration
parameters affecting the message contents and/or the protocol behaviour.

® Clause 6: Verification of communication. The goal of this clause is to verify that Device

Under Test (DUT) is able to implement the security extension messages as described in [EC
TS 60870-5- 7.

® Clause 7: Verification of procedures. The goal of this clause is to verify that DUT is able to
execute the security extension procedures as described in IEC TS 62351-5.

@® Clause 8: Test result chart. This clause contains the results of the test cases listed in Clauses 6
and 7 for each supported value of the configuration parameters listed in Clause 5.

The test cases are organized in tables. They are numbered; their numbering syntax is: Sub clause
number (where the Table is located) + test case number.

In the column 'reference' each test case has a direct reference to IEC TS 62351-5 or IEC TS 60870-5-
7 where the clause under test is defined.

Test cases are mandatory depending on the description in the column 'Required'. The following
situations are possible:

M= Mandatory test case. The test is referencing a clause that is mandatory in IEC TS 62351-5 or IEC
TS 60870-5-7.

Protocol Information Conformance Statement (PICS) x, x = Mandatory test case if the functionality

is enabled in the PICS (by marking the applicable check box), with a reference to the section number
of the PICS (x.x). :

Gy
a/



Conformance testing of security extension procedures

The security extension procedures can be summarized as follows:

® User management

® Update key maintenance

@ Session key maintenance

@ Challenge/Reply authentication

@ Aggressive Mode authentication

Extract from standard (IEC 62351-100-3)

IEC 62351-3 defines the requirements related to the authentication/encryption protocol, procedures
and methods to be implemented at TCP/IP (transport) level.

The conformance test cases are divided into three clauses:

« Clause 5: Verification of configuration parameters. This clause contains the
parameters specified by the standards referencing IEC 62351-3 (see IEC
62351-3:2014/AMD1:2018, Clause 7) and affecting the protocol
behaviour.

« Clause 6: Verification of IEC 62351-3 requirements. The goal of this clause
is to verify that DUT is conformant to the requirements of the IEC 62351-
3

« Clause 7: Test result chart. This clause contains the results of the test
cases listed in Clause 6 for each supported value of the configuration
parameters listed in Clause 5.

The test cases are organized in tables. They are numbered, their numbering syntax is: Sub clause
number (where the table is located) + test case number.

In the column 'Reference' each test case has a direct reference to IEC 62351-3 where the clause under
test is defined. PICS or Protocol Implementation eXtra Information for Testing (PIXIT) could be
found in the "Reference" column for some test cases whenever the execution of the test case shall take
into account specific parameter values declared in the PICS or PIXIT of the DUT.

Test cases are mandatory depending on the description in the column 'Required'. The following
situations are possible:

M = Mandatory test case. The test is referencing to a clause that is mandatory in IEC 62351-3.
PICS
or

PIXIT = Mandatory test case if the functionality ic enabled in the PICS or PIXIT by marking the

applicable check box or declaring the applicable value.
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Testing Criteria

1) Supply from Trusted Sources

The sample size shall be as specified by CEA as per the approved criteria for Trusted Vendors
2) Supply from other than trusted vendors

For RTUs /FRTUs and IEDs, the sample size for testing shall be minimum one number from each
make and having same firmware version for the supply lot size of 200 numbers or less. For every
additional supply lot of upto 200 numbers, one sample having the same firmware version as that of the
first lot shall be tested for randomly selected test cases. For smart meters, the sample size for testing
shall be minimum one number from each make and having same firmware version for the supply lot
size of 5000 numbers or less. For every additional supply lot of upto 5000 numbers, one sample
having the same firmware version as that of the first lot shall be tested for randomly selected test
cases. The manufacturer shall submit request to the Nodal agency along with vendor's / manufacturer's
certifications for supply chain management system practices and secure product development process
implementations based on any one or more of standards ISO / IEC 27036, ISO / IEC 20243, IEC
62443 for verification.

After scrutiny of vendor's / manufacturer's proof and certifications the supplier / utilities shall be asked
to submit product to the designated laboratory for communication and cyber security conformance
testing. All certifications shall be valid as on the date of submission of samples for testing and product
certifications / type test reports shall not be older than 5 years.

The entire supply lot shall stand rejected on failure of any sample drawn from the lot to comply with
the test requirements.

3) Supply from prior reference countries

The utility shall obtain prior permission from the Government of India for importing the product /
system from prior reference countries.

The sample size shall be 5% of the supply lot / ordered quantity (minimum one) from each make and
having same firmware version for each supply lot shall be tested. The manufacturer shall submit
request to the Nodal agency along wiih vendor's / manufacturer's certifications for supply chain
management system practices and secure product development process implementations based on any
one or more of standards ISO / IEC 27036,180 / IEC 20243, TEC 62443 for verification. All
certifications shall be valid as on the date of submission of samples for testing and product
certifications / type test reports shall not be older than 5 years. ;

After scrutiny of vendor's / manufacturer’s proof and certifications the supplier / utilitics shall be asked
to submit product to the designated Government / Government controlled Autonomous laboratory for
type tests (Annexure - 4) and for communication & cyber security conformance testing (Annexure 1

and Annexure 2).
<

D



The entire supply lot shall stand rejected on failure of any sample drawn from the lot to comply with
the test requirements.
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Type Tests

Products imported from prior reference countries shall also undergo type testing (one sample)as per
following standards in addition to communication protocol and security conformance testing at the
designated Government / Government controlled Autonomous laboratory:

Type test standards for RTUs/ FRTUs

L

IEC 60870-1-2 1989 Telecontrol equipment and systems. Part |: General considerations.
Section Two: Guide for specifications.

. IEC 60870-2-1:1995Telecontrol equipment and systems - Part 2; Operating conditions -

Section 1: Power supply and electromagnetic compatibility.

IEC 60870-2-21996 Telecontrol equipment and systems - Part 2: Operating conditions -
Section 2: Environmental conditions (climatic, mechanical and other non-electrical
influences).

. IEC 60870-3: 1989 Telecontrol equipment and systems. Part 3: Interfaces (electrical

characreristics)

Type test standard for IEDs / Numerical Protection Relays / Bay controls units

1. The applicable testing standards for Protection Relays, Sensors, Tap Changer Control, Bay

Protection Units, Measurement Equipment is IEC60255-1 (Common Requirements), -21
(Vibration, Shock & Bump), -26 (Electromagnetic Compatibility) and — 27 (Safety) for
Measurement Relays and Protection Equipment.

IEC 61850-3: 2013, Ed. 2 Communication networks and systems for power utility automation
- Part 3: General requirements.

Type test standards for Smart meters
1. IS 16444: 2015 AC static direct connected watthour smart meter class 1 and 2 - Specification.

2. IS 16444 Part 2: 2017 AC static transformer operated watthour and var - Hour smart meters,

Note:

1.

class 0.2 S, 0.5 S and 1.0 S: Part 2 specification transformer operated smart meters.

All above referred standards shall be latest with amendments if any at the time of submission
of sample(s) for testing.

. Type tests generally covers functionality, environmental, mechanical, EMI/ EMC and

electrical safety related tests.

. All certifications shall be valid as on the date of submission of samples for testingand product

certifications/type test reports shall not be older than 5 years.
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No. 25-10/72/2024-PG
Government of India
Ministry of Power
(PG Desk)
Shram Shakti Bhawan, Rafi Marg,
New Delhi, dated the 06" August, 2025

ORDER

Subject: Testing of power system equipment for use in the Supply System and
Network in the country for Cyber Security - reg.

Reference is invited to this Ministry's Order No.12/34/2020-T&R dated 24th
December 2021 (copy enclosed) on the above-mentioned subject. The above Order
stands amended to include products, whose smart and programmable components are
imported and assembled in India, for use in the power System and Network.

2.  The Order dated 06" August, 2025, shall be applicable for all products as listed in
Annexure-1 for orders placed on or after 06™ August, 2025

" The subject order will be reviewed and updated as needed.

4. This issues with the approval of Competent Authority.

Encl: As above 14 v EW

(Deepak Rao)
Director
Tele No. 23354399

i.  All Ministries/Departments of Government of India (As per list)
ii. Secretary (Coordination), Cabinet Secretariat, New Delhi
ii. Vice Chairman, NITI Aayog , New Delhi.
iv.  Comptroller and Auditor General of India, New Delhi.
v. Chairperson, CEA , New Delhi
vi. Secretary (Power/ Electricity), all State Governments & Union Territory
Administration as per mailing list.
vii.  Chairman of all State Power Utilities as per mailing list.
viii. CMDs of CPSEs/ Chairman of DVC & BBMB/ MD, EESL/ DG, NPTI/ DG, CPRI/
DG, BEE.
ix. All ASs/JSs /CE, Ministry of Power, New Delhi

Copy to:

i. PS to Hon'ble PM, Prime Minister's Office

i. PS to Hon'ble Minister of Power and Ministry of Housing and Urban Affairs.
iii. PS to Hon'ble Minister of State for Power.
iv. PPS to Secretary (Power).
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File No.CEA-CH-13-12/4/2021-IT Division

IEGEREC Y
Government of India
HATST
Ministry of Power
a1y Agga vifasyo
Central Electricity Authority
AT SEANFY vd [TFET FIAT v
Information Technology & Cyber Security Division

e e e de e e e de e dede e

Ry (.‘EA'{Cyber Security in Power Sector) Guidelines, 2021.

CEA is mandated to prepare ‘Guidelines on Cyber Security’ in Power Sector under the
provision of regulation (10) of the Central Electricity Authority (Technical Standards for
Connectivity to the Grid) (Amendment) Regulations, 2019. Guidelines on Cyber Security in
Power Sector incorporating the cardinal principles has been prepared by CEA. In compliance
to the provision of the above regulation, CEA (Cyber Security in Power Sector) Guidelines,
2021 are issued for compliance by all entities listed in the clause 2.3 (Applicability of the
Guidelines) of the guidelines.

Encl: Guidelines on Cyber Security

(V.K Mishra)
Secretary CEA



1.0
1.1

1.2

1.3

1.4

CEA (Cyber Security in Power Sector) Guidelines, 2021

Background

Cyber intrusion attempts and Cyber-attacks in any critical sector are carried out with a
malicious intent. In Power Sector it’s either to compromise the Power Supply System or
to render the grid operation in-secure. Any such compromise, may result in mal-
operations of equipments, equipment damages or even in a cascading grid
brownout/blackout. The much hyped air gap myth between IT and OT Systems now
stands shattered. The artificial air gap created by deploying firewalls between any IT and
OT System can be jumped by any insider or an outsider through social engineering.
Cyber-attacks are staged through tactics & techniques of Initial Access, Execution,
Persistence, Privilege Escalation, Defence Evasion, Command and Control, Exfiltration.
After gaining the entry inside the system through privilege escalation, the control of IT
network and operations of OT systems can be taken over even remotely by any cyber
adversary. The gain of sensitive operational data through such intrusions may help the
Nation/State sponsored or non-sponsored adversaries and cyber attackers to design more
sinister and advanced cyber-attacks.

Government of India has set up the Indian Computer Emergency Response Team (CERT-
In) for Early Warning and Response to cyber security incidents and to have collaboration
at National and International level for information sharing on mitigation of cyber threats.
CERT-In regularly issues advisories on safeguarding computer systems and publishes
Security Guidelines which are widely circulated for compliances. All Central
Government Ministries/ Departments and State/Union Territory Governments have been
advised to conduct cyber security audit of their entire Cyber Infrastructure including
websites at regular interval through CERT-In empanelled Auditors so as to identify gaps
and appropriate corrective actions to be taken in cyber security practices. CERT-In
extends supports to enable Responsible Entity in conducting cyber security mock drills
and in assessment of their preparation to withstand cyber-attacks. The Responsible Entity
must submit Reports of Cyber Audit of cyber security controls, architecture, vulnerability
management, network security and periodic cyber security drills to sectoral CERT as
well as CERT-In. Team of experts shall review these reports and shortcomings if any in
the compliances shall be flagged by them. CERT-In on regular basis also conducts
workshops and training programs to enhance Cyber awareness of all Stakeholders.

Ministry of Power has created 6(six) sectoral CERTs namely Thermal, Hydro,
Transmission, Grid Operation, RE and Distribution for ensuring cyber security in Indian
Power Sector. Each Sectoral CERT has prepared their sub-sector specific model Cyber
Crisis Management Plan(C-CMP) for countering cyber-attacks and cyber terrorism. Each
Sectoral CERT has circulated their model C-CMPs for preparation and implementation
of organization specific C-CMP by each of their Constituent Utility.

All Responsible Entities, Service Providers, Equipment Suppliers/Vendors and
Consultants engaged in Power Sector are equally responsible for ensuring cyber security
of the Indian Power Supply System. They are to act timely upon each threat intelligence,
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advisories and other inputs received from authenticated sources, for continuous
improvement in their cyber security posture.

In the current Indian scenario though many cyber security directives and guidelines
exists, but none of them are power sector specific. Ministry of Power has directed CEA
to prepare Regulation on Cyber Security in Power Sector. And as an interim measures
CEA has been directed to issue Guideline on Cyber Security in Power Sector, under the
provision of Regulation 10 on Cyber Security in the “Central Electricity Authority
(Technical Standards for Connectivity to the Grid) (Amendment) Regulations, 2019”.

The Guidelines on Cyber Security, in the form of Articles written below, requires
mandatory Compliance by all Responsible Entities. The Guidelines shall come into effect
from the date of issue by Central Electricity Authority, New Delhi.

Hereby the Guidelines on Cyber Security are drawn in the form of Articles for
compliance by the Requester as well as User under the following provision of Regulation
10 on Cyber Security, in the “Central Electricity Authority (Technical Standards for
Connectivity to the Grid) (Amendment) Regulations, 2019”.

“The requester and the user shall comply with cyber security guidelines issued by the
Central Government, from time to time, and the technical standards for
communication system in Power Sector laid down by the Authority.”

Objective of issuing Guideline:

a) Creating cyber security awareness

b) Creating a secure cyber ecosystem,

¢) Creating a cyber-assurance framework,

d) Strengthening the regulatory framework,

e) Creating mechanisms for security threat early warning, vulnerability management and
response to security threats,

f) Securing remote operations and services,

g) Protection and resilience of critical information infrastructure,

h) Reducing cyber supply chain risks,

i) Encouraging use of open standards,

j) Promotion of research and development in cyber security,

k) Human resource development in the domain of Cyber Security,

1) Developing effective public private partnerships,

m) Information sharing and cooperation

n) Operationalization of the National Cyber Security Policy

Within the text of these Articles, ‘Responsible Entity’ shall mean all:
a) Transmission Utilities as well as Transmission Licensees,

b) Load despatch centres (State, Regional and National),

¢) Generation utilities (Hydro, Thermal, Nuclear, RE),

d) Distribution Ultilities

e) Generation Aggregators,

f) Trading Exchanges,

g) Regional Power Committees, and

h) Regulatory Commissions.
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Applicability:

All Responsible Entities as well as System Integrators, Equipment Manufacturers,
Suppliers/Vendors, Service Providers, IT Hardware and Software OEMs engaged in the
Indian Power Supply System.

2.4 Scope:

2.4.1 Control Systems for System Operation and Operation Management.

a) Grid Control and Management Systems,

b) Power Plant Control Systems,

c¢) Central Systems used to monitor and control of distributed generation and loads e.g.
virtual power plants, storage management, central control rooms for hydroelectric
plants, photovoltaic/wind power installations,

d) Systems for fault management and work force management,

e) Metering and measurement management systems,

f) Data archiving systems,

g) Parameterisation, configuration and programming systems,

h) Supporting systems required for operation of the above mentioned systems,

2.4.2 Communication System.

a) Routers switches and firewalls,

b) Communication technology-related network components,

c) Wireless digital systems.

d) Control Centre to Control Centre Communications for data exchange on ICCP.
(IEC 61850/60850-5/TASE.2/)

2.4.3 Secondary, Automation and Tele control technologies

3.0

a) Control and Automation components,

b) Control and field devices,

c¢) Tele control devices,

d) Programmable logic controllers / Remote Terminal Units, including digital sensor and
actuators elements,

e) Protection devices,

f) Safety components,

g) Digital measurement and metering installations,

h) Synchronisation devices,

i) Excitation Systems,

Definition of Terms:

Access Management: shall mean set of policies and procedures of the Responsible
Entity for allowing Personnel, devices and IoT to securely perform a broad range of
operational, maintenance, and asset management tasks either on site or remotely as laid
down in Clause 5.2.5 of IS 16335.

Accreditation: shall mean the process of verifying that an organisation is capable of
conducting the tests and assessments against a product/process that are required to be
certified.
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Accreditation Body: shall mean an organisation that has been accredited to verify the

credentials and capabilities of the organisations that wish to become a certification body.

Act: shall mean the Information Technology Act, 2000 (21 of 2000)

Asset: shall mean anything that has value to the organization.

Certification: shall mean the process of verifying that a product has been manufactured

in conformance with a set of predefined standards and/or regulations by an organisation,

that is accredited to conduct the certification process

Certification Body: shall mean an organisation that has been accredited by an

accreditation body to certify products / process against a certification scheme.

Certification Scheme: shall mean the processes, paperwork, tools, and documentation

that define how a product or manufacturer is certified

Chief Information Security Officer: shall means the designated employee of Senior

management level directly reporting to Managing Director/Chief Executive

Officer/Secretary of the Responsible Entity, having knowledge of Information Security

and related issues, responsible for cyber security efforts and initiatives including

planning, developing, maintaining, reviewing and implementation of Information

Security Policies

Critical Assets: shall mean the facilities, systems and equipment which, if destroyed,

degraded or otherwise declared unavailable, would affect the reliability or operability of

the Power Supply System.

Critical System: shall mean cyber assets essential to the reliable operation of critical

asset. Critical System consists of those cyber assets that have at least one of the following

characteristics:

a) The cyber asset uses a routable protocol to communicate outside the electronic
security perimeter.

b) The cyber asset uses a routable protocol within a control centre.

c) The cyber asset is dial-up accessible.

Critical Information Infrastructure: shall mean Critical Information Infrastructure as

defined in explanation of sub-section (1) of Section 70 of the Act.

Cyber Assets: shall mean the programmable electronic devices, including the hardware,

software and data in those devices that are connected over a network, such as LAN, WAN

and HAN.

Cyber Crisis Management Plan: shall mean a framework for dealing with cyber related

incidents for a coordinated, multi-disciplinary and broad-based approach for rapid

identification, information exchange, swift response and remedial actions to mitigate and

recover from malicious cyber related incidents impacting critical processes.

Cyber Security Breach: shall mean any cyber incident or cyber security violation that

results in unauthorized or illegitimate access or use by a person as well as an entity, of

data, applications, services, networks and/or devices through bypass of the underlying

cyber security protocols, policies and mechanisms resulting in the compromise of the

confidentiality, integrity or availability of data/information maintained in a computer

resource or cyber asset.

Cyber Security Incident: shall mean any real or suspected adverse cyber security event

that violates, explicitly or implicitly, cyber security policy of Responsible Entity resulting

in unauthorized access, denial of service or disruption, unauthorized use of computer

resource for processing or storage of information or changes to data or information
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without authorization, leading to harm to the power grid or its critical sub-sectoral
elements Generation, Transmission and Distribution.

Cyber Security Policy: shall mean documented set of business rules and processes for
protecting information, computer resources, networks, devices, Industrial Control
Systems and other OT resources.

Electronic Security Perimeter: shall mean the logical border surrounding a network to
which the Cyber Systems of Power Supply System are connected using a routable
protocol.

Information Security Division: shall mean a division accountable for cyber security
and protection of the Critical System of the Responsible Entity.

Protected System: shall mean any computer, computer system or computer network of
the Responsible Entity notified under section 70 of the Act, in the official gazette by
appropriate Government.

Security Architecture: shall mean a framework and guidance to implement and operate
a system using the appropriate security controls with the goal to maintain the system's
quality attributes like confidentiality, integrity, availability, accountability and assurance.
Vulnerability: shall mean intrinsic properties of something resulting in susceptibility to
arisk source that can lead to an event with a consequence

Vulnerability Assessment: shall mean a process of identifying and quantifying
vulnerabilities

Standards

Reference

ISO/IEC 15408
ISO/IEC 17011
ISO/IEC 17025

ISO/IEC 21827

ISO/IEC 24748-1

ISO 27001/2
ISO/ IEC 27019

ISO/IEC 61508
IEC 61850
IEC 62351

IEC 62443
IS 16335

Abbreviations

Abbreviations

a)

BES

Description

Common Criteria Certification Standard

General requirements for accreditation bodies accrediting
conformity assessment bodies

General requirements for the competence of testing and
calibration laboratories

Systems Security Engineering - Capability Maturity Model
(SSE-CMM)

Systems and software engineering — Life cycle management —
Part 1: Guidelines for life cycle management.

Information Security Management

Information technology — Security techniques — Information
Security controls for the energy utility industry

Functional Safety of Electrical / Electronic / Programmable
Electronic Safety-related Systems

Communication networks and systems for power utility
automation

Standards for Securing Power System Communications

Cyber Security for Industrial Control Systems

Power Control Systems — Security Requirements.

Description

Bulk Electric System



CDAC
CEA
CERC
CERT
CERT-In
Cll
CISO
CSK
COTS
ESP
ICS
ICT
IEC
ISAC
ISD
ISO
ISMS
IT
FAT
NABL
NCIIPC
NLDC
NPTI
NSCS
OEM
oT
RLDC
SAT
SERC
SCADA
SIEM
SLA
SLDC
QClI

Centre for Development of Advanced Computing
Central Electricity Authority

Central Electricity Regulatory Commission
Computer Emergency Response Team

Indian Computer Emergency Response Team
Critical Information Infrastructure

Chief Information Security Officer

Cyber Swachhta Kendra

Commercial off-the Shelf

Electronic Security perimeter

Industrial Control Systems

Information and Communications Technology
International Electro Technical Commission
Information Sharing and Analysis Centre
Information Security Division

International Organization for Standardization
Information Security Management System
Information Technology

Factory Acceptance Test

National Accreditation Board for Testing and Calibration Laboratories
National Critical Information Infrastructure Protection Centre
National Load Dispatch Centre

National Power Training Institute

National Security Council Secretariat

Original Equipment Manufacturer

Operational Technology

Regional Load Dispatch Centres

Site Acceptance Test

State Electricity Regulatory Commission
Supervisory Control and Data Acquisition Systems
Security Information and Event Management
Service Level Agreement

State Load Dispatch Centre

Quality Council of India



CEA (Cyber Security in Power Sector) Guidelines, 2021

Article 1. Cyber Security Policy.

a.Cardinal Principles: The Responsible entity will strictly adhere to following
cardinal principles while framing cyber security policy:

i.  There is hard isolation of their OT Systems from any internet facing IT system.

ii. May keep only one of their IT systems with internet facing at any of their
site/location if required which is isolated from all OT zones and kept in a
separate room under the security and control of CISO.

iii.  Downloading/Uploading of any data/information from their internet facing IT
system is done only through an identifiable whitelisted device followed by
scanning of both for any vulnerability/malware as per the SOP laid down and
for all such activities digital logs are maintained and retained under the custody
of CISO for at least 6 months. The log shall be readily to carry out the forensic
analysis if asked by investigation agency.

iv.  List of whitelisted IP addresses for each firewall is maintained by CISO and
each firewall is configured for allowing communication with the whitelisted 1P
addresses only.

v.  Communication between OT equipment/systems is done through the secure
channel preferably of POWERTEL through the fibre optic cable. Security
configuration of the communication channel is also to be ensured.

vi.  AllICT based equipment/system deployed in infrastructure/system mandatorily
CII are sourced from the list of the “Trusted Sources™ as and when drawn by
MoP/CEA.

b. The Responsible Entity shall be ISO/IEC 27001 certified (including sector specific
controls as per ISO/IEC 27019).

c. The Responsible Entity shall have a Cyber Security Policy drawn upon the guidelines
issued by NCIIPC.

d. The Responsible Entity shall ensure annual review of their Cyber Security Policy by
subject matter expert and changes shall be made therein only after obtaining the due
approval from Board of Directors.

e. The process of Access Management for all Cyber Assets owned or under control of the
Responsible Entity shall be detailed in the Cyber Security Policy.

f. The Cyber Security Policy shall leverage state-of-art cyber security technologies and
relevant processes at multiple layers to mitigate the cyber security risks.

g. The Responsible Entity shall be solely responsible to get Cyber Security Policy
implemented through its Information Security Division (ISD).

h. The CISO shall record the reason(s) for exemption required, if any, in case, unable to
comply with any of the provision(s) of the Cyber Security Policy. Any exception shall
be allowed only after an approval of provisions of compensatory control(s) to mitigate
residual cyber security risks.



i. The CISO shall record the exemptions sought in statement of applicability controls,
while getting the ISO 27001 certified. All exemptions and its justification need to be in
conformance with Cyber Security Policy of the Responsible Entity.

J- The Responsible Entity shall allocate sufficient Annual budget for enhancing cyber
security posture, enhanced year over year.

k. The Responsible Entity shall work in collaboration with other Industry Stakeholders as
well as Academia to promote R&D activity in the domain of cyber security.

1. The Responsible Entity shall ensure that cyber security issues are taken up as agenda
items in their Board meetings once in every three months.

Article 2  Appointment of CISO.

a) The Responsible Entity shall mandatorily appoint a CISO and shall confirm to
qualification, if any, laid by Quality Council of India (QCI). In absence, the work of
CISO shall be looked upon by Alternate CISO. In case qualification for appointment
of Alternate CISO has been relaxed for reasons recorded thereof, Alternate CISO has
to mandatorily acquire the minimum required cyber security skill sets within six
months from the date of his appointment.

b) The Responsible Entity shall regularly update details of CISO and Alternate CISO,
with the Sectoral CERT, as well as on ISAC-Power Portal.

¢) Roles and Responsibility of CISOs shall be as laid by CERT-In and ring-fenced to
ensure cyber security of the Cyber Assets of the Responsible Entity.

Article 3: Identification of Critical Information Infrastructure (CII).

a) The Responsible Entity shall submit to NCIIPC through Sectoral CERT, details of
Cyber Assets which uses a routable protocol to communicate outside the Electronic
Security Perimeter drawn by the Responsible Entity or a routable protocol within a
control centre and dial-up accessible Cyber Assets, within 30 days from the date of
their commissioning in the System.

b) The Responsible Entity shall submit details of Critical Business Processes and
underlying information infrastructure along with mapped impact and Risk Profile to
NCIIPC and shall get their Clls identified in consultation with NCIIPC. The process
of the notification/declaration by Appropriate Government shall follow thereafter.

c) The Responsible Entity shall review their declared/notified CllIs at least once a year
to examine changes if any in the functional dependencies, protocols and technologies
or upon any change in security architecture. The Responsible Entity shall review their
declared/notified CllIs once in every 6 months, in case if NCIIPC has directed them to
constitute an Information Security Steering Committee.

d) The Responsible Entity shall ensure that all cyber assets of their identified/notified
ClIs are recorded in the asset register and considered for risk assessment as well as
for finalization of controls in statement of applicability.

Article 4. Electronic Security Perimeter

a) The Responsible Entity shall identify and document the Electronic Security
Perimeter(s) and all Access Points to the perimeter(s).



b) The Responsible Entity shall follow procedure of identifying “Electronic Security
Perimeter” in case of distributed and/or hybrid information infrastructure, as per IEC
62443 / 1S16335 (as amended from time to time).

¢) The Responsible Entity shall ensure that every Critical System resides within an
Electronic Security Perimeter.

d) The Responsible Entity shall perform a cyber-Vulnerability Assessment of each
electronic Access Points to the Electronic Security Perimeter(s) at least once in every
6 (six) months and/or after any change in Security Architecture.

e) The Responsible Entity shall ensure that all critical, high and medium vulnerabilities
identified as a result of cyber Vulnerability Assessment shall be closed and verified
for the effective closure.

Article 5. Cyber Security Requirements

a) The Responsible Entity shall have an Information Security Division (ISD), headed by
CISO.
b) The Responsible Entity shall ensure that the ISD must be functional on 24x7x365
basis and is manned by sufficient numbers of Engineers having valid certificate of
successful completion of course on cyber security of Power Sector from the Training
Institutes designated by CEA.
¢) The Responsible Entity shall ensure that ISD
1) has on-boarded Cyber Swachhta Kendra(CSK) of CERT-In, if they have public
IPs.

2) has timely acted upon the advisories, guidelines and directive of NCIIPC, CSK,
CERT-In and Sectoral CERTs,

3) has deployed an Intrusion Detection System and Intrusion Prevention System
capable of identifying behavioural anomaly in both IT as well as OT Systems.

4) shares reports on incident response and targeted malware samples with CERT-In,

5) updates the firmware/software with the digitally signed OEM validated patches
only.

6) enables only those ports and services that are required for normal operations. In
case of any emergency the procedure as laid in Access management be followed.

7) maintains firewall logs for the last 6 months duration. Firewall logs shall be
analysed and all critical and high severity comments shall be addressed for
effective closure.

8) retains document of FAT, SAT test results and report/ certificate of cyber tests
carried out for compliance of Government Orders and Cyber Security Audit.*

9) maintains all cyber logs and cyber forensic records of any incident for at least™*
90 days.

* FAT, SAT must include comprehensive cyber security tests of the
component/equipment/system to be delivered/delivered at site.

**90 days from date of the commissioning of the system/recovery from any
incident, whichever is later.

d) The Responsible Entity shall routinely audit and test security properties of the Critical
System and must act upon, in case if any new vulnerabilities is identified through
testing or by the equipment manufacturer.



e) The Responsible Entity shall design a secure architecture for control system
appropriate for their process control environment*.

f) All State Load Dispatch Centres(SLDCs) shall comply with the directions issued by
the National Load Dispatch Centre(NLDC) as well as Regional Load Dispatch
Centres(RLDCs) U/s 29 (1) of the Electricity Act, 2003 to ensure stability and cyber
security of grid operation and achieve efficiency in the grid operation. In case of any
non-compliance, the Head of SLDC shall be responsible and shall be liable for Penalty
as per the provision of CERC/SERC.

*There are so many different types of systems in existence and so many possible
solutions, it is important that the selection process ensures that the level of protection
is commensurate with the business risk and the Responsible Entity shall not rely on
one single security measure for its defence. (Reference IEC/TR62351-10 Edition1.0
2012-10 Power systems management and associated information exchange —Data
and communications security — Part 10: Security architecture guidelines).

Article 6 Cyber Risk Assessment and Mitigation Plan

a) The Responsible Entity shall document in their Cyber Security Policy a Cyber Risk
Assessment and Mitigation Plans drawn upon the best practises being followed in the
Power Sector, and the same shall be approved by Board of Directors.

b) The Cyber Risk Assessment and Mitigation Plans shall clearly define the matrix for
assessing the cyber risk of both IT and OT environment and risk acceptance criteria.

¢) The Cyber Risk Assessment Plan shall be capable to demonstrate that repeated cyber
security risk assessment delivers consistent, valid and comparable results.

d) The review of cyber risk assessment shall be carried out at least once in a Quarter.
The actionable of risk treatment and mitigation shall be tracked in this review for their
effectiveness.

e) The CISO shall be responsible for implementation and regular review, on the basis of
internal and external feedbacks, of the Cyber Risk Assessment and Mitigation Plans.

Article 7 Phasing out of Legacy System

a) As the life cycle of the Power System Equipment/System is longer than that of IT
Systems deployed therein, the Responsible Entity shall ensure that all IT technologies
in the Power System Equipment/System should have the ability to be upgraded.

b) The Responsible Entity shall ensure that the Information Security Division shall draw
the list of all communicable equipments/systems nearing end life or are left without
support from OEM. Thereafter CISO shall identify equipment/systems to be phased
out from the list drawn, firm up their replacement plan and put up the replacement
plan for approval before the Board of Directors.

¢) The CISO shall ensure that till equipments/systems nearing end life or left without
support from OEM are not replaced, their cyber security is hardened and ensured
through additional controls provisioned in consultation with the OEM or alternate
Supplier(s)*.

*e.g. Use of CDAC developed AppSamvid and whitelisting of applications installed
may be explored across all legacy systems.

d) The Responsible Entity shall document in their Cyber Security Policy a Standard
Operating Procedure for safe and secure disposal of outlived or legacy devices.



Article 8. Cyber Security Training.

a) The Responsible Entity shall establish, document, implement, and maintain an annual
cyber security training program for personnel having authorized cyber or authorized
physical access (unescorted or escorted) to their Critical Systems.

b) The Responsible Entity shall review annually their cyber security training program
and shall update it whenever necessary. Annual Review shall record evaluation of the
effectiveness of the trainings held.

¢) The Responsible Entity shall ensure that Cyber Security training program designed
for their IT as well as OT O&M Personnel must include following topics and as per
their functional requirements and security concerns additional topics shall be added:
1) User authentication and authorization.

2) Cyber Security and Protection mechanisms of IT/OT/ICS Systems.

3) Introduction to various standards i.e. ISO/IEC:15408, ISO/IEC:24748-1, ISO:
27001, ISO: 27002, ISO 27019, IS 16335, IEC/ISO:62443.

4) Training on implementation of ISO/IEC 27001 and awareness on IEC 62443.

5) Vulnerability Assessment in the Critical System.

6) Monitoring and preserving of electronic logs of access of Critical Assets.

7) Detecting cyber-attacks on SCADA and ICS systems

8) The handling of Critical System during cyber crisis.

9) Action plans and procedures to recover or re-establish normal functioning of
Critical Assets and access thereto following a Cyber Security Incident.

10) Hands on SCADA operation at any of the Regional Load Dispatch Centre.

11) Handling of risks involved in the procurement of COTS Products.

d) All Personnel engaged in O&M of IT & OT Systems shall mandatorily undergo
courses on cyber security of Power Sector from any of the training institute designated
by CEA, immediately within 90 days from the notification of CEA Guidelines on
Cyber Security in Power Sector.

e) The Responsible Entity shall ensure that none of their newly hired or the current
Personnel have access to the Critical System, prior to the satisfactory completion of
cyber security training programme from the Training Institutes designated in India,
except in specified circumstances such as cyber crisis or an emergency.

f) NPTTI in consultation with CEA shall identify and design domain specific courses on
Cyber Security for different target groups. The “Governing Board for PSO Training
and Certification” shall approve the content, duration etc of these courses and shall
review it Annually. NPTI shall conduct these courses at all of their branches on regular
basis and shall maintain the list of the Participants successfully completing the course.

Article 9 Cyber Supply Chain Risk Management

a) The Responsible Entity shall ensure that, as and when Ministry of Power, Government
of India notifies the Model Contractual Clauses on cyber security, these clauses are
included in their every Bid invited for procurement of any ICT based
components/equipments/System to be used for Power System.

b) The Responsible Entity shall ensure that all the Communicable Intelligent Equipments
and the Service Level Agreements (SLAs) for their Critical Systems shall be sourced
from the list of the “Trusted Sources™ as and when drawn by MoP/CEA.



¢) The Responsible Entity shall ensure that, in case, for the any Communicable
Intelligent Devices, if no Trusted Source has been identified, then the successful
bidder in compliance with the provisions made in MoP order dated 2.7.2020 and any
other relevant MoP order has got the product cyber tested for any kind of embedded
malware/Trojan/cyber threat and for adherence to Indian Standards at the designated
lab.

d) The Responsible Entity shall ensure that the essential cyber security tests are carried
out successfully during FAT, SAT as detailed in Annexure A. The equipment/System
besides for functionality shall also be tested in the factory for vulnerabilities, design
flaws, parts being counterfeit or tainted, so as to minimize problems during on-site-
testing and installation. Cyber Security Conformance Testing are to be carried out in
the designated Lab as listed in Annexure-I of MoP Order No. 12/13/2020-T &R dt.
8t June, 2021(Order at Annexure-B).

e) The Responsible Entity shall ensure that the Equipment/System supplied by the
successful bidder shall accompany with a certificate® * obtained by OEM from a
certification body accredited to assess devices and process for conformances to IEC
62443-4 standards during design and manufacture. The Responsible Entity shall
accept the certificate submitted along with the supplied Equipment/System only if it’s
in line with the Testing Protocol as notified by Ministry of Power, Government of
India, from time to time.

f) The Responsible Entity in compliance to the requirement of Article 9(e) shall also
accept, till the setting up of an adequate certification facility in the India, a digitally
signed self-declaration of conformance to the IEC 62443-4 standards during design
and manufacture of the equipment/system, if submitted by the OEM.

g) The Responsible Entity shall dispose all unserviceable or obsolete Communicable
Intelligent Devices as per the procedure laid in their Cyber Risk Assessment and
Mitigation Plans which shall be in line with the prevailing best practices.

$ The National & International certification may be specified in the tender for critical
systems/sub-systems being procured by the Responsible Entity.

# Certification Schemes:
Embedded Device Security Assurance Certification is for an individual product,
System Security Assurance Certification is for a set of products in a system
(possibly from different vendors)
Security Development Lifecycle Assurance Certification is for the development
processes that a manufacturer uses for developing products.

Article 10 Cyber Security Incident Report and Response Plan

a) The CISO of the Responsible Entity shall report in the formats prescribed by CERT-
In, all Cyber Security Incidents, classified as reportable events.

b) Root cause analysis for all reportable events shall be carried out and corrective action
taken, so as to ensure that any re-occurrence of such event can be managed with ease.

c) The Responsible Entity shall mandatorily define in their Cyber Security Policy,
criteria(s) identified on the basis of impact analysis, for declaring the occurrence of



Cyber Security Incident(s) as a Cyber Crisis in the System owned or controlled by
them.

d) The Responsible Entity shall mandatorily designate an Officer along with his/her
standby by name and designation and empower them to declare an occurrence of the
incident(s) as “Cyber Crisis”. The contact details of these Officers shall be updated in
the C-CMP within 15 days of changes if any due to transfer or superannuation etc.

e) The CISO shall ensure that during any Cyber Security Incident, ISD monitors and
minutely records every details of cyber security events and incidents in both IT as well
as the OT System owned or controlled by the Responsible Entity.

f) The CISO shall ensure that each cyber incident is handled strictly as per Cyber
Security Incident Response Plan detailed in the latest C-CMP approved by the Board
of Directors.

g) The Responsible Entity shall ensure that the efficacy of the Cyber Security Incident
Response Plan is tested annually through mock drill(s) carried out, if feasible, as
simulation exercise(s) or as table top exercise(s) with wider participation of their
employees, in consultation with CERT-In and sectoral CERT. In case if any
shortcoming is observed in the Cyber Security Incident Response Plan suitable
changes shall be made in it.

h) The Responsible Entity shall ensure that the CISO compiles details of incident
detection, incident handling, learnings from each incident and damage claims made if
any and shall report to CERT-In as well as upload information on ISAC-Power Portal.

Article 11 Cyber Crisis Management Plan(C-CMP)

a) The Responsible Entity shall prepare a Cyber Crisis Management Plan and submit to
their sectoral-CERT for review with intimation to Ministry of Power/CISO-MoP.
Responsible Entity shall update their C-CMP on the basis of comments made by
sectoral-CERT and then submit for vetting to CERT-In. The C-CMP shall be updated
once again to include the observations made by CERT-In before seeking approval of
Board of Directors for implementation of C-CMP.

b) The Responsible Entity shall ensure that the C-CMP is reviewed at least annually. The
CISO shall ensure that all changes are made in C-CMP only with the due approval of
Board of Directors and the changes made in C-CMP have been communicated through
a verifiable means to all the concerned Personnel of the Responsible Entity.

¢) The CISOs shall be the custodian of all the cyber security related documents
including Cyber Crisis Management Plan, Risk Treatment Plan, Statement of
Applicability of controls, and compliance to regulator’s requirement.

d) The CISO shall be accountable for ensuring enforcement of C-CMP by Information
Security Division of the Responsible Entity, during a cyber-crisis, as and when
declared by the designated Officer. (refer Article 10(d))

Article 12: Sabotage Reporting%

a) The Responsible Entity shall incorporate procedure for identifying and reporting of
sabotage in their Cyber Security Policy within 30 days from issue of the Guidelines,
or grant of licence under the appropriate legal provisions to the Responsible Entity.

b) The CISO shall be held liable for non-reporting of identified sabotage(s) as per
procedure laid for identifying and reporting of sabotage in the Cyber Security Policy
of the Responsible Entity.



c) The CISO shall prepare a detailed report on disturbances or unusual occurrences,
identified, suspected or determined to be caused by sabotage in the Critical System of
the Responsible Entity, and shall submit the report to the Sectoral CERT as well as to
CERT-In within 24 hours of its occurrence.

d) The CISO shall submit to NCIIPC within 24 hours of occurrence the report on every
sabotage classified as cyber incidents(s) on "Protected System".

e) The CISO upon occurrence on every sabotage shall take custody of all log records as
well as digital forensic records of affected Cyber Assets, Intrusion Detection System,
Intrusion Protection System, SIEM and shall preserve them for at least 90 days and
shall make them available as and when called upon for investigation by the concerned
Agencies.

“Disturbances or unusual occurrences, suspected or determined to be caused by
sabotage.

Sabotage e.g. can be a forced intrusion in un-manned/manned facility and taking
control of operation of Critical System through a communicating device.

Article 13 Security and Testing of Cyber Assets

a) The Responsible Entity shall ensure security of all in-service phase as well as standby
Cyber Assets through regular firmware/Software updates and patching, Vulnerability
management, Penetration testing (of combined installations), securing configuration,
supplementing security controls. CISO shall maintain details of update version of each
firmware and software and their certification if received from OEMs.

b) The Responsible Entity shall carry out regularly Vulnerability Assessment of all
Cyber Assets owned or under their control. If a Cyber Asset is found vulnerable to
any exploits or upon any patch updates or major configuration changes, then further
Penetration Testing may be carried out offline or in a suitably configured laboratory
test-bed to determine other vulnerabilities that may have not been identified so far.

c) The Responsible Entity shall specify security requirement and evaluation criteria
during each phase of their procurement Process.

d) The Responsible Entity shall ensure that all Cyber Assets being procured shall
conform to the type tests asmentioned in the specification for type testing listed in the bid
document. Type test reports of tests conducted in NABL accredited Labs or
internationally accredited labs (with in last 5 years from the date of bid-opening) shall be
mandated to be submitted along with bid. In case, the submitted Type Test reports are not
as per specification, the re-tests shall be conducted without any cost implication to the
Responsible Entity.

e) The Responsible Entity shall ensure that all Communicable devices are tested for
communication protocol as per the ISO/IEC/IS standards listed in MoP Order No.
12/13/2020-T&R dated 8" June, 2021(Annexure-B).

f) The Responsible Entity shall ensure that all Critical Systems designed with Open

Source Software are adequately cyber secured.

g) The Responsible Entity as a best practise upon any incidence of Cyber Security
Breach shall carry out cyber security tests at any lab designated for cyber testing by
Ministry of Power. These tests shall be similar to Pre Commissioning Security Test
and those essential for carrying out Post Incident Forensics Analysis.

Article 14 Cyber Security Audit



a) The Responsible Entity shall implement Information Security Management System
(ISMS) covering all its Critical Systems.

b) The Responsible Entity shall through a CERT-In Empanelled Cyber Security OT
Auditor shall get their IT as well as OT System audited at least once in every 6 (six)
months and shall close all critical and high vulnerabilities within a period of one month
and medium as well as low non-conformity before the next audit. Effective closure of
all non-conformities shall be verified during the next audit.

¢) The Cyber Security Audit shall be as per ISO/IEC 27001 along with sector specific
standard ISO/IEC 27019, IS 16335 and other guidelines issued by appropriate
Authority if any. These mentioned standards shall be current with all amendments if
any and in case if any standard is superseded, the new standard shall be applicable.
CISO shall ensure immediate closure of non-conformance, based on the criticality and
by means all non-conformances are to be closed before the next audit.

d) The Responsible Entity shall ensure that CISO has all the required systems and
documents in place, as mandated by NSCS for base line cyber security audit.



Annexure — A

FAT & SAT

1. During FAT stage, the customer has to verify all types test reports / certificates including
Communication protocol and security conformance tests of the devices offered for FAT.

2. FAT of SCADA involves testing as a whole system in the integrated scale down set up. For
SCADA, Indian standard IS 15953: 2011 “SCADA System for Power System Applications”
provides definition and guidelines for the specification, performance analysis and application
of SCADA systems for use in electrical utilities (for transmission & Distribution) including
guidance on Tests and inspections.

3. The SAT will be done at customer site as per the SAT document mutually agreed by buyer and
supplier. For SAT also, guidance from IS 15953: 2011need to be applied.

4. 1EC 61850-10-3 Communication Networks and Systems For Power Utility Automation-

Functional testing of [EC 61850 systems (in draft stage - CDTR) covers testing of applications
within substations covering

A methodical approach to the verification and validation of a substation solution

The use of IEC 61850 resources for testing in Edition 2.1

Recommended testing practices for different use cases

e o o P

Definition of the process for testing of IEC 61850 based devices and systems using
communications instead of hard wired system interfaces (ex. GOOSE and SV instead
of hardwired interfaces)

e. Use cases related to protection and control functions verification and testing.

This standard may be used as a guidelines for FAT & SAT for Substation Automation System
(SAS) based on IEC 61850.



List of designated laboratories for cyber security conformance testing

Table -A. Field Equipment /Operational Technology (OT)

Annexure - B

Annexure — 1

SL Equipment Communication Protocol Protocol Security Designated Laboratories
No. Conformance Standards Conformance
Standards
1 Remote Terminal IEC 60870-5-101/ IEC 60870-5-7 Central Power Research
Units (RTUs) & IEC 60870-5 =104 Security extension & | Institute (CPRI), Prof Sir C
PLCs with IEC (Test Details Annexure 2) IEC 62351 series V Raman Road,
communications (specifically IEC Sadashivanagar P O,
protocols 62351-100 parts 1 & | Bengaluru— 560080,
3) Karnataka
( Test Details
Annexure=-2
2 | Intelligent IEC 61850 -5 to
Electronic TEC 61850—10 CPRI
Equipment /
Numerical ( Test Details Annexure 2)
Protection Relays /
Bay Control Units /
Bay Protection
Units, Gateways,
Transformer Tap
controller/ changer,
etc. with IEC
61850
communication
protocol
3 Smart meters with | TEC 62056 series / DLMS & | TEC 62056 series / 1. CPRI
IEC 62056 IS 15959 series and IS DLMS & IS 15959 2. Electrical Research and
communication 16444 series series and IS 16444 | Development Association
protocols ( Test details Annexure 2) series (ERDA), ERDA Road,
(Test Details GIDC, Makarpura,
Annexure 2) Vadodara - 390 010
Gujarat

3. Yadav Measurements
Pvt. Ltd. (YMPL)

373-375, RIICO
Bhamashah Industrial Area
Kaladwas 313003

Udaipur — Rajasthan




Information Technology (IT) Equipment (Main / Backup / Disaster recovery (DR) Control Centre
/ Substation control centre I'T equipment)

All IT products procured /supplied shall have a valid Certificate of Common Ceriteria as per ISO/IEC
15408 issued by signatories of the Common Criteria Recognition Agreement (CCRA) (
www.commoncriteriaportal.org).

Import/procurement/supplied from vendors sourcing from prior reference countries, the Certificate for
Common Criteria shall be from Government Laboratories in India according to the IC3S scheme
operated by Ministry of Electronics and Information Technology, which is a signatory to CCRA.

https://www.commoncriteria-india.gov.in/




Annexure - 2

Details of tests for various identified products
Remote Terminal Units (RTUs) (SI. No. 1 of Table — A of Annexure — 1)
Test protocol:

Utilities / manufacturers will submit the sample along with all the required technical documentation for
taking up testing to the designated laboratory.

Reference standards
1) IEC 60870-5-101 & IEC 60870-5-104 as applicable

2) IEC 60870-5-7 Telecontrol equipment and systems - Part 5-7: Transmission protocols - Security
extensions to IEC 60870-5-101 and IEC 60870-5-104 protocols (applying IEC 62351)

3) IEC 62351-100-1 & IEC 62351-100-3 and other cross referenced standards.

Test cases

Extract from standard (IEC 62351-100-1)

The conformance test cases are divided into four clauses:

— Clause 5: Verification of configuration parameters. This clause contains the configuration
parameters affecting the message contents and/or the protocol behaviour.

— Clause 6: Verification of communication. The goal of this clause is to verify that Device Under Test
(DUT) is able to implement the security extension messages as described in IEC TS 60870-5-7.

— Clause 7: Verification of procedures. The goal of this clause is to verify that DUT is able to execute
the security extension procedures as described in IEC TS 62351-5.

— Clause 8: Test result chart. This clause contains the results of the test cases listed in Clauses 6 and
7 for each supported value of the configuration parameters listed in Clause 5.

The test cases are organized in tables. They are numbered; their numbering syntax is: Subclause number

(where the Table is located) + test case number.

In the column ‘reference’ each test case has a direct reference to IEC TS 62351-5 or IEC TS 60870-5-
7 where the clause under test is defined.

Test cases are mandatory depending on the description in the column ‘Required’. The following
situations are possible:
M= Mandatory test case. The test is referencing a clause that is mandatory in IEC TS 62351-5 or
IEC TS 60870-5-7.

Protocol Information Conformance Statement (PICS) x, x = Mandatory test case if the
functionality is enabled in the PICS (by marking the applicable check box), with a
reference to the section number of the PICS (x.x).



Conformance testing of security extension procedures
The security extension procedures can be summarized as follows:
— User management
— Update key maintenance
— Session key maintenance
— Challenge/Reply authentication

— Aggressive Mode authentication

Extract from standard (IEC 62351-100-3)
IEC 62351-3 defines the requirements related to the authentication/encryption protocol, procedures and
methods to be implemented at TCP/IP (transport) level.

The conformance test cases are divided into three clauses:

e Clause 5: Verification of configuration parameters. This clause contains the parameters specified
by the standards referencing IEC 62351-3 (see IEC 62351-3:2014/AMD1:2018, Clause 7) and
affecting the protocol behaviour.

e Clause 6: Verification of IEC 62351-3 requirements. The goal of this clause is to verify that DUT
is conformant to the requirements of the IEC 62351-3.

e (Clause 7: Test result chart. This clause contains the results of the test cases listed in Clause 6 for
each supported value of the configuration parameters listed in Clause 5.

The test cases are organized in tables. They are numbered, their numbering syntax is: Subclause number

(where the table is located) + test case number.

In the column ‘Reference’ each test case has a direct reference to IEC 62351-3 where the clause under
test is defined. PICS or Protocol Implementation eXtra Information for Testing (PIXIT) could be found
in the “Reference” column for some test cases whenever the execution of the test case shall take into
account specific parameter values declared in the PICS or PIXIT of the DUT.

Test cases are mandatory depending on the description in the column ‘Required’. The following
situations are possible:

M = Mandatory test case. The test is referencing to a clause that is mandatory in IEC 62351-3.

PICS

or

PIXIT = Mandatory test case if the functionality is enabled in the PICS or PIXIT by marking the
applicable check box or declaring the applicable value.



Intelligent Electronic Devices (IEDs) (SI. No. 2 of Table — A of Annexure — 1)

Utilities / manufacturers will submit the sample along with all the required technical documentation for
taking up testing to the designated laboratory.

Reference standards

IEC 61850 series

Specifically IEC 61850-5, IEC 61850-6, IEC 61850-7, IEC 61850-8, IEC 61850-9 and IEC 61850-10
Test cases

Communication protocol conformance as per IEC 61850 -10. This part of standard defines methods
and abstract test cases for conformance testing of client, server and sampled values devices used in
power utility automation systems, the methods and abstract test cases for conformance testing of
engineering tools used in power utility automation systems, and the metrics to be measured within
devices according to the requirements defined in IEC 61850-5. Further this part of standard specities
standard techniques for testing of conformance of client, server and sampled value devices and
engineering tools, as well as specific measurement techniques to be applied when declaring
performance parameters. The use of these techniques will enhance the ability of the system integrator
to integrate IEDs easily, operate IEDs correctly, and support the applications as intended.

Smart Meters (SI. No. 3 of Table — A of Annexure — 1)

Utilities / manufacturers will submit the sample along with all the required technical documentation for
taking up testing to the designated laboratory.

IEC 62056 series of standards (Electricity metering data exchange — The DLMS/COSEM suite)
specifies details of communication protocol requirements, conformance testing and security
requirements. The Part 5-3 (DLMS/COSEM application layer) specifies the DLMS/COSEM
application layer in terms of structure, services and protocols for DLMS/COSEM clients and servers,
and defines rules to specify the DLMS/COSEM communication profiles. It defines services for
establishing and releasing application associations, and data communication services for accessing the
methods and attributes of COSEM interface objects, defined in IEC 62056-6-2 using either logical name
(LN) or short name (SN) referencing.

Clause 5 and sub clauses specifies security requirements. It cover security concepts, Identification and
authentication, Cryptographic algorithms, Cryptographic keys — overview, Key used with symmetric
key algorithms, Keys used with public key algorithms and Applying cryptographic protection.

Note: All above referred standards shall be latest with amendments if any at the time of submission of
sample(s) for testing.



Annexure — 3
Testing Criteria
1) Supply from Trusted Sources
The sample size shall be as specified by CEA as per the approved criteria for Trusted Vendors
2) Supply from other than trusted vendors

The sample size shall be shall be 5% of the supply lot / ordered quantity (minimum one). The
manufacturer shall submit request to the Nodal agency along with vendor’s / manufacturer’s
certifications for supply chain management system practices and secure product development process
implementations based on any one or more of standards ISO /IEC 27036, ISO / IEC 20243, IEC
62443 for verification.

After scrutiny of vendor’s / manufacturer’s certifications the supplier / utilities shall be asked to submit
product to the designated laboratory for communication and cyber security conformance testing.

The supply lot shall stand rejected on failure to comply with the test requirements.
3) Supply from prior reference countries

The utility shall obtain prior permission from the Government of India for importing the product /
system from prior reference countries.

The sample size shall be shall be 10 % of the supply lot / ordered quantity (minimum one). The
manufacturer shall submit request to the Nodal agency along with vendor’s / manufacturer’s
certifications for supply chain management system practices and secure product development process
implementations based on any one or more of standards ISO /IEC 27036, ISO / IEC 20243, 1EC 62443
for verification.

After scrutiny of vendor’s / manufacturer’s certifications the supplier / utilities shall be asked to submit
product to the designated Government / Government controlled Autonomous laboratory for type tests
(Annexure — 4) and communication & cyber security conformance testing.

The supply lot shall stand rejected on failure to comply with the test requirements.



Annexure — 4
Type Tests

Products imported from prior reference countries shall also undergo type testing as per following
standards in addition to communication protocol and security conformance testing at the designated
Government / Government controlled Autonomous laboratory:

Type test standards for RTUs

1. IEC 60870-1-2:1989 Telecontrol equipment and systems. Part 1: General considerations.
Section Two: Guide for specifications.

2. 1EC 60870-2-1:1995 Telecontrol equipment and systems - Part 2: Operating conditions -
Section 1: Power supply and electromagnetic compatibility.

3. EC60870-2-2:1996 Telecontrol equipment and systems - Part 2: Operating conditions -Section
2: Environmental conditions (climatic, mechanical and other non-electrical influences).

4. TIEC 60870-3:1989 Telecontrol equipment and systems. Part 3: Interfaces (electrical
characteristics)

Type test standard for IEDs / Numerical Protection Relays / Bay controls units

1. IEC 61850-3: 2013, Ed. 2 Communication networks and systems for power utility automation
— Part 3: General requirements.

Type test standards for Smart meters

1. IS 16444: 2015 AC static direct connected watthour smart meter class 1 and 2 — Specification.
2. 1S 16444 Part 2: 2017 AC static transformer operated watthour and var - Hour smart meters,
class 0.2 S, 0.5 S and 1.0 S: Part 2 specification transformer operated smart meters.

1. All above referred standards shall be latest with amendments if any at the time of submission
of sample(s) for testing.

2. Type tests generally covers functionality, environmental, mechanical, EMI/ EMC and electrical
safety related tests.



